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OCHOBHBIE NOAXO/IbI K COJIEPKAHUIO
KPUMHMHAJIMCTHYECKOT'O AHAJIU3A JIMUHOCTH B
COLIMAJIBHBIX CETSIX

T.A. Anexceesa, npenodasamens kageopul yeonosHozo npaséa 3CO
PI'VII; cmapwuii npenooasamens kagedpul yeonosnozo npasa FOD
T7YCYP

P.JL Axmeowun, 0.10.H., npogheccop, npogheccop kagedpwi
kpumunanucmuxu FOpuouueckozo uncmumyma Tomckozo
20¢y0apCmeeHH020 YHUGEPCUMema

B.JI. FOanw, npenodasamens kagheopuvl yeon068HO-NPOYECCyaibHO20
npasa 3C® PI'VII; cmapwuii npenodasamens Kaghedpvl y20106H020 Npasa
0O TYCYP.

H3MmeHeHne COnuo-MOJMTHIECKOW OOCTaHOBKM HEMHHYEMO BJICUET
U3MEHEHHE MUPOBOCIPUSITHS, KOTOPOE MHOTOKPATHO YBEIUYUBAETCS €CIIU
JAaHHOE M3MEHEHHE WJET MapajuieIbHO C TEXHOJOTHYECKHMMH MPOPBIBAMH.

KubeprpoctpaHcTBo HOBast peaIbHOCTD COBPEMEHHOCTH,
TIpeoTpeaesromast TIePCIIEKTUBBI pa3BHUTHS COBPEMEHHOTO
nH(pOpMaMOHHOTO ob1ecTna. HeynusurensHo, 4TO nepen

KPUMHUHATUCTHYIECKOH HAyKOW CTOMT 3a/ladya NMPOBEACHHS OIEpEKarolINX
HCCIIeJOBAaHHH, ITPEAMETOM KOTOPBIX SBISIETCS MPECTYIHAs eI TEIbHOCTD U
JIeATENILHOCTD 110 PACCIIEIOBAHUIO MIPECTYIJICHUH B KHOEPIPOCTPaHCTBE.

Y‘II/ITLIBEU[, 4qTo J'IIO6aH AHAJIUTHYCCKas ACATCIBHOCTh BO3MOXXHaA
JUIIP TPU YCIOBUM HAJIWYMA OINpeleleHHoro oObeMa HHpopManun
aKTyaJIbHO MCCIIEIOBaHHE KHOEPIPOCTPAaHCTBA Kak O0JAaCTH cojepikalleit
KPUMUHAIMCTUYECKU 3HAYUMYIO HHQOPMAILHIO. OnHoif u3
pa3HOBHIHOCTEH, MOXeT OBITh Jake TNPHOPUTETHOH,  SABIAETCA
HCCIIEJOBAaHHE aAITOPUTMOB MOJYYEHHS KPHUMUHAJIMCTHYECKH 3HAYNMOMN
nH(pOpMannK 0 JHIE COBEPLIMBLIEM IPECTYITHOE AESHHE.

HccnenoBanue JIMYHOCTH B KHOEPIPOCTPAHCTBE COJIEPIKATEIHHO
OTIpeesIeTCSL:

e 3yuyeHHeM HH(oOpManMK O JIMIE CO CTOPOHHHX pPECYypcoB —
TOYHOCTh JaHHOH WHGOPMAalMM MOXET BapbHPOBAThCS B IIMPOKOM
JiMana3oHe;

® cO0poM HMHGPOPMAITUH O JIUIIE TTOCPEACTBOM OINPOCa €T0 3HAKOMBIX
(4eHOB COOOIMIECTB, yYACTHUKOB KOH(pEpPEeHIINH, aKTHBUCTOB BeO (popymoB
U Tp.) — TOYHOCTh MJAaHHON WH(OpMALMM HECKONBKO BBIIE, HO B
3HAYUTEIbHON CTETICHH oTIpeesIeTCs (axTopom BE3CHMS,
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MPEIONPEEIUBIINM BEPOSTHOCTh BCTYIUICHHSI B KOHTAKT C YEJIOBEKOM
o0aaromuM 3Ha4uMOoi nHpOpManueii;

® JICCIICIOBAHUEM HH(OPMALUU, KOTOPOE JIMIIO OCTABHWIO O cebe B
KHOEPIPOCTPAHCTBE, KaK MPABIIIO B CONMAIBHBIX CETSIX — TOYHOCTh JTaHHON
UHPOpPMAIUU 33aBHCUT OT HABHIKOB aHalIHM3a KOCBEHHOW WH(OpMAIINHY,
KOTOPBIM 00JIa/IaeT CIIeI0BATENb WIIN T03HABATEb.

IlepBbie nBa ONMMCAHHBIX IYHKTa BIIOJHE BIIMCBHIBAIOTCS B CHUCTEMY
TaKTUYECKUX PEKOMEHJAIMil MCCIeNOBaHUsA JUYHOCTH B pPEaJbHOM
MIPOCTPAHCTBE, MO CYTH MAaj0 OTIMYasACh OT KAaHOHUYECKUX IPHEMOB
uccienoBanus. McciaenoBaHue JUMYHOCTH, OTPaKEHHOHM B MaTepuaiax
COLIMAJIBHBIX CETed €cCThb Mpolecc JOCTaTOYHO TBOPYECKUHM U B
3HAUUTEJIbHOW CTENEHU HENpUBBIYHBIN. HeyauBuTenbHO, 4TO Ha AaHHOM
oTane pasBUTUA KPUMHUHAJIUCTUYECKOI'O0 3HaHUA KpaﬁHe AKTYaJIbHO
pa3paboTka NPHEMOB aHaIW3a OCOOCHHOCTEH JHUYHOCTH, MPEXKIE BCEro
TIICUXOJOTHYCCKUX.

3HaHHUE ITUX MCUXOJOTUIECKUX OCOOEHHOCTEN MO3BOJISET HE TOJIBKO
0ojiee ONTHUMAJBHO CILUIAHMPOBATH CaM XOJ IMpoIlecca paccieJOBaHHS B
[eJIOM, HO ¥ TIOBBICUTH J(PQPEKTHBHOCTH TPOBEACHHUS OTHCIBHBIX
CJIEICTBEHHBIX JEUCTBUI, K MpUMEPY, AONPOCa, O YEM CBHUJIETEIbCTBYIOT
HMEIOLMECS Ha  CErOAHs  pe3yibTaTbl  NPOBEACHHBIX  HAyYHBIX
uccnenoanuii [1. C. 21-22, 2. C. 65-66, 3. C. 242-243].

AHaiu3 (oTou3o0paxkeHUil, COAepKAIMXCH HA COUMAJIBHOMI
crpanune CoOBpeMEHHOE pa3BUTHE HAYKH M TEXHUKH YBEITHUYMIIO
KOJIMYECTBO HCTOYHHUKOB CBe}]eHI/Iﬁ O JIMYHOCTH KaK MHUHHUMYM, €HIC Ha
OUH. Peun HUICT O CONHUAJIBHBIX CETAX, B KOTOPBIX IMOJIbB30BATCIN UMCIOT
BO3MOXKHOCTh ~ 3arpykaTh pasiHuyHble H300pakeHHs. VIMeHHO 3TH
n3o0pakeHus, ¢ororpadud ©W KAPTUHKUA SIBJISIOTCA HCTOYHHKAMH,
IIOTECHIIUAJIBbHO COACPKAIMUMHN KPUMHWHAJIUCTUICCKH 3HAYMMYIO
HHPOPMALIUIO O THYHOCTH, aHAJIN3 KOTOPOH MO3BOJIMUT NOA00paTh Hauboee
3¢ (GeKTHBHBIC METOJBI TICHXOJIOTHYECKOTO BO3JEHCTBHS Ha TAKOE JIMIO BO
BpeMsl TIPOBEACHUS CIICACTBEHHBIX JNEHCTBUI C ero ydacTueM (K mpumepy,
JIOTIpOca), a TaKKe IMOyYUTh WHBIC BaXKHBIC NAHHBIC, UMCIONIUC MPSIMYIO
WIM  KOCBEHHYI0 KPUMMHAJIUCTHYECKYIO ILIEHHOCTb JUIsl  pEllIeHUs
KpUMUHAIUCTUYECKUX  3a7ad M JIOCTIDKEHUSI  KPUMHHAJIHCTUYECKU
3HAYUMOM 1IN B MPOIIECCE PACCIIETOBAHUS YTOJOBHOTO Jea.

IIpencraBnsieTcst 1enecooOpa3HbIM TPOBEACHUE aHANU3a KaXKIOH
¢dororpadum  moONB30BATENST C  HCIOJIB30BAHHEM  TPEXCTYIEHYATOTO
anroputmMa. [lepBas CTyneHb, 3TO OLIEHKA HCTOYHUKOB KPUMUHAIUCTUYECKU
3HAYUMOW HWH(OpPMAITUH, COIepKalmxcsi B QoTorpadusx, Ha KOTOPOU
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oueHuBaercs. Bo-mepBbiX, KonmuecTBo (ororpaduii. I[lepBoHauanbHO,
HEOOXOAMMO OLIEHHTh CyMMapHOEe KOJHMYeCTBO Bcex (ororpaduy,
3arpy’)K€HHbIX W TIPUBA3aHHBIX K JaHHOMY akkayHTy (cTpanune). Bo-
BTOPBIX, JAaBHOCTb (QoTorpadmit. M3 cyMmapHOTo KoOJMYEeCTBa BCEX
JOCTYNIHBIX B akkayHTe (cTpanuue) Qotorpaduii BBICUMTBHIBAETCS
KonmuuecTBO  (ororpaduii, 3arpy’K€HHbIX  OTHOCHUTEIBHO  HEJABHO
(mpumepHO, B TedeHHUe rona). B-TpeTsux, oTHOCHMOCTS poTorpaduii. 3mecsh
CIIeAYET BBIAEIUTH U3 OOIIero 4mcia (pOTOCHUMKOB TPH IOKAa3aTels: BO-
MEPBBIX, 10N (POTOCHUMKOB, KOTOpBIE HMEIOT HEIOCPEICTBCHHOE
OTHOIIEHHE K JINYHOCTH IIOJIB30BATEJNs, BO-BTOPBIX A0S (POTOCHUMKOB,
KOTOpBIE UMEIOT OMOCPEAOBAHHOE OTHOIICHNE K JIMYHOCTH IT0JIb30BATENS U
B-TPETBUX JOJs (OTOCHUMKOB, KOTOPbIE HE HMEIOT SPKOBBIPAKEHHOTO
MPSIMOTO OTHOLICHUSI K JIMYHOCTH HOJIb30BATEIS.

Bropas crynenb, 3TO aHajuM3 HCTOYHHUKOB KPUMHHAIUCTHYECKU
3HAUUMOI MHQpOpMalmu, cojaepxkamuxcss B ¢ororpadusx, KOTOPbIi
BKJIFOUaeT B ce0s crenyrolye Kputepun. Bo-niepBbix, (opMalibHbLI aHATN3
¢dororpaduu. Ilo gaHHOMY KPHUTEPUIO HEOOXOAMMO TNPOAHATU3UPOBATH
BHEIIHIOIO CTOpOHY (ororpaduu ¥ ONPENENHTh CIEAYyIOIIne e
XapaKTEePUCTUKU: BO-TICPBBIX, HaJM4YKME CIIE0B 00pabOTKH (OTOCHUMKA,;
BO-BTOPBIX, B KAKHX YCIIOBHAX ObUIa Mpon3BeieHa (POTOCHEMKA; B-TPETHUX,
KakuM o00pa3oM OBUIO CHSTO; B-YETBEPTHIX, COCTaB (HOTOCHUMKA
(omHOpOmHas ¢oTorpadus WM KOIUIaX), B-TATHIX, THUN (ororpadun
(moburenbckasd, mpodeccuoHadbHAsA). Bo-BTOPHIX,  coaepkaTeIbHBIN
aHamu3  ¢ororpadpun. Ilo  nmaHHOMYy — KpuUTepuro  HEOOXOAMMO
MIPOAHATU3UPOBATh BHYTPEHHIOI CTOPOHY (oTorpaduu M ONpeAenuTh
CeAyIOIMe €€  XapaKTePUCTHKU:  BO-TIEPBBIX,  SIPKOBBIPAKEHHbIE
OMOJIOrMYeCcKUe MapamMeTpbl TOro, KTO M300pakeH Ha CHUMKE Ha OCHOBE
aHalM3a BHEIIHOCTH I0JIb30BaTeNs (110J, BO3pPAcT, COCTOSHHE 3JI0POBbSI,
0COOCHHOCTH MPOTOPIHHA Tella, paca); BO-BTOPHIX, OYEBUIHBIE COLIHAIBLHBIE
XapaKTepPUCTUKU TOTO, KTO M300pakeH Ha CHHMKE Ha OCHOBE aHaJM3a
OJISXKbI, aKCEecCyapoB, NPEIMETOB, HHCTPYMEHTOB W OOCTaHOBKH BOKPYT
nosp3oBarens (npodeccroHanbHas 1esTeNbHOCTh, 00pa3oBaHue, KUIIbE); B
TPETbHUX, BEPOATHBIC NCHXOJIOTHYECKHE JIaHHBIE TOTO, KTO M300pa)keH Ha
CHMMKE Ha OCHOBE aHaJlM3a MPUYECKH, OJIEXK/Ibl, aKCeccyapoB, IPEIMETOB,
WHCTPYMEHTOB M OOCTaHOBKM BOKpYI TMOJIb30BaTesss (pElIUIuo3HbIE,
MOJUTHYECKHE,  MOPAIBHO-ITHYECKHE  (MHUPOBO33pPEHHE)  B3IJISIBI,
CIIOPTHBHBINA J0OCYT, X000M); B YETBEPTHIX, COIIMAIHHOE B3aMMOOTHOIICHNE
MEXAY NPHUCYTCTBYIOIIMMHU Ha ()OTOCHUMKE (ITIOJIOKEHHE YYaCTHUKOB B
Kajpe, TOJIOKECHHUE PYK M HOT, IMO3bI, HAJIWYHE OAWHAKOBBIX 3JIEMEHTOB
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OJISXKbI, aKCeccyapoB M JIp.); B IATHIX, IJe U(WIN) Yy KOTO MPOHMCXOJMIIA
cheMKa Kkajapa (oOcTaHOBKa Ha 3amHeM (OHe, 31aHHs, TPAHCIOPTHBIE
CPEeACTBa, CTPOCHHSI, COOPY)KEHHS, IPEIMETHI U BEIlW, IOCTOPOHHUE JIFO/IH,
cinydaifHO Bouleqmue B Kaiap). B-TpeTbux, koHTekcTyanbHbI aHanmu3. Ilo
JaHHOMY KPHTEPHIO HEOOXOMMO MPOAHAIN3UPOBATH CBA3YIOIIYIO CTOPOHY
¢doTorpaduu ¥ ONpENENUTH CICIYIOIINE €€ XapaKTEPUCTHKU: BO-TIEPBBIX,
KOHTEKCT ()OTOCHHMKA B PaMKaxX >XKU3HEAEATEIbHOCTH MOJIb30BATEINs; BO-
BTOPBIX, HalIMUWE APYTuX (OTOCHUMKOB Ha JAHHOM aKKayHTEe(CTpaHUIE),
CBSI3aHHBIX C 3TOH (ororpadueii; B TPEThHX, CBA3b AATHl Pa3MEIICHUS
¢ororpaduii ¢ natoi mpon3BoaCTBa (HOTOCHUMKA; B USTBEPTHIX, reorpadus
JaHHOTO (DOTOCHUMKA; B MATHIX, 3HAUEHHE (POTOCHUMKA.

III. BeiBoa U3 OLIEHKH U aHAJIW3a UCTOUHUKOB KPUMHUHAIUCTHUYECKHU
3HAUMMOI MHQoOpMaluu, conepxkamuxcsi B QoTorpadusax. Ha osroi,
3aKJIIOYUTEIBHON CTYNEHH, CIeAyeT BBIACIUTH CIeAyroIiue 3Tambl. Bo-
MIEPBBIX, BBIBOJ O CBS3M aKKayHTa (CTPAHMIBI) C TUIHOCTHIO TOIb30BaTENs.
Ha panHOoM »Tame crnemyeT BBISCHHUTh, HACKOJNBKO CBS3aH AaKKayHT
(cTpaHHuIa) C JTUYHOCTBIO TOJB30BATENs C LENbI0 YCTAaHOBJIECHUS CTENCHH
OTPaXXCHUSI CBOMCTB JIMYHOCTH TIOJIH30BATEISI B AAHHBIX CaMOTO aKKayHTa
(cTpaHMIBI) M, KaK CJIEICTBHE, HACKOJBKO BBICOKO COAEp)KaHUE
KPUMHUHATUCTHIECKN 3HAYNMON HH(OpMaNny O JIMYHOCTH I0JIb30BaTeNs B
¢dororpadusx, T.e. KakoBa camMa IIEHHOCTh akkayHTa (Qororpadmuii) kak
HUCTOYHMKa MHPOpMamuu. Bo-BTOpEIX, BEIBOI O OHOrpaduyecKmx (akTax
JIMYHOCTH TIOJIb30BATENs. 31€Ch ClelyeT CrpyNnmupoBaTh Bce (ororpaduu
1O TIPHUHIMITY OTPaXKCHHUSI B HUX TEX WIIM WUHBIX OHorpaduyueckux (axToB
JIMYHOCTH TOJH30BATEIIS: BO-TIEPBBIX, CBEJICHNUS O CEMbE MOJIB30BATENS; BO-
BTOPBIX, CBEACHHS O MECTE JKUTEIbCTBA U IKWIMIIHBIX YCIOBHIX
MIOJIb30BATENS; B-TPETbUX, CBEICHHA 00 OKPYXCHHM IIOJIb30BaTENs; B-
YETBEPTHIX, CBEICHUSI O B3IJISIAX IOJIb30BATENs; B-IISTHIX, CBEJICHUS 00
WHTEpecax IIOJIb30BaTeNs; B IIECTHIX, CBEACHHA O CIIOCOOHOCTAX
TIOJIb30BATEIIs; B CEABMBIX, CBEJICHHS O JIESITEJILHOCTH MOjb30Barensi. B-
TPETHHX, BBIBOJI O BEPOSITHOM aKLEHTYaI[H JIMYHOCTH M0JIb30BaTENA. 3/eCh
cilenyeT Ha OCHOBe aHanmm3a ¢ortorpaduii Mmojbp3oBaTeNs IONBITATHCS
BBIJICTIUTh HanOoJee SpKOBBIPAKEHHbBIE TUIIOBBIE TEHJICHINH, XapaKTepHbIE
JUISL OJTHOTO OIIPEZEIeHHOTO AKICHTYUPOBAHHOTO THIIA, OTPAKEHHBIC B
¢doTtorpadusx 3TOro moIb30BaTeN Ha JAHHOM aKKayHTe(CTPaHHUIIE).

Takum oOpa3oM, JaHHBIE pPEKOMEHOAIIMM WMEIOT ITOTEHIHAI
MOBBICUTH 3(PEKTUBHOCTH TOATOTOBKH K TPOBEICHHIO PsiJia CIEICTBEHHBIX
JOeHcTBUH,  obecrieunBas — CICIOBATENsl  ONpPEICICHHBIM  3HAHHEM
TICUXOJIOTHH JINYHOCTH YYaCTHUKOB YTOJIOBHOTO CYIONPOM3BOJACTBA IPH
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pELICHNN KPUMHHAIMCTUYECKUX 3a7a4 ¥ IOBBIIICHHUS PE3YIbTaTUBHOCTH
NPU JOCTMIKEHHUH KPUMMHAJIMCTUYECKH 3HAYMMOW ILIEH pacCie0BaHUs
MIPECTYIJICHUH M0 YTOJIOBHBIM JIEJIaM.

[osiBneHne couManbHBIX CeTei, NPEIOCTABISIONINX OTKPBITHIH
JOCTYI K JTMYHOM MH(OpMAaLuH, MMO3BOIMIO CIIEAOBATEINSIM HCIIOIL30BATh
YKa3aHHYI0 HH()OPMANUIO A TONydeHUs] KPUMHHAINCTHIECKO-3HAYNMOH
nHpOpMaAINK O JUYHOCTH IMPECTYIHUKA, €r0 IMCHXOJOTHYECKOM THIE H
MOJENH THIIOBOTO TIOBEOCHHS [4] HEMOCPEACTBEHHO [0 Hadaia
MIPOM3BOJCTBA  CICICTBEHHBIX JeicTBHMA. OIHMM W3  HCTOYHHUKOB
nHpopMaIMK O JMYHOCTH TNPECTYIHMKA, COJCPKAIIUXCS B COIMAIBHBIX
CeTAX, SBIIAETCS TEKCT, KOTOPBIA MOXET OBITh MPOAHAIM3MPOBAH KakK C
TOYKH 3pCHUA COACPIKAHUA, TaK U TOCPEACTBOM 3aK/IIIOUCHHBIX B HEM
CHUMBOJIOB [5].

TekcroByro MH(MOPMALMIO, NPEICTABISIONIYI0O aKKayHT YellOBEKa,
MOJKHO YCJOBHO pa3ieiuTh Ha TpU TPYHIBI: 1) TEKCTOBBIE CBEACHUS,
pacrosio’keHHas HEeNOCPEACTBEHHO Ha JIMYHOW CTpaHMIE; 2) MEepenucka B
paznene «CooOuieHus»; 3) TekcToBble (aiinbl B pazgene «JOKyMEHTB.
PaccMoTpum Kaxyto u3 rpymi 6osee IeTalnbHO.

AHanu3 TEKCTOBBIX CBeJAeHUi, COJEepPKAIMXCSH HA COLMAJIBHOMN
CTPaHHMIle MOXXHO CUHTAaTh Pa3HOBHIHOCTBIO OHMOTpadMuecKoro Meroja
N3y4YEHUS! JINYHOCTH [6], KOTOPBIN IPUMEHSTHCS CIIeIOBAaTEIsIMU Ha CTa/luH
TIOJITOTOBKH K TIPOM3BOACTBY CIIEJICTBEHHBIX JICHCTBHH.

K OuorpadudeckuM maHHBIM, MOJYYCHHBIM M3 COLUAIBHBIX CETEH,
OTHOCATCS: UMs, (GaMuIKs, JaTa POXICHUS, CEMEHHOE MOJIOKEHHE,
HallMuMe OJIM3KUX POJICTBEHHHMKOB, 00pa3oBaHKe, NMPOXOXKACHHE BOCHHOM
ciryk0bI, MecTo paboThl, CTpaHa/ropo| poxaeHus (poxuBanus). [lo cyry,
JIaHHBII OJIOK COAEp)KUT B ceOe CBeACHHs, HEOOXOJMMBIE CIIEOBATENIO
repeJ; HavyajioM NPOU3BOJACTBA CJEACTBEHHBIX JeHCTBUM. YkKazaHHas
nH}opManus MOXeT ObITh TPOAHAIN3UPOBAHA, TJIABHBIM 00pa3oM, ¢ TOUKH
3pEHUs COJIEPIKAHMSL, TaK Y CIEJOBATENS MOSBISIETCS BO3SMOXKHOCTD C/IENaTh
BBIBOJl O COIMAJGHOM CTaTyce 4elOBEeKa, YPOBHE €ro oOpa3oBaHMs U
MHTEJJIEKTYaIbHOTO Pa3BUTHS; CHOCOOHOCTH IMPOTHUBOCTOSTH CJIEJOBATEINIO
IIPU OCYILECTBIEHNH PAaBOMEPHOTO BO3/ICHCTBHS.

Ilpn ananusze Apyroro poaa TEKCTOBOM HMH(GOPMAIMU JOJKHO
YYHTBIBATECSI HE TOJBKO CO/AEpIKaHHMe, HO M CHMBOJbHOE 3HaueHue [7]. K
Hell OTHOCHUTCS: «cmamycy - UH(OPMALHs, KOTOPYIO YENIOBEK MOCUYHTAI
Ba)KHOU M HEOOXOAMMOM JIJISI OCBEIICHHS B HACTOSIINI MOMEHT; «/IF00UMble
yumamuly - XapaKTepUCTHKa ceOsl uepe3 MpU3My BBICKAa3bIBAHUI APYTHX;
«0 cebey - NACHTU(UKAI U OIEHKA Ce0s CaMOro; «21a8Hoe 8 00AXY -
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Ka4ecTBO, KOTOPOE YeJIOBEK LIEHUT B cede; «800XHOGIsI0M» — TI0Ka3aTellb
HHTPOBETPTHOCTHU HJIU SKCTPABEPTHOCTH.

U mocnennsis TekcToBass MH(GOPMAIUS B 3TOW TPYIIIE — 3TO JINYHBIC
KOMMEHTapUM Ha «CT€HE» WM B «JeHTe». JIuuHble KOMMeEHTapuu
MIPE/CTAaBISIIOT COOOM TMOSICHEHHsI K BBIOpaHHBIM pecypcaM COLMAIbHOM
cet, MO0 K TPHUKPEIUICHHBIM (pailaM, WIH OTBETHl HA KOMMEHTapHUUHU
Ipyrux nmnosb3oBareneil. Kak mnpaBuigo, OHH HOCAT JOCTaTOYHO
OTKPOBCHHBIH W JHYHBII XapakTep, TaKk KakK IpeIHa3HAueHBl IS
OTIPE/ICIICHHOTO KPYTa JINII, IMEIOIINX 3aHHTEPECOBAHHOCTE B OOIICHHN.

[Ipobnempl Tpu aHamU3e WHPOPMALUH W3 ITOH TPYIIBl MOTYT
HACTYIHTH, €CIIA CTPAHHUIIA B CONMAIEHONW CETH 3aKPHITa JJIs MpocMoTpa. B
3TOM CITy4ae CJIeJ0BaTeN0 CTOUT MOJKIIOUNTh aHAIN3 APYTUX UCTOUHUKOB!
¢dororpaduii, My3bIKkd, BUAcO3amuceld U T.J. B ciydae ke AOCTYIHOCTH
CTpaHHIIBI, CJIEJOBaTeNb YK€ Ha 3TOM JTale MOXeT IOIy4YUTh
HEOOXOIUMBIN 00BEM CBEJCHHI O JIMYHOCTH MPECTYIMHUKA U, K TOMY )K€ Ha
9TOM 3Talle He TpeOyeTcsl KCIOIb30BaHus ClielMalIbHBIX cpeacTB. KoHeuHo,
MOXET CYLIECTBOBATh PUCK (albcU(ULINPOBAHUS AaHHBIX, OJJHAKO, CKOpee
BCET0, 9TO OyIeT HOCUTh CIMHUYHBIN XapaKTpep.

[epermucka B pazpene «CooOmeHus», HECOMHEHHO, MPECTaBIACT
HamOoliee [OCTOBEPHYI0 M OOBCKTHBHYIO HHOOPMAIMIO O IJHYHOCTH
npectymHauKa. Ecim OynmeT cymecTBOBaTh BO3MOXKHOCTB ITOJ KaKUM-THOO
MIPEUIOTOM BCTYIIHTH B MEPEMUCKY ¢ HHTSPECYIONIUM CIICICTBHE JTUIIOM, TO
9TO MPEJOCTaBUT CIEJOBATEN0 (MJIM ONEpaTUBHOMY pabOTHHKY) Kak
JIOKa3aTeNbCTBO IO paccienlyeMoMy Jeny (B cllydae, €clIH IpeaMeT
oOuieHnsi OyJgeT CBsi3aH HEMOCPEACTBEHHO C NPECTYIUIGHHEM), Tak |
nH(pOPMALINIO O IMYHOCTHU MPECTYITHHKA.

B cnyyae Hammums paspemieHHs cyla Ha IOJNIy4eHHE J0CTyma K
TIEPCOHATIBHBIM COO6H_[CHI/I5[M MPECTyIMHUKA HUCKIOYACTCA PHUCK
pa3obiadeHus ciemoBarens (Kak 3TO BO3MOXKHO IIPH CaMOCTOSTEIBHON
MIEPEIUCKE), U B PACHOPSDKEHHE CIICAOBATENS MMOCTYIAET TOTIOJHUTEIBHBIN
HCTOYHHK WHPOPMALIUH.

[Ipobnemoli aHanmmM3a TEKCTa W3 BTOPOW TPYIBI SBIACTCS €ro
HEJIOCTYITHOCTh M HEOOXOJMMOCTh IOJTYYEHHS Pa3pelieHHs, YTO CHIDKAeT
ONEpaTUBHOCTh MONydeHUs uHpopmanuu. K ToMy ke B ciydae, eciu
CJIEIOBATEINII0 yAAeTCs TOJNYYUTh IOCTYH K IEpermucKaM, HeoOXOIuMO
M3YYUTh JIOCTATOYHO OOJBIION 00BEeM Marepuala, MPeXIe Y9eM MOXKHO
Oyzet crenath X0Ts ObI IPEeIBaPUTEIIEHBIC BBIBOJIBL.

TekcroBeie (Qaitmel B pasmene «JloKyMeHTB» dHamie BCETo
HEJOCTYIHBI [UIS OCTalbHBIX TIIOJIB30BATEICH, OIHAKO, B CiIydae WX
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MOJyYeHHUss MOTYT OBITh INPOAHAJIM3WPOBAHBI HAa TPEIMET YBICYCHUI
YeJoBeKa, AEJIOBOW M TPYHOBOH aKTUBHOCTH — OOMEH IOKYMEHTaMH M
nHdopmanmeid ¢ komgeraMd W Apyrumu Junamu. CBHAETENbCTBYET 00
YPOBHE COIMAJIM3allK ¥ BOBJICYCHHOCTH B ONEPATHBHBIN IpolecC 0OMeHa
nHpopmanue.

W3obmnne wHpOpManmud B COBPEMEHHOM oOIIecTBe, OBICTpoe ee
W3MEHEHHE, pa3BUTHE HOBBIX TEXHOJIOTHH JOUKTYeT  CJICIOBATEIIIO
HEOOXOIMMOCTh HCIIOJB30BAaHHS BCEX BO3MOXKHBIX CIIOCOOOB MOJIyYEHHS
HH(OPMALUK O TIPECTYITHHUKE, B TOM YHCIIE U COLUAIBHBIEC CETH.

CHHCOK HCTO0JIb30BAHHBIX HCTOYHUKOB H JINTEPATYPHI

1. AnexceeBa T. A. OcoOeHHOCTH peuu IpeAcTaBUTEeH OTAEIbHBIX
NICUXOJIOTHYECKUX THUIIOB, CBUICTEIbCTBYIOIINE O JKH IPU MPOU3BOJICTBE
nonpoca // Becrauk Tomckoro rocynapcrBeHHoro yHuepcurera. [Ipaso.
2015. Nel (15). C. 21-28.

2. Axmemmmmna P. JI. TakThka KOMMYHUKATHBHBIX CIEJCTBEHHBIX
nevicteuil. Tomck, WM3narensckuit Jlom ToMCKOro rocyaapcTBEHHOTO
yHuBepcurera, 2014. 294 c.

3. BemepuukoB H. T. U306pamneie Tpymer. Tom 1. Tomck,
WznarensctBo Tomckoro yuusepceuteta, 2009. 250 c.

4. AXMenmnH P.JL Ananrranus B KPUMUHAJIUCTUKE
aKIECHTYHMPOBAHHOW THMONOTHH IJM9HOCTH // COOpPHHK MaTepHaloB
KpUMUHaNuCTH4IecKuX utennit. bapuayn, 2014. C. 17-18.

5. Amnexceea T.A. CumBOIbHOE 3HauY€HHE YCTHOH peyH
Jonpariaemoro ymna // Poccuiickoe npaBoBeieHHe: TpUOyHa MOJIOZOTO
yaenoro. Tomck, 2012, Bem. 12. C. 228-229.

6. HOanp B.JI. buorpadwmyeckuii Meron Kak 0a30BbIi METOJ
M3yYeHHs] JINYHOCTH JOIpamImBaeMoro mepen nompocoMm // IIpoGmemsl
HCIONb30BaHUSl KPUMUHAIUCTUYECKUX 3HAHUI B IpPaBONPUMEHUTEIbHON
nestenpbHocTH. Tomck, 2014. C 112-114.

7. AnexceeBa T.A. AHanu3 cTpaHMLBI B COLMAJIBHON CETH Kak
crnocod  M3ydeHHMs ~ JMYHOCTM  jgompammBaemoro //  Poccuiickoe
IIpaBOBEICHHE: TPUOYHA MOJIOJIOTO y4eHoro: cO. crareid. - Tomck, 2015. -
C. 215-216.
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KPUMHUHAJINCTHUYECKAS KIIACCUDPUKAIIUSA
XI/IH_[EHI/IP'I, COBEPHIEHHBIX C UCITIOJIB30OBAHUEM CETHU
«MAHTEPHET»

E.A. Anygpuesa, k.10.H., doyenm kaghedpwvl y20106H020 npasa u
npoyecca Hogocubupcrozo 20¢yoapcmeenino2o mexuuiecko2o
VHUGepcumemd,
H.A. Hlamankuna, cnedosamens CO MO MBJ] Poccuu «3apunckuily

Brenpenne koMmprOTepH3aldd M WH(POpPMATH3AUU BO Bce cepsl
0OIIECTBEHHOH KU3HA M SKOHOMUYECKOHW NEATEIFHOCTH IPUBEIO K TOMY,
qTo HOKyHKI/I pa3m/1qH1>1x TOBapOB, omjiata CYCTOB U Hpoqne 6LITOBI)IG
onepanuu BCEe Yalle JIAd MPOU3BOAIT C HCIOJIb30BAHUEM CBOETO
JIOMAalIHEro KOMIbIoTepa Wiu cMapTdoHa. JIaHHBIM OOCTOSTENBCTBOM HE
MOTIJIM HE BOCIOJbB30BATHCS HpeCTyHHI/IKI/I. B CBA3KM C 4YCeM CTpaHy
3aXJIECTHYJIa BOJIHA XMIEHUIN TEHEKHBIX CPEICTB C UCIOIH30BAHUEM CETH
HurepHer.

PackpeiTe 1 paccienoBaHre JaHHBIX MPECTYIUIEHUH MPENCTaBISAET
HE MaJlo TPYOHOCTEH ISl MPaBOOXPAaHUTENIbHBIX OPraHOB, YTO, B MEPBYIO
odYepelb, CBSA3aHO CO CICHU(PHUSCKUM MEXaHH3MOM OOpa30BaHUS CIICIOB
IIpY COBEPIUECHUM XUILEHUN C¢ ucnojip3oBaHueM cetu MHrepHer. Hepenko
MIPaBOOXPAHUTEIBHEIM OpraHaM JHOO BOBCE HE YAAeTCS YCTAaHOBUTH JIHII,
COBepHIHBIHHX TaKHue HpCCTyHJ’ICHI/Iﬂ, J'H/I6O HC yI[aeTCSI J0Ka3aThb HX
BHHOBHOCTb B COBEpIUICHWH TakKMX IpecTymieHunil. Kak mpencrasmisercs,
0003HauCHHBIC MPOOJIEMBI CBS3aHBI C HEJIOCTATOYHON pa3pabOTaHHOCTHIO
METOZ[I/IKO—KpI/IMI/IHaJ'II/ICTI/ILIeCKOFO o6ecnequI/m paCCHeL[OBaHI/ISI XHmCHHﬁ,
COBepIIeHHBIX B ceTH MHTepHeT. K HacTosmeMy MOMEHTY yXKe IpOBEICHBI
OT/IEJIbHBIE HCCIIEN0OBAHMS, HalpaBJIEHHbIE Ha CO3JIaHUE
KPUMUHAIUCTUYECKUX METOJUK pacclielOBaHMs TaKUX MpecTymieHuil [1,
3]. Bmecte ¢ TeMm, C Yy4ETOM TOCTOSHHO MEHSIOUIMXCS CII0OCOO0OB
COBEPILEHUS U COKPBITUS XUILEHUH, COBEPILIAEMBIX C UCIIOIb30BaHUEM CETU
WuTepHer, momaraeM — 1[eJIecOOOpa3HBIM  ITOBEACHHE  JabHEHIINX
UCCIleIOBaHNi ©  (QopMHpOBaHHE KPUMHHAIHCTUYECKOH  METOIUKH
paccienoBaHusl XUIIEHUH, COBEPIICHHBIX B c€TU VIHTEepHeT.

Baxneiiee 3HaueHwe Npu (OPMHPOBAHUHM KPHUMHUHAIMCTHYECKON
METOOAUKHN paCCJ'Ie]lOBaHI/Iﬂ TaKUX HpeCTyHHeHI/Iﬁ OTBOAUTCA ux
KPUMHHAIACTHUECKOW Kiaccupukarmuu. Kak copaBeamuBO  OTMETHII
A.JO. TonoBun: «KnaccupukarmOHHBIA METOA  SBISACTCS OJHUM U3
BOXHEUIINX CPEACTB KPUMHUHAIMCTUYECKOTO M3YUEHHsS] TPECTYITHOU
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JeaTenbHOCTH. VIMEHHO B pe3yibraTe TaKMX —KIacCU(PHKAIMOHHBIX
ucciaenoBaHui popMUpyeTcs Haubosee MOJHask U Pa3BETBICHHAS CHCTEMa
KPUMUHAIUCTHYECKUX  TOHATHH W  TEPMHHOB,  XapaKTEPU3YIOUINX
NPECTYIJICHHE KaK OOBEKT KPUMHHAINCTUYECKOTO IO3HAHUS, CO3JAcTCs
0aza Uil MOCHEIYIOIIMX HAYYHBIX HCCIEJOBAaHMN  IPECTYIJICHUH
OTICTBHBIX BHUJOB, NPEACTABICHUS HX PE3YNbTaTOB C HCIOIb30BAHUEM
€IMHOW, CHCTEMHOMH, MOHATHHHO-TEPMIHOJIOTHIECKON OCHOBBI, Pa3padoTKH
MIPaKTUIECKUX PEeKOMEHAAINi 1o uX paccienoBanuio» [2, C. 33].
OcHOBaHMAMH 171 KPUMHUHAJIACTHYECKOW  KJIACCH(HUKALUH
MpeCTyIUICHHH HambOoliee YacTo SBISIOTCS OOOOIICHHBIE CBEINCHHSA 00
OTIETBHBIX 3JIEMEHTax KPUMUHATHCTHYECKOH XapaKTePUCTUKU
npectyriennid. Kak mpencrtaBisiercs NPUMEHUTENBHO K  XUIICHUSM,
coBepmiaeMbiM B ceTu MHTepHeT, Hambonee HMHTEPECHOU SBISIETCA
KpUMHUHAIUCTHYECKasT KiaccuuKalus B 3aBUCHMOCTH OT crocoba HX
coBepiieHus. Tak, HCXo4sd M3 JAaHHOIO KPUTEpPUSA HCCIEAYyEMbIe
MPECTYIUICHUS MOXHO KJIACCH(PHUIUPOBATH MO CIICAYIOIIINM OCHOBAHUSM:

1. CoBeplieHHe XHIIEHHWId ¢ HCIOJIb30BAHHEM CETH
HNHTepHeT mocpeacTrsoM oOMaHa:
1.1. Tomepneswiuii, Haxodsacs nod gosdelicmeuem 00OMaua,

cam 006POBONILHO nepeuucisien 0eHeNdCHble CPeOCMBa NPECMYNHUKY:

a) CO3JaHWe CalWTOB (B TOM 4YHCIIE CAWTOB-IBOWHHKOB), TPYII H
aKKayHTOB B COLMaNbHBIX ceTsx (OmHOKIacCHUKM, BKOHTakTe), depes
KOTOpBIE SIKOOBI OCYILIECTBIISETCS:

- TpojaXka TOBapoB (omexna, oprrexHuka, bAJIpI, aBHaOMIETH U
mp.);

- OKa3aHUe yCIIyT (PHENTOPSI, LETUTEIH U IIp. ).

0) TNOWCK IOTEHUMAIBHBIX JKEPTB Ha IOMYJSIPHBIX —caifTax
o0wsBeHuit (AButo, [pom u p.):

- IPEAI0KEHHS TPUOOPECTH WU MTPOJIATh TOBAPHI, MOJIYYHUTh YCIYTH
JIMIAM, Pa3MECTUBIINM OOBSBICHUS;

- CaMOCTOSTENIbHOE pa3MeIleHHE OOBSIBICHHH O IPOAake TOBapoB
WJIN TIPEJOCTABICHUH YCIIYT.

B) 3HAKOMCTBO C TMIOTEPIICBIIMMU Ha caliTax 3HaKOMCTB, B
comnanbHeIX cersax (OpHokiaccHMKM, BKOHTakTe W 1p.) C HEJIbIO
MOCJIEAYIOIIETO 3aBJIa/ICHHS ICHSKHBIMU CPEJICTBAMH OOMaHHBIM MyTEeM:

- OIUIaTa 3a «IOCTAaBKY» MOJapKa OT IIOKJIOHHHUKA;

- mepejavya MNOKJIOHHUKY, TOIABUIEMY BO BPEMEHHYIO TPYAHYIO
(DMHAHCOBYIO CUTYANUIO, JICHEKHBIX CPEJICTB B JIONIT.
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I) co3laHue OJarOTBOPUTEIBHBIX CAalWTOB, pa3MeEUICHHE B
COLMAJIBHBIX CETAX 0OBABICHUH 0 cOOpe JeHer /s TOMOLIH:

- JIIOASM, CTPaJalolIMM CMEPTEIbHBIMHU MM JPYTUMH CEPbE3HBIMU
3a00JIeBaHUSIMH (YacTO ACTSIM);

- 6e310MHBIM KHBOTHBIM;

- PEIKUM M UCUE3aIONINM BHIAM )KUBOTHBIX.

1.2. IIpectymHHMK myTeM o0OMaHa mOJy4YaeT JOCTym K
IJIATe;KHbIM PEKBH3UTAM NOTepIeBIIero:

a) TOWCK MOTCHIMAIBHBIX JKEPTB Ha TOMyJSIPHBIX caifTax
oOwsBieHUH (ABUTO, [IpoM U Tp.), yOeIUB YelOBeKa, B CBOEM HaMEpPCHUHU
npuoOpecTd  MpoJaBaeMblii  TOBap, W MONB3YACh WX HE3HAHHWEM
0COOCHHOCTEH OCYIECTBICHUS OE€3HAIMYHOTO IEepeBoja JACHEXHBIX
CpPEeZCTB:

- HOJYYaloT Yy MOTEPIEBLIET0 MapoJid, HNOCTYMHUBIIEE €My B CMC-
COOOIICHUAX Yepe3 MpuioxkeHne «MOoOWIbHBIN 0aHK», ISl TOCTYIMa B €ro
JUYHBINA KabuHeT Ha cepBHce «COepbank OHIalH»;

- myteM oOMaHa INpOCST HPOWUTH K OaHKOMATy, Tlie MOTEPHEeBIIHNA
I10J] PYKOBOJICTBOM MOIIEHHHKOB IOJAKIIOYaeT K CBOCH OAaHKOBCKOH KapTe
yenyry « MoOMIIbHBIH 6aHK» K aDOHEHTCKOMY HOMEpPY NPECTYITHUKOB.

0) oTmpaBKa Ha IEKTPOHHYIO MOYTY COOOIICHHN OT JMIa OAHKOB,
[encuonnoro gonna PO nHBIX opraHu3anuii ¢ Mpocb00W MPEAOCTABUTH B
OTBET CBEJICHHUH O CBOMX OAHKOBCKUX CUETax.

2. Ipecrynuuk c HCIOJIb30BAHHEM BPEIOHOCHOTO
MPOrpaMMHOr0 o0ecriedeHUs TOJYYaeT JOCTYNm K IUIATEeKHBIM
PeKBH3HUTAM NOTEPIEBIIEro:

2.1. pa3memieHHe  BpPEAOHOCHBIX  MHPOTpaMM  IIOJ  BHAOM
MIPUBJICKAIOIINX BHUMAaHUE 3ar0JIOBKOB CTaTeil;

2.2. pa3MelieHHe BPEIOHOCHBIX IPOTPaMM IOJ BHAOM IOJE3HOTO
MIPOTrPaMMHOTO 00eCIIeYeHUS;

2.3. ormpaBka Ha CMapT(OHBI CMC-COOOIIEHHH CO CCBUIKAMHM Ha
BPEJOHOCHBIE IPOrpaMMBbI B cetr MHTepHeT.

IMonBoxss wWTOr  BBILEH3IOXKEHHOMY CIIEIyeT OTMETUTh, 4YTO
NpeATIOKEHHAsT ~ KPUMHMHAJIMCTUYECKas  KiIacCH(UKAIMs  XUIICHMH,
coBepuIeHHBIX B ceth  MHTepHer, 0e3ycioBHO, He  SBISETCS
HCUEPIBIBAIOIICH M HYXKACTCS B ANbHEHIIIEM YTOUHEHNUH U IeTaIU3al[HH.

CnucoOK MCNO0JIBL30BAHHBIX HCTOYHUKOB M JUTEpaATypbl

14



1. AtamanoB P.C. OcHOBBl METOAMKH paccieJOBaHUS
MoOIIIEHHHYecTBa B ceTu MHTepHeT: aBToped. AuC. ... KaHI. IOpUI. HAyK. M.,
2012. 28 c.

2. I'onoBun A. [1O. ba3oBele KpUMHHAIHCTUYECKUE
knaccudukanuu npecrymieanit // N3sectus Tynl'V. DxoHoMuyeckue u
ropunnaeckre Hayku. 2013. Ne2-2. C. 31-40.

3. OwunnoB M.H. PaccnenoBanue kpax 1 MOLLIEHHUYECTB,
COBEpIICHHBIX C HCIOJIb30BAaHNEM OAHKOBCKMX KapT M MX PEKBH3HUTOB. M.:
IOpmutadopMm, 2014. 160 c.

15



K BOITPOCY Ob KUBEPI'UTMEHE 1 KUBEP -
HPOPUTAKTUKE UHOOPMAIIMOHHOM BE3ONACHOCTH
YEJIOBEKA OBIIECTBA U TOCYJAPCTBA B COEPE
NHO®OPMATHU3ALIMUU U CBA3U KASAXCTAHA

B.U. Banxo, npenodasamens xoaneosca «Kaiinapy, . Cemetl,
Pecnybnuka Kaszaxcman
C.A. Cepeees, mazucmp opucnpyOeHyuu, cmapuiuii npenooagamens
Kageopul yeonosrno-npagoguvix oucyuniun Kasl'FOUY, o. Cemell,
Pecnybnuka Kazaxcman

YenoBeyecTBO ~ BCTYNWJIO B HOBYKO 30Xy  —  DJIOXY
uHpOopMaHoHHOTO 00IecTBa. MHpOpMaTH3aIms COBpeMEHHOI0 00IecTBa
npuBesna K (POPMUPOBAHUIO HOBBIX BUJIOB TPECTYIUICHHUH, IPH COBEPILICHUH
KOTOPBIX HCIIOJBb3YIOTCS BBIYMCIUTENBHBIE CUCTEMBI, HOBEHIINE CpelcTBa
TEJICKOMMYHHUKALIUK U CBSI3U, a B OCHOBE, KOTOPBIX JIe)KaT BHICOKOTOYHBIC
(BeIcokue) TexHonoruu. B PK 3a nmocnennue 10-15 et pe3ko yBenIu4nioch
KOJIMYECTBO TIPECTYIUICHUN C MCIIOF30BaHUEM DIICKTPOHHOH ammapaTypel,
XHIICHUS HAMYHBIX W OC3HANMYHBIX JEHEXKHBIX cpencTB. JKepTBamu
KHOEPIIPECTYITHIUKOB, OPYAYIOIINX B BHUPTYAIGHOM IPOCTPAHCTBE, MOTYT
cratb He ToNbKOo rpaxnmane PK, Ho um menmble rocymapctBa. Ilpu sTOoM
nHpOopMannoHHas OezomacHOCTh (mamee - MB) Teicsd momb3oBareneit
MOXET OKa3aTbCsi B 3aBUCHMOCTH OT HECKOJBKHMX IPECTYIHHUKOB. 3a
MOCJIEIHUE TO/IbI ATOT METO/] TPECTYITHOCTH CTall 00JIee U30IIPEHHBIM.

KubeprpecTynHOCTh Ha CETOAHSIIHHNA JIeHb SIBISIETCSl OJHOM M3
Hauboee Cepbe3HBIX Yrpo3 JUlsl HAlMOHAIBHOIN 0e30MacHOCTH CTpaHbl B
nHPOPMAIMOHHON cdepe. 3a ucTeKImid mepuoa Tekyiiero roga mo PK B
chepe MHPOpPMATH3AIMU M CBS3M YBEIUYUIOCH KOJHMYECTBO YTOJIOBHBIX
npaBoHapymiennid. [lo mHpOopManuu lleHTpa aHanm3a W paccienoBaHUS
knbeparak (ITAPKA) xubep araku ¥ momoOHble aTakd Ha Ka3aXCTaHCKHUE
CaliTBl TOCTOSHHO Tpom3BoJsATCA. OCHOBHAas TNPUYMHA YA3BHMOCTH
Ka3aXCTaHCKUX CalWTOB — HCIIOJIb30BAHHE YCTAPCBIICH BEPCHU CHCTEMBI
ympaBieHus caiitom (CMS). IlosToMy aymuTopbl, paccieayromme
KHOEPIPECTYIUICHUS, PETyJIPHO MOyJaroT 3arnpock! u3 Kasaxcrana [1].

B nocnanun Ilpesunenta crpansl Hapony Kazaxcrana «Kasaxcras -
2030. IIpomeranue, 0€30MACHOCTh M YIYUIIEHUE OJaroCOCTOSHHS BCEX
Ka3axCTaHIEB» B Ka4yeCTBE JIOJTOCPOYHOIO IPUOPHUTETA OIpeesieHa
HaIlMOHAJIBHAs O€30MIaCHOCTD, OJHOM M3 COCTABIIOIINX KOTOPOIl SBISIETCS
Ub [2]. B TIlocmanum HazapbaeBa Hapony Kazaxcrana «o3BydeHa
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HEOOXOJMMOCTh TMOBBILIATE T'PAMOTHOCTh TpaXKlaH CTpPaHbl B 00JacTH
MH(OPMALMOHHBIX TEXHOJIOTHH, NOHOCHTh WH(popManuio o0 yrpo3ax u
pHCKax JI0 BCeX CJIOEB HAceNeHUs, (popMHpOBaTh... 0A30BbIC HABBIKH II0
3auTe 0T KHOEepyrpo3 U 0e30MacHOMY HCIOJIb30BAHUIO HH(OPMAITHOHHBIX
cucrem». CoBpeMEHHOE COCTOSHHE WH()OPMalMOHHOH Oe30MacHOCTH B
Kazaxcrane mnoKkaspIBaeT, YTO €€ YpPOBCHb B HACTOSIIEE BpeMs HE
COOTBETCTBYET ITOTPEOHOCTSAM dYellOBeKa, OOIEecTBa H  TOCYAapcTBa.
HeiHemHNE  yCIIOBHS TONHUTHYECKOTO W COIHANBHO-IKOHOMHYECKOTO
pa3BUTHS  CTPaHBl BBI3BIBAIOT OOOCTPEHHE MPOTHBOPEUMHA  MEXIY
moTpeOHOCTAMH ~ OO0IIecTBa B pPACIIUPEHHUH  CBOOOAHOTO  OOMEHa
nHpOopManueil 1 HEOOXOAMMOCTBIO COXPAHEHUS OTACTBHBIX OTpaHHYCHHIN
Ha ee pacnpocTpaneHue. OcoOeHHO, €CIM COTHU PaJAUKaIbHO HACTPOCHHBIX
Ka3axCTaHIICB CpakaloTcs Ha ctopoHe OoeBukoB B Cupuu u Hpake. C
Y4ETOM CYNEPHOBEHIINX TEXHOJIOTHI 30MOMPOBAHHUS U IPOTPAMMUPOBAHUS
CO3HAHUS TPAHCIUPYIOT CAWTHI, CHENHMANBbHO CO3JaHHBIE TEPPOPUCTAMID.
ITostromy mpesunent Kazaxcrana HaszapbaeB B cBoeM €XEroJHOM
IMocnanun Hapoxy Kasaxcrana, omyOmukoBanHoMmy 31 sHBaps 2017r.,
nopyunn [IpaButensctBy 1 Komutery HarmonansHOU O6e3omacHoctr [KHB]
MIPHUHATH MEPHI TI0 co3annto cucteMbl “Kubepmut Kazaxcrana™y.
TenneHuus pa3BuThs HHOOPMAIMOHHBIX TEXHOJOTHH YIIydIIaeT
Ka4ecTBO JKM3HH W DKOHOMHIO BPEMEHH, HO B TO € BpeMs IOIBEpracT
OMacHOCTH o0mecTB0O u rocyaapctBo. OCHOBHBIE WHCTPYMEHTHI U
nHppacTpykTypa KHOEPIPECTYNHOCTH BKIIOYAIOT B Ce0sl BPEIOHOCHBIC
MIpOrpamMMbl, OOT-CETH, HE3aKOHHOE HCIIOJIb30BAHHE JOMEHOB, TCHEBYIO
9KOHOMHKY, MPEIOCTaBISAIONIYI0 TOBapel M yciyru. CouuanbHble CeTH U
oOnauyHbple KOMIIBIOTEPHBIE YCIYTH CO3[Aal0OT HOBBIE OCHOBBI IS
KHOEPIIPECTYIIHOCTH ¥ HOBBIE NPOOJIEMBbI JJIsl TIPaBOOXPAHUTEIBbHBIX
OpraHoB. MOIIEHHNYECTBO — 3TO TO KHOEPHpPECTyIUIEHHE, 0 KOTOPOM B
NIPaKTHKEe OTHEIBbHBIX TOCyJapcTB  cooOmaercss Hamboliee  HacTo.
[To cioBaM 3KCHEPTOB, KEPTBAMH KHOEPIPECTYITHUKOB MOTYT CTaTh
KaK OJTUH YeJIOBEK, TaK ¥ IPYIIA JIUI, K KOTOPHIM OTHOCSITCS YUPEIKICHHUS,
NPEIIpUATHS U OpPTaHHW3alW{, HUCIONB3YIONINEe AaBTOMATH3HPOBAaHHBIC
KOMITBIOTEpPHBIE CHCTEMBI Ui 00pabOTKM OyXTalTepcKHX JIOKYMEHTOB,
MpOBEJIeHUs] IJIaTexked u Apyrux onepauuid. Tak, no gaHHeiM MBJL
PK, Hanbonpiiee  KOJNMYECTBO  MPAaBOHAPYIIEHUH OBIJIO  COBEPIUICHO
B OTHOIIIEHUH TaKMX KOMIaHui, kak Microsoft, «1Cy», «Menoman», «A3us
XHUT», HO OBUIM W CIy4au NPUYMHEHHUs ylepOa IpYyruM NpeArpUsTHIM
U YIPSKICHUAM, B TOM YHCJIE€ TOCyJapcTBeHHBIM. [locTpamamm oOT pyk
XaKepoB M HEKOTOpHIE OAHKH W KOMIIAHWM COTOBOH CBA3H. JTO OJHO W3
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MOJTBEPKACHUH TOTO, YTO MHTEPECHl KHOEpIPECTYITHHKOB OYEHb CHIIBHO
n3MeHWINCh. CerolHs MX LENBI0 CTaBATCS YK€ He (PU3UUEcKHe Juia, a
0aHKM ¥ KoMmmaHuH. [103TOMy KHOEpHpecTymHOCTh YIpOXKaeT HE TOJIBKO
OTJETIbHBIM JIIAM WIN OpraHHu3alisM, B IEPBYIO odepenb (HHAHCOBBIM
OpraHM3alysiM, B YaCTHOCTH, OaHKH, HO MOTCHLIUAIbHO - HAI[MOHAJIHbHOU
6e3omacHOCTH JIO00M  CTpaHBl, JOCTHTIICH 3HAYUTEIHHOTO YPOBHS
KOMIIBIOTEPH3AlMH  JKU3HEHHO  BAaXHBIX  OTpacied  3KOHOMHKH.
CnenmanicTsl OTMEYAIOT, YTO JKEPTBBI C LENBI0 COXPAHEHHS JIMIHOTO
UMHDKa WIM HUMHDKAa KOMIIAHWHM, MBITAIOTCS CIPABUTHCA C BOZHHUKIICH
npobremoit CaMOCTOSTEINBHO. [IpakTuka MIOKAa3bIBACT, 4TO
MIPaBOOXPAHUTEIBHBIM OpPraHaM CTaHOBHTCS M3BECTHO HE Ooiee 4eM o 5—
10% coBepIIeHHBIX KOMIBIOTEPHBIX IpecTyIlUieHuil. Bo MHOruMX ciydasx
HapyIICHUS KOH(UACHIIMAIBEHOCTH, MIPUIHHEHUS MOPAJIBHOTO
U MaTepHalbHOTO ymepba U B clIydasx OOHapyKEHHsS B3JIOMa Ballel
nH}opManMoHHOH 0a3pl HEOOXOAMMO Cpasy e OOpaTHUThCS B OpraHbl
BHYTPEHHUX Jel c 3asiBieHHeM. [lo cioBaM cHENUanMCTOB, Yalle BCEro
«MOJTYaT» KpYyTHbIe OU3HECMEHBI U OaHKHPHI.

CeronHsi, OTMEYAIOT HKCIIEPTHI, HU OJWH OINCPAIMOHHBIN IIpOIecC B
6uznece He cymectByeT 0e3 IT, coOTBETCTBEHHO, M PUCKOB CTaHOBUTCS
Oonbiie, a UX MacmTad ceromHs Oojiee Cepbe3HbBI, YEM HECKOJIBKO JIeT
Hazaj. OOnadHple TEXHOJOTMH W MOOWIBHOCTH CO3JAIOT HOBBIE YIPO3BI
knbepOe3onacHOCTH, Kak 1 TeHeBoil [T, To ecTb Bce TO, YTO MPOUCXOANT 32
CIIMHOI KOMIIETEHTHBIX CIyk0. B kadecTBe OZHOTO M3 CaMBIX SPKHUX
npuMepoB ciusiHust OuzHeca u WB skcnepTshl HpUBOAAT (HUHAHCOBBIHA
cexTop, B KotopoM IT-perienuss Bce Oouiblie cTaHOBsTCS (hakTOopamu
BIMSHUA. baHKM cTamy IMQPOBBIMH OpPraHM3ALUSAMH, U CKOPOCTh, C
KOTOPOH BBIIBUTAIOTCSA HOBBIE NMPOJYKTHL, a TAK)KE PHCKH, CBSI3aHHBIE C
JUHAMUYHBIM BBIITYCKOM IPOAYKTOB, 3aCTABISIOT YAETSATH IOBHIIIEHHOE
BHUMaHHE BOIpocaM HH(POpMannoOHHOH 6e3011acHOCTH.

KubepripecTynHocTh cerognsi o o0beMaM 3aHUMAET JHAUPYIOIIUE
TIO3UIMK CPeIy BCEX THUIOB OAHKOBCKOTO MOIIEHHHYecTBA. CyIIECTBYIOT
OpraHM3aliM, KOTOPbIe 3TUM 3aHHMAIOTCS, HEKOTOpBIE M3 HHMX PabOTaIoT
pu y4acTuu MHTEepnona. TH KOMIIAHUN TIOMOTAIOT BEISBIIITE ()POJICTEPOB
B Poccum nm CHI. «®pom» Kak BHJ MOIICHHWYECTBA B 00JIaCTH
nHGOPMAMOHHBIX ~ TEXHOJNOTHMH  mourtn  OesrpanmueH. HawmbGomee
oty isipHble cxeMbl kuOepmomennndectsa B CHI - 310 meHsru, kotopsie
BBIBOJSITCA CO CYETOB IOPHIMYECKHX JIHI[ Yepe3 CHCTeMy OaHKOBCKOTO
00CITyXUBaHWs, UCHONb3Ys yNAJICHHOE MOAKIIOUCHNE WM KOHKYPEHTHOH
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pa3sBeIKH WIM C MOMOUIBIO COIMAIBLHON WH)XEHEPHH (Memood ynpasneHus
Oeticmeuamu uenogexa 6e3 UcnoIb308aHUSA TNEXHUUECKUX).

Bropoii Bua MolieHHHYECTBa JOCTATOYHO CTAPBIl — 3TO aBTO3AJIUB
(BpenoHocHasi mporpamma). B MOMEHT, Korja coBeplIaeTcsi IUIaTeX Co
cyeTa IOPUAMYECKOrO JIMIA, IPOUCXOIMUT TOJMEHA PEKBU3UTOB U JICHBIH
YXOIST B TIOJIB3Y 3JIOYMBIIUICHHNKA. 110 KOJIMUYECTBY BCE-TaKH JIMANPYIOT
KpaXkd CPEJICTB CO CYETOB MOOMIIBHBIX yCTpOiicTB Ha 6a3e Android. O6bem
Ka)XJOH MOIICHHMYECKOH OIEepalvy HECPABHUMO Mall C TEM, YTO MOXKHO
YKpacTb 4epe3 WHTEpHET-OaHKHHT fopuanmdeckoro iuima. Ho, ¢ mpyroi
CTOPOHBI, ~ MOIICHHHKH  aBTOMAaTW3UPOBAIM  CBOE  IPOrpaMMHOE
obecrieueHre M Bce MPOUCXOIUT 0€3 HETOCPEICTBEHHOTO yJacTHsl CaMOTO
yenoBeka. OHU JIHIIb B KOHII€E AHJA <«CHHMAKT CJIHMBKH). HpI/I 3TOM
KOJIMYECTBO BpEJOHOCHOrO obecreueHns Ha Android mopaxaer — ot
nepexsarbiBanust CMC 1o ¢gopmupoBanus miarexeil. Bce monnmaror, 4ro
3a MOOWIBHBIMH IuaTGopMamu Oynyliee, W 3JIOYMBIIUICHHUKH TOXE,
IMO3TOMY OHHU BC€CbMa AKTHUBHO pa3BUBANOTCA B JaHHOM HaIlpaBJICHUH.
«Dpoay» cran Oosee TEXHOJOTMYHBIM, OpPraHM30BaHHBIM M  Ooliee
IMHAMUYHBIM. OTATh K€, €ciM paHblle padoTalyd OJUHOYKH, TO CO
BPEMEHEM CTaJll CO34aBaThbCsl NMPECTYIHBIE TPYNIUPOBKH. MeXay HUMHU
CYIIECTBYET XOPOIIO pa3/eNICHHbI (YHKIMOHAT — OJHH 3aHUMArOTCs
HalvcaHueM KOJIOB, IpyTue 1Mo100pOoM JII0AEH, Yepe3 cueTa KOTOPHIX OyayT
BBIBOJUTHCSl YKPAJIEHHBIE CPENCTBA, TPETbU 3aHUMAIOTCS (HIIMHIOM |
BOPYIOT, HAIIpUMep, AaHHBIE KapT U T.1. OHM MOTYT APYT Apyra He 3HaTh, a
JIMIIb OTBCYATH 3a CBOXO 4YaCTh.

Bo wMHOrmx crpaHax Mupa B HelsX IpecedeHus  (akra
I/IH(bOpMaL[I/IOHHOI‘O MPECTYIUICHUSA B MNOCICAHUEC T'OJbl CHCIUAIUCTBI I10
KOMITBIOTEPHOH 0€30MacHOCTH Hayald COTPYAHHYECTBO C ICHXOJIOTAMHU,
KOTOpBIE COCTaBIISIIOT MPOQHIb TaK Ha3bIBAEMOrO Xakepa, (pukepa u
Kpakepa. JleficTBus mpencTaBUTeNlel BceX TpeX TIPYNI  YrOJOBHO
Haka3yembl. Ho Xxakepbl TOMHUMO HEraTUBHBIX MOCIEACTBUI HECYT W HEKHH
TIO3UTHB: €CIIM €CTb JIIOJH, KOTOPbIE MOTYT B3JIOMaTh CHCTEMY, TO 3HAUUT,
OyIyT HY>KHBI M JIIOJIH, KOTOPbIE CMOTYT €€ 3aIluTUTh. ClleyeT OTMETHTH,
YTO XOTsl KOMITBIOTEPHbIE CIIEIMAINCTEI M1 MOTYT MHOTOE CKa3aTh O XaKepe
1 0 METoJax ero paboThl, HO OHM HUKOI'JIa HE CMOTYT TOHSThH IICHXOJIOTHIO
€ro KpMMHWHAJIBHOI'O0 MBIIJICHUSA. HOIIO6HBIMI/I BOIIpOCaAaMHU 3aHHUMArOTCA
KIMHUYCCKHE IICUXOJIOTH, CyIIe6HBIe OKCIICPTBI W APYrue€ CHEIUAINCTDI
COBMECTHO C OpraHaMu BHYTpeHHHX jel. [logo0Has mpakThka aKTUBHO
ucnons3yetcst B CIIIA, EBporie u npyrux cTpaHax, riae KHOeprpecTyIUIeHUs
IIMPOKO pa3BUBAIOTCS. HekoTopsle ydeHbIE CUMTAIOT, YTO HalaKUBAHUE
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MoJ0OHOW TNpakTUKHM W B Hamled cTpaHe, TAe NpecTyluleHus B cdepe
MH(QOPMALMOHHBIX TEXHOJOIWH I0Ka HEpa3BHUTHI, IIO3BOJIUT e€IIe B
3a4aTOYHON (POpME YHHUTOXKHTH OCHOBBI KHOepmpecTymHocTH. s sToro
HEOOX0ANMO AKTHBU3UPOBATh HOTPEOHOCTH MEXyHapOJIHOTO
COTPYIHHYECTBA.

OnyoOnmukoBaHa  KOHIeNIWMs  kuOepOe3omacHocTn — KaszaxcTana
"Kubepmut Kazaxcrana", Ha KOTOPYIO 3aIJTaHUPOBAIH BHIIEIUTH7,4 MIPA
TEHTe W KoTopas pa3paborana B memsx obOecmeueHuss b obmecrBa u
rocygapctBa B ctepe HHDOpMATH3ALMM M CBA3M, a TaKKe 3aIUTHI
HENPUKOCHOBEHHOCTH YACTHOM JKM3HM TPaKIaH IIPU UCIIOJIB30BAHUU HMH
nH(GOPMANMOHHO-KOMMYHHKAIIMOHHBIX ~ TEXHOJNOTMH. B KoHmemmmm
npeajaraeTcs OINpPEeIeIUTh YIHOJIHOMOYEHHBIH OpraH 1o 00ecne4eHHIo
UH(POPMAIMOHHOW 0E30IaCHOCTH M €ro KOMICTEHIHI0, 000c00uTh chepy
rOCY/IapCTBEHHOTO KOHTpoJs B cepe b B camocTosiTebHYI0 001aCTh C
BBIBEZICHHEM H3-TI0Jl PEryiupoBaHus [IpennpuHUMATEeNbCKOro KOJEKCca B
OTHOIIEHHU TOCYJapCTBEHHBIX 00BEKTOB M KPUTHUYECKH Ba)KHBIX OOBEKTOB
nH(pOpPMaMOHHO-KOMMYHHKAIIOHHOM uH}ppacTpyKTypHI. ITpu
YIIOJIHOMOYEHHOM OpraHe 10 HWH()OpManMOHHOM Oe3omacHoCTH, IO
MHEHHIO aBTOPOB, JA0JDKEH ObITh 00pa3zoBaH CoBeT 1o KnbepOe30macHOCTH,
TJIABHOW 3a/iaueil KOTOPOTO IOJDKHO CTaTh MOAJEpKAaHHE B aKTyaJbHOM
COCTOSTHUM PYKOBOJSIINX JOKYMEHTOB, HOPMAaTHBHO-IIPABOBOH 0a3bl,
COJICHCTBHE TIPHOPUTETHOMY HCIIOJIL30BAHHUIO MPOJYKIUH OTEYECTBEHHOM
BJIEKTPOHHOW U COQTBEPHON MPOMBIIIIEHHOCTH, MPOBEAEHUE MyOIMYHOM
OIIEHKH 00miecTBeHHO 3HauuMBbIX IT-nipoextoB. Kpome Toro, mms 60pe0ObI ¢
KHOEPIPEeCTYIIHOCThIO ~ IpEAJiaraercst  yCWJIMTh  JIMYHBIH  COCTaB
CHELUaTM3UPOBAHHBIX TO/IPA3/IENICHNH, PaCUIMPUTh apCeHall TEXHHUYECKHX
cpeacTB (UKCaMM M KPUMHHAIUCTUYECKUX HCclenoBaHui "IudpoBbIX”
JIOKa3aTeNnbCTB. ABTOpbI KOHLEHIMU CYUTAIOT, 4TO JUI OOBbeANHEHUs
ycuimii HEoOXOJMMO TpH y4YacTHM HAy4YHOI'O COOOINECTBA, YacTHOTO
CEKTOpa CO31aTh KOOPAMHALMOHHBINH HallmoHaIbHBIH ONepaTHBHBIN LEHTP
nHpopManMOHHON 0€30I1aCHOCTH, KOTOpPBIH B OHJIAHH-peXHMe Oyaer
oOpabarbiBaTh HMH(GOPMAIMIO O COCTOSIHUM 3alMIIEHHOCTH Hamboiee
Ba)KHBIX KOMITOHEHTOB HallMOHAILHON MH(POPMAIIMOHHON HH(PPACTPYKTYPEI
n obecneunt obmeH mHpopmarme, yto no3soaut: Cosery besomacHocTr
PecniyOnnku KazaxcraH OlleHHBaTh CUTYallMIO M BhIPA0aTHIBATh PELICHHS B
YCIOBUSIX UpPE3BbIYaHBIX CHUTyallMd TEXHOI€HHOTO M COLHAIbHOTO
xapakTepoB. OcoOBIX MeTOIOB st OOppOBI C  KOMITBIOTEPHBIMHU
MPECTYIJICHUSIMUA HE BBIACISIOT HM KPUMHHAINCTBL, HU y4YCHBIC-IOPUCTHI,
HU TpaKkTWKW, HU IT-crenmamucTsl, UCHONB3YIOTCA T€ JXE€ METOABl U
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CpeAcTBa, YTO BO BCeM MHpe. B MupOBOIl NpakTHKe NPUMEHSIOTCS B
COBOKYITHOCTH TEXHUYECKHE, TIPABOBBIC, OPraHM3allMOHHbIE U PEBEHTHBHO
- MpOoQUIAKTUYECKHE MEeTOAbl. K TeXHMYEeCKHM METOZaM MOYKHO OTHECTH
BCE TE€ MpPHEMBI, IJie Ul BBIBICHHS HE3aKOHHOTO IPOHUKHOBEHHUS B
KOMITBIOTEPHYIO CETh HCIIONIB3yeTCs ClieluanbHoe obopynoBanue. K
OPraHU3aMOHHBIM - MEPONPHSITHS, KOTOPhIE HANPABICHBI Ha ITOBBIIICHNAE
(G (GEKTUBHOCTH  PAcKpHITHS  KHOCPIPECTYIUICHHH, B TOM  YHCIE
COBMECTHBIE OIIEPAaTHBHO-PO3BICKHBIE MEPONPUSTHS, HaNpaBICHHBIE Ha
BBIABICHHE MPOAYKIMH ¥ WHPOPMAIMHU, 3alpenieHHO B CBOOOIHOM
00opoTe, nponaraHupyIOIUe SKCTPEMU3M, TEPPOPU3M, KyIIbT KECTOKOCTH
1 HacWwIns W AETCKylo mopHorpaus. K mpaBoBsIM MeTomaM OTHOCSATCS
pa3spaboTka W COBEpIICHCTBOBAaHMS  HOPM,  YCTaHaBJIMBAIOIIUX
OTBETCTBEHHOCTb 32 KOMIBIOTEPHBIE MPECTYIUICHHS, 3aIUTy aBTOPCKHX
NpaB MPOrPaMMHUCTOB, NPHUHSATHE MEXIYHAPOAHBIX JOTOBOPOB B IaHHOM
chepe. K mnpuBeHTHBHO - NPOQWIAKTHYCCKAM  METOJaM OTHOCSTCS
pas3iuuHble «0OBEMBD» KHOEPTHIHEeHbl M KUOep MPO(QHIAKTHKU B CBSI3U C
TEKYLIMM HayYHO-TEXHHYECKUM IPOTPECCOM M uenoBedeckuM dakropom. B
CTaThe PACCMOTPUM NPEBEHTUBHO - MpopuIakTHIeckue Meronsl. [ToaTomy
JaJuM  OINpENETeHUs TOHATHAM  «KHOEprurueHa» u  «kubep -
IPOQHITAKTHKAY.

Kubeprurnena u kudep npopuiaakTuka B y3KOM CMBICIIC 3HAUCHUS -
9TO JEHCTBUS TEXHWYECKUMH, IIPABOBBIMH, OPraHM3AIMOHHBIMH U
NPEBEHTUBHO - MPOQUIAKTHYECKUMH METO/JaMH, HANpaBICHHBIMH Ha
MOBBILIEHHE HH(POPMANMOHHON 0e30MacHOCTH JIMYHOCTH, oOIIecTBa |
rocynapcTBa. Kubepruruena u kubep npouiiakTHKa B IIMPOKOM CMbICIE
3HAYEHHMS - ITO JCUCTBUSI TEXHUYECKUMH, IIPABOBBIMH, OPTaHU3aI[HIOHHBIMHU
U TPEBEHTHBHO - NPOQHUIAKTUYECKUMU METOJIAaMM, HalpaBieHHBIMH Ha
MOBBIIIIEHNE NHPOPMAIMOHHONW OE30MaCHOCTH BCEX CTPaH MHUpA.

PaccMoTpuM 1msTH ypoBHEH KHOEprUIHeHbl M KUOEp MPpOQUIaKTHKH.
Kubeprurnena 1 ypoBHS Uit pU3NYECKUX JIMI M K HUM IPHPaBHEHHBIX;
KnbeprurueHa u kuoep - npouiIakTuka 2 YpoBHS AJISI IOPHIMYECKUX JIMI
MaJIOTO W CpeAHero Om3Heca W K HUM NPUPaBHEHHBIX; KHOEprHUrHeHa U
knbep - mpoduiakTuka 3 ypOBHS ISl IOPHIMYECKHX JIMI OOJBIIOTO
Ou3Heca M K HUM NPHPaBHEHHBIX; KNOEPrUrueHa u Kuoep - mpoQuiIakTHKa
4 ypoBHS ISl IOPUAMYECKHX JIUI[ TAaKTHYECKOTO W TOCYAapCTBEHHOTO
3HAYCHUS ¥ K HUM [IPUPABHEHHBIX; KHOSPTUTHEeHA U KHOep - PO IIaKTHKA
5 YPOBHS ULt IOPUIMYECKUX  JIHII CTpPaTErn4ecKoro u
MEXXTOCyIapCTBEHHOTO 3HAUYEHHS U K HUM IIPHPaBHEHHBIX.
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PaccmMoTpuM ~ HEKOTOpble  JAEHCTBHSA,  pELIEHUs,  KOTOphIE
TIOJIO’KUTEJIBHO BIMSIIOT HA KHOEPTUTHEHY M KUOEep MpOQUIaKTUKY TPH HX
cOONIIOICHMM Ha TOT WIM HMHOW YpOBEHb KHOEprMrueHsl M Kubep -
npodunaktuky (Harmpumep, 1,2,3.4,5 yposens unu 1-5). st Toro, 4to0bt
HEe cTaTh J>XEpPTBAaMM KHOEPIPECTYITHUKOB, PEKOMEHIYETCS COOJI0AATh
CIIEAYIOIIHE TPaBHIIa:

- nyxoBHOCTS (1,2 -5);

- o6t cBox TpeboBaHMi K HHDOPMAIIMOHHOH Oe3omacHocTH (1,2 -
5);

- HE pacmpocTpaHsiiTe Bamm mnacnmopTHele NaHHBIE, PEKBH3HTHI
0aHKOBCKME KapThl, JaHHBIC JUIi BXoga B IHTepHeT-OaHK (JIOTMH U
MapoJib), He UCTONB3YHTE OJMH MapoJib sl BCEX MHTEepHET-pecypcos (1,2 -
5);

- TOpU TOCTYIUICHMM Ha MOOWIBHBIN TeleoH, KOMIBbIOTED
COOOIIIEHHsI O BHE3AIIHOM BBIMIPBIIIE, OJOKHMPOBKE OAHKOBCKOW KapThl B
IIEPBYIO0 OuYepelb CBSDKUTECh C ONEpaTOPOM CBSA3H, IS HPOSICHEHUS
cutyaruu (1,2 -5);

- He JoBepsiiTe OOBSBICHUSAM, IOCTYNHBIIMM Ha  Bally
UIEKTPOHHYIO  TI0YTYy, OOCIIAIOIMM  pemIuTh Bce MHpoOnemMbl  3a
HE3HAYMTENIbHBIH MEepHo BPEMEHH, B OCOOEHHOCTH, €CIIM M3HAYaJIbHO 3TO
TpeOyeT BIOKEHUs JeHEekKHBIX cpeacts (1,2 -5);

- TIIATENBHO TIEPENpOBEPSIHTE IMOCTYNHMBIIYI0 HH(POPMAIMIO Ha
Ballly MOYTY O HPOCSIINX Bac OKa3aTh OJIArOTBOPUTENBHYIO oMotk (1,2 -
5);

- TpH TOCTYIUIGHUM Ha MOOWJIBHBIH TelieoH, KOMIBIOTED
cooOmieHnss 0 OJIOKMPOBKE OaHKOBCKOW KapThl B IEPBYIO O4Yepelb
CBSDKUTECH ¢ OaHKoM (1,2 -5);

- BEIOMPATH M MTOEP)KUBATh BEICOKOE KauecTBO mapois (1,2 -5);

- YCTaHaBIMBaTb W MOAJEPKUBATH OE30IIaCHOCTh NPOrPaMMHOIO
obecrieuenust Ha M poBbie ycrpoiicTa(l,2 -5);

- npuaepxkuBatbes nommtuku Ub (1,2 -5);

- 3alycKaTh peryJsipHblE CKaHUPOBaHHWS OE30IaCHOCTH CBOUX
IU(POBBIX  YCTPOMCTB. T.e. TPOBOMUTH MOCTOSHHBIH KOHTPOJIb U
MOHUTOPHHI' ”HPOpMaMoHHOH! cuctemsl (1,2 -5);

- n30eraTh MOTeHIIHAIBFHBIX HCTOYHUKOB 3apaxenus (1,2 -5);

- TIPOBOJINTH TPEHHHTH B UTPOBOH (popme n olydaromue MpaKTHKH
[0 3alUTe TEPCOHANBHBIX MAHHBIX CPEOd  HECOBEPIIEHHOJIETHHX
0JIb30BaTeNe HHTEpHEeTa U UX poxuteneit” (1,2 -5);
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- HCTIONIb30BaTh CIELUAIM3UPOBAHHBIC TPOTPAMMHBIE 00CCIICYEHNUS
JUISL  3alUThl MH(QOpMAlMM, Takue, KaK aHTUBUPYCHBIE IPOTPaMMBbI,
kpunrorpaduueckue nporpammsi (1,2 -5);

- MakCHMaJbHasi OTKPBITOCTh MH(OpMaLuK Uil HaceJleHHs caiTa
Har 6anka PK (1,2 -5);

- perucTpanus atak Ha KOMIIBIOTEPHBIE JAHHBIE U CUCTEMSBI (2 -5);

- IPEIIPUHATH MIPOLECCyalbHbIC 3aKOHOAATENbHBIE MEPHI AJISI TOTO,
9TOOBl KOMIICTEHTHBIE OpraHbl CMOITH IIPOBOAWTH PAacCIIEAOBAHHUE
KHOEpIPECTYINICHNII M COXPaHHUTh JIETKO HW3MCHSACMBIE 3JIEKTPOHHBIC
JOKa3aTenbCcTBa  Hambomee  3((GEKTHBHO,  BKIIOYAs  ONEPATUBHOE
oOecrieueHne COXPAHHOCTH JIaHHBIX, OOBICK M BBIEMKY XPaHHMBIX
KOMIIBIOTEPHBIX JaHHBIX, IEpeXBaT AaHHBIX U T.1. (2 -5);

- 3¢ dexkTuBHOEC BCEMHpPHOE MEXKIYHAPOJHOE COTPYAHUYCCTBO C
YUeTOM CIIEIHUANBHBIX MIpoIiecCyabHBIX Mep (2 -5);

- ONEpaTHBHBIA WTa0 MO pPEarupoBaHHI0O U KOOPAWHHMPOBAHUIO C
npoQUINPYIOLIEH TPYIIIOH AEMyTaTOB C aKTUBHOM no3uiueii (2 -5);

- akTHBHOE KOHTakTHUpoBanue ¢ MBI PK (1,2 -5);

- ¢opMmupoBaHme  psma  0a30BBIX  NPABOBBIX  ITOHATHH
kubepnpecTymHocTH (2 -5);

- WCIIOJb30BaHWE COBPEMEHHOW BEPCHH CHCTEMBI YIPaBIICHUS
caiitom (CMS) (2 -5);

- aKTUBHAs TO3MLMUS B AEHCTBUSAX PETYIATOPA C ONTUMAIBHBIM
JIABIICHHEM CO CTOPOHBI PETYJISATOpa, YTOOBl Y CHEIHMAIUCTOB IOSBHIIACH
BO3MOKHOCTH CO3/1aBaTh COOCTBEHHBIE PEIICHHS U CEPBUCHI (2 -5);

- TIOBBICUTh Ka4yecTBO Ka3aXCTAaHCKOM MOJEIH BBICIIETO H
IIOCTIEBY30BCKOTO o0pa3oBaHUs B obmactu MH(POPMALMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTHH, C paclpejieleHleM 00pa3oBaTelbHbIX
TPaHTOB B cdepe MHHOPMAIMOHHONH OE30MaCHOCTH B CHCTEME TOJTOTOBKH
creruanuctoB B oomactu KT (2 -5);

- HaJnM4ue SKcneproB B cdepe HHOOPMALMOHHOW U CeTEeBOH
6e3omacHoctH (2 -5);

- OXBaTbIBaHWE T'PAKAAHCKMM M YrOJOBHBIM 3aKOHOJATEIbCTBOM
Kazaxcrana nosHslii criekTp kubepnpecryruieHui (2 -5);

- HaKkoIUIeHWe  3apyOeXHOro0 W  HAllMOHAIBHOTO  OIBITa
MIPOTUBOICHCTBHUS MOIIIEHHUYECTBY (2 -5);

- HammonanbHBIH 6aHK MOXKET CO3/1aBaTh IIEHTP IO KOOPAMHAINH
B3aMMOJEHCTBHA MeXAy OaHkamMu g OopbOBl ¢ (DHHAHCOBBIM
MOIIIEHHUYIECTBOM (4 -5);
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- pa3pabaTbIBaTh YHHUKaJIbHbIE METObI 60pBOBI c
KHOEpIPECTYIHOCThIO, HO TAaKXKE C KPEAWTHBIM, BHYTPEHHHM M APYTHMMHU
BHJ/IaMH MOIIICHHHYEeCTBa (4 -5);

- OJOKMpOBKAa O3KCTPEMHCTCKMX MarepuayioB B VIHTepHeTe, Kak
Ba)KHEHIIIas COCTaBIISAIONIAs OOPHOBI ¢ Teppopu3MoM (4 -5);

- CBOEBPEMEHHO KIacCHOUIMPOBaTh W  KBATU(PHUIHPOBATH
KOMIBIOTEPHBIE aTaK! KaK aKT BOOPY)KEHHOTO HamajaeHus (4 -5);

- TOCYHapCTBCHHBIM OpraHaM IOJJEPXKHBaTh BBICOKHH YPOBEHBb
0TKa30yCTOMYMBOCTH u MpeAyNpexICHHS BO3HHKHOBEHHS
TEXHOJIOTHYECKMX cOOEB, a TaKXKEe CBOEBPEMECHHOE YCTpaHEHHE UX
MOCTICICTBIA B WHQPACTPYKTYpe, BXOIAIMIEH B COCTaB '"IIEKTPOHHOTO
MIPaBUTENLCTBA" U JAPYTUX TOCYAApPCTBEHHBIX MH()OPMALMOHHBIX CHCTEM H
pecypcos (4-5.

Ananu3 coBpemenHoro coctosinusi b B Kazaxcrane mokasbiBaer,
YTO €e YpPOBEHb B HACTOSIIEE BPEMs HE COOTBETCTBYET MOTPEOHOCTSIM
4eJioBeKa, odmiecTBa U rocyaapcrsa. CymecTByeT AeQUIMT CIeIHalIuCTOB
mo cnenmanbHocTy  “Cuctema  uH(pOpManuoHHONW — Oe3omacHOCTH.
CerogHsuiHNEe yCIOBUS MHONMTHYECKOTO M COLHUATBHO-IKOHOMHUYECKOTO
pasBUTHSL  CTPaHBl  BBI3BIBAIOT OOOCTPEHHWE MPOTUBOPEUMH  MEXIY
moTpeOHOCTAMH ~ O0IecTBa B pACIIUPEHHH  CBOOOAHOTO  OOMEHa
nH}opmanmeir 1 HeOOXOIMMOCTBIO COXPaHEHHS OTJEIbHBIX OTPaHHMUYCHUH
Ha ee pacrpocTpaHeHue. s oOecriedeHHs rocyqapcTBEHHBIX OPTaHOB
MOJIHOM, JIOCTOBEpHOM M CBOEBpEMEHHOI HH(popManmeil TpedyroTcs
NPUHATHE OOOCHOBaHHBIX pEHICHHH, B TOM 4YHCIE JUIs  3allUThI
rOCY/IapCTBEHHBIX HMH(OPMAIMOHHBIX PECYpCOB, a TaKXe pa3paboTKH
COBPEMEHHBIX CPEJCTB 3alIMThl HHOOPMALUK U CUCTEMBI TTOATBEPIKICHUS
COOTBETCTBUSI MMIIOPTHPYEMBIX TEXHMYECKUX CPEICTB YCTaHOBJICHHBIM
TpebOBaHUsAM, a  TakkKe  JajbHeWmend  MmpopabOTKH  BOIMPOCOB
MIPOTUBOAEHCTBHUS TEXHUYECKUM pasBenkam, 3aIINUTHI oT
nHQOPMAMOHHOTO  OPY)XHSI W  COBEPUIEHCTBOBAHUS  HOPMATHBHOMN
IpaBOBOi 0a3bl B MaHHOH cdepe. HeoOxoanma KoMIIIEKCHAsT KOOPAWHALIUS
Mep 1o 3amure MHGOpPMALMM  HAa  MEXIOCYAapCTBEHHOM U
TOCYZapCTBEHHOM Maciitabe M Ha BEJIOMCTBEHHOM YpOBHE IS
obecrieueHHs IIETTOCTHOCTH U KOHPHUICHIINATBHOCTH MH(pOpMANU TaKk Kak
OCHOBHOH yrpo3oi u cnabemv 38eHOM Wb mo-mpexHeMy ocTaeTcs 4enoBek,
13-3a YEJIOBEYECKOro (pakTopa MPOUCXOIUT OOJIBIIMHCTBO HHIIUICHTOB.

Kubepnpectyruienue MoXeT OBITh 3aJAyMaHO B OJHOH CTpaHe,
HaMuCcaHO (BPENOHOCHBIE TPOTPaMMBl) B JIPyrod CTpaHe, MOATOTOBJIECHA
aTaka B TPETbEH CTpaHe, MPOXOJ MO KOMMYHHKAIMAM ABYX - ISTH HHBIX
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cTpaH, W coBepuieHo B 6,7,8 wim 9 crpane. DTo oOpekaeT Hac Ha
HaJla)KMBaHUE BCEX YyPOBHEH B3aMMOJCWCTBHS, IJ€ EAMHCTBEHHO
NPaBWIBHBIA ~ coco®d - oObeanHeHWe W MHOOPMHPOBaHHWE  HA
MEXTOCYy/IapCTBEHHOM, TOCYJapCTBEHHOM M BEIOMCTBEHHOM YPOBHSX O
CYIIECTBYIOIIMX yrpo3ax. Kubep - ycTOWYMBBIM JIMIIOM SIBISIETCSI TOT, KTO
HMEET HaJeXHyl nonutuky Mb u cucremy, 4ieHbl KOTOPOH HMEIOT
XOpOIIyI0 KHOEpTHrHeHy M KuOep - MpOo(MIaKTHKY, HYTO CIIOCOOCTBYET
MPEAYNPEXACHUI0O M PACKPBITHIO TNPECTYIUICHMH B O00JACTH  3aIlUTHI
MIEPCOHATBHBIX JaHHBIX B cepe IT B TeNeKOMMYHHKAIMOHHBIX CHCTEMAax
TPOKAAHCKOTO WM BOGHHOTO  HA3HA4YCHWS,  TECHO  CBA3aHO  C
MPOTUBOACHCTBHEM  TEPPOPH3MY, HPEIYNpPEKICHUEM  YPE3BBIUANHBIX
CUTYyalWii U IPYTrMMHU HAIPaBJICHUSIMH B 00€CIIeYeHUH 0€30T1aCHOCTH.
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O 3HAYEHUU JIMYHOCTHU NPECTYIIHUKA, KAK
3JEMEHTA KPUMHUHAJUCTUYECKOM XAPAKTEPUCTUKHA
1O JEJIAM O XUINIEHUAX JEHEXKHBIX CPEJICTB,
COBEPITAEMBIX C UCITOJIB30OBAHUEM BPEJJOHOCHBIX
MMPOI'PAMM

I'.E. bpuvizeanos, maiiop nonuyuu, advroukm bapraynvckozo
ropuouyeckoeo uncmumyma MBJ/] Poccuu

W3ydenne NHYHOCTH NPECTYNHHMKA, IO YrONOBHBIM JedaM O
XMIICHUAX JEHEXKHBIX CpPEACTB, COBEPIIAEMBIX C HCHOJIb30BAHUEM
BPEIOHOCHBIX MpOrpamMM, C TO3MIUH KPUMUHAJIUCTHKM Ha IPaKTHKE
NIPEACTABIACT JOCTATOYHO  CJHOXKHYIO  33Jady, pElICHUe KOTOPOH,
BO3JIaraeTcs IJIaBHBIM 00pa3oM Ha JIOJDKHOCTHOE JIMIIO, OCYIIECTBIISIOIEe
IIpeJBapuTeIbHOE pacciieioBaHKe JIHO0 Ke Jo3HaHUE.

IIpu  HEeoOXomUMOCTH, TOMHUMO  CaMOCTOSTENbHOW  PabOTHI,
cleoBaTeNlb MPUBIEKAET K YCTAaHOBICHUIO M H3YYEHHUIO JIMYHOCTHU
MPECTYIHUKA COTPYAHHMKOB OPraHoOB, OCYIIECTBISIOIMIMX ONEPATUBHO-
PO3BICKHYIO JESTEIbHOCTb, CIIEHUAIUCTOB U O3KCIEPTOB Pa3IHUYHOrO
npoduirs, cTaBs Mepes HUMU KOHKPETHBIE 33/1a4H 110 €T0 YCTaHOBJICHHIO U
cObopy wnHpOpMAmMM O €ro MECTOHAXOXKIAEHHH, CBS3SIX, BO3MOXKHBIX
COY4aCTHHMKAX, TEXHHYECKOH OCHAIEHHOCTH, YPOBHIO MOATOTOBIEHHOCTH U
ap.

C moMOIIbI0 YKa3aHHBIX JIMIl OH HE TOJNBKO YCTaHaBIMBaeT U
M3y4aeT JIMYHOCTb TMPECTYyNHHKA, HO M HCIOJB3yeT IOJyYCHHYIO
nHpopManuIo I Henel JoKa3bIBaHus U (MJIH) TAKTHYECKOTO ITPUMEHEHHSI.
Takum oOpa3omM, B  CIEICTBEHHOW JEATEIHHOCTH  OJHOBPEMEHHO
peanus3yloTcs  YroJOBHO-IIPABOBOM,  YrOJIOBHO-IIPOLECCYAJIBHBIA U
KPUMMHAIUCTUYECKUI aCIIEKThl U3yYEHHs IMIHOCTH NPECTYMHUKA.

B xadecTBe MOJOXKHUTEIBHOTO NpUMEpPA NMPUBICUYEHUS CIE0BaTENEM
K YCTAaHOBJICHUI0 U U3YYCHHMIO JIMYHOCTU MPECTYNHHUKA COTPYAHUKOB
OpraHoOB, OCYIIECTBIIIONUX  ONEPATUBHO-PO3BICKHYIO  JEATENbHOCTh
MOKHO TPHBECTU OCYILECTBIIEHHE MPEIBAPUTEIBHOIO PACCIEAOBaHUS 110
YrOJIOBHBIM JI€JlaM O XHIIEHUSX JAEHEXKHBIX CPEACTB, COBEPLICHHBIX C
HCTIOIb30BaHUEM BPEIOHOCHBIX IIPOTPaMM B ANITaliCKOM Kpae.

B pesynerare mpoBeAeHHS COTPYOHHKAMH OTHENA IO PACKPBITHIO
npectymieHnii mporuB cobctBerHocTH YYP I'Y MBJI Poccum mo
Antaiickomy kpawo (mamee - YYP TY) omepaTHBHO-PO3BICKHBIX
MEpONpPUATHH YCTaHOBJIEHO, dYTO xuTemu ropona Cankr-IletepOypra
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OCYILIECTBIISIIOT HENPAaBOMEPHBIH JOCTYH K MOOWJIBHBIM a0OHEHTCKUM
YCTPOWCTBaM JkuTeJed AnTaickoro kpas, (QyHKIHOHHMPYIOIIUM Ha Oase
onepaMoHHON cucTeMbl «Androidy». Ilpu »ToM [OCTYm K yKa3aHHBIM
YCTPOHCTBAM MPOUCXOJUT MPU MOMOIIM BPEJOHOCHOTO IPOTrPaMMHOIO
oOecrieueHHs, YCTAaHOBJIEHHOTO MOJ BUAOM DPAa3IMYHbIX NPHIOKEHHHA. B
pe3ynpTaTe Yero BPENOHOCHAs MPOrpaMMa OCYIIECTBIAET OJIOKHPOBKY
CMC neHTpa MOOHIBHOTO ycTpoiicTBa u otnpaBky CMC-cooOmenuii Ha
Homep «900» mobmmpHOro mpmnoxenns OAO «CoOepbanka Poccum» c
3alpOCOM O TIEPEBOJIE NEHEKHBIX CPEICTB Ha aOOHEHTCKHE HOMEpa CHM-
KapT HaXOASAIINXCS B OJIb30BAaHNH ITPECTYITHUKOB.

B MOMEHT coBepiIeHHS TPECTYIUICHHS (UTYypaHThl aKTHBHO
nepeasuranuck no teppuropun Poccuiickoit denepauuu, oCyUIECTBIAIN
CBOIO NPECTYMHYIO JEATENbHOCTh Ha CHhEMHBIX KBapTHpaX, He MOJIajnas
I0JT TIOAO3PEHNUE MECTHBIX COTPYAHHUKOB TOJMIUH, CHUMAIHN MMOXHUICHHbIE
JICHEXKHbBIE CpPEeICTBA B APYIHX pPErHOHaX, IMOCTOSHHO MEHSUIM CpEeACTBa
CBA3M M TOJNB30BAIMCh MPOrpaMMaMH, HMEIOIIMMH 3allUTy B BHUJE
mrppoOBaHUs, YTO 3HAYUTEIBHO 3aTPYIHSIIO IPOBEACHHE ONEPAaTHBHO -
PO3BICKHBIX MEPOIIPUATHH CHulaMH ANTalCKOTO Kpast.

[ocne mpoBemenuss OPM  «HaBemeHwe cmpaBok» ©  cOopa
JOCTaTOYHOH HMHGOPMAIMM O  JEATENbHOCTH TPECTYMHOW TPYHIIBI
Pe3yNbTaThl ONEPAaTHBHO-PO3BICKHOM JEATENbHOCTH OBIIM MPEACTABICHBI
PYKOBOIHUTENIO CIEICTBEHHOTO opraHa (HadanpHuky [CY T'Y MBJ]
Poccum mo AnTaiickomy Kparo) Ui WCIOJB30BaHUS B JIOKa3bIBAaHUU TI0
YTOJIOBHBIM JieflaM, HaXOJAAIINMCS B TIPOU3BOJICTBE ClIeZOBaTeNeil OpraHoB
MIPEeIBAPUTENILHOTO CIIeAICTBUS Antaiickoro kpast [1].

AHanmu3 MPaKTHKH paccieOBaHMSA XMIICHHWH JEHEXXHBIX CPEICTB,
COBEpPIIIAEMBIX C HCIOJb30BAaHHEM BPEIOHOCHBIX MPOTPaMM, IOKa3al, YTo
CyOBEKTaMHU TaKHX NMPECTYIUICHUH CYIIECTBEHHO Pa3IMYaIOTCs [0 YPOBHIO
00pa3oBaHUs: OT HEOKOHYEHHOTO CPEJHEro /0 HAIMYMSA HECKOJBKUX
BBICIINX OOpa30BaHMH IPU 3TOM XapaKTEPU3YIOTCS BBICOKHM YPOBHEM
HHTEJUIEKTYyalIbHOTO Pa3BUTHSL.

CymecTBYIOT HECKOJBKO IOJXOJ0B K KJIACCU(HUKALUK JIMYHOCTH
KOMIBIOTEPHBIX MPECTYMHUKOB 10 MOTHBAM COBEPILEHHs MPECTYMICHUH,
IIPU 3TOM K HaIleMy CHOCOOYy COBEpLIEHHUS NPECTYIJICHUS MOAXOASAT
po¢eCCHOHATIbHBIE KOMITBIOTEPHBIE NPECTYMHHUKH C SIPKO BBIPAKEHHBIMHU
KOPBICTHBIMH ~ HeNsIMH.  J[aHHBIE  NPECTYNMHUKH  XapaKTEepPH3YIOTCS
MHOTOKPaTHOCTBIO COBEpPIICHUS KOMIIBIOTEPHBIX MPECTYIUICHUH
KOPBICTHOM HANpPaBIEHHOCTH C 00sI3aTEIEHBIM HCITOJIb30BAHUEM JCHCTBHH,
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HarpaBJIeHHBIX Ha UX COKPBITHE, U 00JIaal0T B CBSA3U C ATUM YCTOWYHMBBIMHU
IIPECTYMHBIMU HaBbIKAMH.

B npodeccroHanbHOM ITaHe MPECTYNHUKH, 0COOCHHO T€, KOTOPbIE
caMM co37aloT (pa3pabaThIBalOT) BPEIOHOCHBIE NPOrpaMMbBI M JApYTHUe
CpeAcTBa  XMIIECHUH,  SBISIOTCS  CIEIUaJIUCTaMH B oliactu
[IPOrpaMMHPOBaHMUS, CUCTEMHOT'O aIMUHUCTPUPOBAHUS,
ABTOMATH3MPOBAHHBIX  CHCTEM, (YHKIHOHHUPYIOIIHX B  KOHKPETHBIX
OTpacisaX SKOHOMHUKH (0aHKOBCKOH, TOProBOM W T.I.), a TaKKe BIANCIOT
CHeNHaTbHBIMA HAaBBIKAMH W YMCHHSAMH B  cdepe  yIpaBICHHUS
KOMITBIOTEPAMH U €r0 COCTABHBIMU KOMIIOHEHTaMH.

CoBeprraemple  JEWCTBUS — MPECTYNHHUKAMH,  00JaJaroIIuMK
Hqu)eCCI/IOHaJ'II)HI)IMI/I HaBbIKaMH )44 JKHU3HCHHBIM OIIBITOM, HOCAT
OCO3HAHHBI  KOPBICTHBIA  XapakTep, MpU OTOM, Kak IPaBUIIO,
NIPEANPUHUMAIOTCSI MEPBI 110 IPOTUBOIEHUCTBUIO PACKPBITUIO IPECTYILICHUS
1 BBCIACHHUIO CJICACTBUA B 3a6ny>1<):[eH1/1e. HpaKTI/I‘-IeCKI/I BCC H3BCCTHBIC
OTEYECTBEHHbIE NPECTYNHHKH B cdepe KOMIbIOTepHOW HH(pOpMaLUH -
MIPEJCTaBUTENIN MY)KCKOTO II0Jla, OJIHAKO HMEIOTCS Cilydad, Korja
JKEHILMHBI SIBJSIIOTCS MPOMEXYTOUYHBIMM 3BEHBSIMHM M HCIOJIHUTEISIMU B
MPECTYNHBIX TPYyNNax CHEHUATM3UPYIOIIUXCS Ha XMUIUEHUSX JEHEXHbIX
CPENCTB, COBEPIIAEMBIX C UCIIOJIB30BAHUEM BPEIOHOCHBIX Iporpamm [1].

[IpecTynHUKHU-OIMHOYKY  IMOCTENEHHO  BBITECHSIOTCS,  XOPOLIO
OpPraHu30BaHHBIMU M PA3BETBJIEHHBIMU  NPECTYHNHBIMU  TPYIIAMH,
00BEIUHSIONIUMH JIFOJICH HE TOJNBKO M3 Pa3HBIX PETHOHOB Poccuiickoit
Oenepanyy, HO W JIIOACH, Haxomsmuxcs 3a e€ mpenenamu [2]. Jlannas
TECHACHINA MpeaonpeacjicHa T€M, 4To 0oJbIIas 9acTh XI/II_[ICHI/If/'I JCHEXHBbIX
CPEICTB, COBEPLIAEMBIX C HCIOIB30BAHUEM BPEIOHOCHBIX IIPOTPAMM,
MpeACTaBIsieT CcOOOH JOCTaTOYHO CIIOKHOE SIBIEHHE, MOJTrOTOBKA,
COBEPIICHUE )5 COKPBITHE HpeCTyl’IHOﬁ ACATCIIbHOCTH IIaHHOﬁ
Pa3HOBHIHOCTH TpeOyeT ydacTHe IIIOJCH ¢ pasIMYyHBIMH HAaBBIKAMH,
YMEHUSIMH, TUIIOBBIMM 4YepTaMU Xapakrepa W T.N. [lpu 3ToM Kaxablii u3
9TUX JIOAEH MOXXET UTpaTh Pa3IMUHYIO POJIb B COBEPIIEHUM XUIIEHUS W,
CIeJOBaTEeIbHO, B Ppa3HOM Mepe MOXKET IpeTeHA0BaTb Ha MeECTO B
MIPECTYIHON TpyIIIE.

CymecTByeT 3HAYMTENILHOE KOJMYECTBO 3aKpBITHIX  00LIEMY
JIOCTYIy CaWTOB, (OPYMOB, OJOTOB W T.I., T/I¢ KOHIIGHTPUPYIOTCS JIHIIA,
CKJIOHHBIE K COBCPHICHUIO PACCMATPHUBACMBIX MW HWHBIX KOMIIBIOTCPHBIX
MIPECTYIUICHNH, TPOUCXOAUT 0OMeH MHPOPMAanueil U ONBITOM, B TOM YHUCIIE
YY9aCTHUKH OOBEAMHAIOTCS B TPYIIBI, CIDIAYMBAIOTCS W Pa3pabaTHIBAalOT
HOBEHWIIIHME M30IIPEHHBIE CIIOCOOBI M METO/BI COBEPILEHHS NPECTYIUICHUH C
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UCIIONIb30BaHMEM BBICOKMX TexHojorui. He Buas apyr apyra, u 3a4actyro
HE 3Has pealbHbIX MMEH COOOIIHMKOB JIMOO TMOCOOHUKOB MPECTYITHOM
JIEATEIbHOCTH, UX MECTOHAXOXKICHUS, Kpyra 3HaKOMBIX U JPYI'HX IaHHBIX,
HEOOXOANUMBIX JJIsl UX M300JUUYCHHUS, IPECTYITHUKH MOT'YT Ha MPOTSHKEHUH
JUTUTEIEHOTO BPEMEHU COBEpILIATh TAaKWE MPECTYIUICHUs, IIPU OSTOM
YCTQHOBJIICHHE  BCEX COYYaCTHHKOB, B  paMKaXx  OCYLIECTBICHHUS
MIPEABAPUTENHHOTO PACCICIOBAHUS, ITyTEM IIPOBEACHHS ONEPAaTHBHO-
PO3BICKHBIX MEPOTIPUATHH MOXKET 3aHUMAaTh JUINTEIBHOE BpeMs U TpeOyeT
HECTAaHJAPTHOCTH  MBIIUICHHS W HEOOXOAMMYIO  HOATOTOBKY  OT
COTPYIHHUKOB, BKJIIOYEHHBIX B COCTaB CIJICIICTBEHHO-ONEPATUBHBIX TPYIII
JUIL TIDOM3BOZICTBA HEOTVIOKHBIX CIIEJICTBEHHBIX M IPOLECCYalbHbBIX
JCUCTBUH 1O YroJOBHBIM JellaM O XHIICHHUSX JICHEeXKHBIX CpPEJCTB,
COBEpIIIAEMBIX C HCIIOIb30BAaHUEM BPEIOHOCHBIX ITPOrPaMM.

CoBeplieHUE XHWIIEHHH JICHE)KHBIX CpPEACTB, COBEpIIAEMBIX C
HCIIOb30BaHUEM BPEIOHOCHBIX MPOrpamMMm, OOBEKTHBHO TpeOYrOT Ooiiee
BBICOKOTO YPOBHS OPTaHM30BAHHOCTH, YTO IIPEAOIpenesieT CO3JaHHe
OpPraHM30BaHHBIX TPYII, YYaCTHUKM KOTOPBIX BBINOJHSIOT CTPOTO
OTIpECTICHHBIE IIPECTYITHbIC JEHCTBUs, HaNpaBlICHHBIC Ha IIONydCHHUE
€IMHOTO  pe3yibTara. lak, HampuMmep, TMpPecTYyHHOE COOOIIECTBO,
COBEpIIAIOIIEe XWIIEHHWE JEHEKHBIX CPEICTB C  HCIIOJIb30BAaHHEM
BPEJOHOCHBIX TNIpOTpaMM B CHUCTEME JUCTAaHIMOHHOTO OaHKOBCKOTO
obcyxuBanus (Hanee: BO), BKIOYaeT CIeqyrONIUe MOATPYIIIBL: JIHIIA,
B3aMMOJICHCTBYIOIINE C OPTaHU3aTOPOM M HETIOCPEIACTBEHHO BOBJICUEHHBIE
B IpOLecC XHUIIEHHI: 3aJMBUIMK, IPO3BOHIIMK, PYKOBOAUTEIb
OOHATMYMBAHUS (mpomoBon); uua, B3aMMO/IEHCTBYIOIIHE c
pYKOBOAMTENEM  OOHAIMYMBAHMS:  TIOCTABIIUK  FOPUIMYECKHX  JIMIL,
MOCTABIIUK OAaHKOBCKHX KapT, mocTaBmuK SIM-kapT u ApomoB; JuIla,
B3aMMOJEHCTBYIOIINE C  OPraHW3aTOPOM, HO HE  BOBJICYCHHBIC
HEMOCPEJCTBEHHO B  MPOLECC XHWIIEHWH: NporpaMMHCT, Tpadep,
BJIAJIEJICI/aBTOP CBS3KH OKCIUIOMTOB, KPUITOP, IMOCTABLIMK JOMEHOB H
CEpBEPOB.

Kpome Toro, cpeny Jnil, MpUYacTHBIX K COBEPUICHHIO XWIIEHUH B
cucreme JIBO, ciemyer BBIIENUTh TaK Ha3bIBAEMBIX «ICHEXHBIX MYJIOB)»
Wwin «pUHAHCOBBIX areHTOB», KOTOpBIC NPEIOCTAaBISIOT OOHAIBIIMKAM
KOIIMU MAclOPTOB U HWHBIX JOKYMEHTOB, YJOCTOBEPSIOUIUX JUYHOCTb, H
(mm) opopMIIIOT Ha ceOsi JOKYMEHTHI (HalpuMep, IS PErHCTPAllu Wi
MOKYNKH (PUKTHBHBIX IOPHIMYECKUX JIMI[), B TOM YHCJIe OaHKOBCKHE KapThl,
C  HCIONB30BAaHMEM  KOTOPBIX  OCYIIECTBISIFOTCS  ONEpalud 110
0OHATMYMBAHHIO OXUIIEHHBIX JEHEXKHBIX CPE/ICTB.
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HeoOxoxaumo eme pa3 OTMETUTh, 4YTO JIMIA, YYacTBYIOIIWE B
XMIIEHUN JEHEeXHBIX cpeactB B cucteMe JIbO, 3agactyio MOryT
HaXOJAUTHCS HE TOJNBKO B pa3INyHbIX peruoHax Poccuiickoit denepanuu, HO
n 3a e€ mpezxenamu. lIpecTynmHUKM TOJy4aroT HEOOXOAWMMBIE IaHHBIE U
00IIAt0TCs C [EJIbI0 COBEPUICHUS XMIIEHUH JEHEKHBIX CPEJICTB B CUCTEME
JbO ® WHBIX KOMIBIOTEPHBIX TPECTYIUICHHH B TJIO0AJBHOH CeTH
WnrepHer.

Takum 00pa3oM, HDaHHBIH BHJ IPECTYITHOW IEATSIFHOCTH CTaj
CBOEro poja OW3HECOM, KOTOPOMY HEKOTOpBIE T'OTOBBI IIOCBATHTH BCIO
XKWU3Hb. B CBsI3M ¢ 3THM HaONIOAaeTcs pacciiOCHHE 3J0yMBIIIICHHIKOB Ha
JIMI, BIAJCIONINX BHICOYAMIIMMH MO3HAHHWAMH B JAHHOW crenuduueckon
007acTH, KOTOPBIX MOXKHO OTHecTH K Kareropuu «Elity, wu mwm,
MOJMYyYUBIIUX B CBOM PYKH TOTOBBIH aJropuT™M, obecrneuynBaromuit
BBIIIOJIHEHUE OIPEICIICHHOIO NOpPs/IKa ACUCTBUNA, U HE NPEMUHYBIIUX UM
BOCIIOJIb30BAThCS, UMEIOLIMX TIPH 3TOM BechbMa OOliee NpeICTaBIeHHE O
mpoIieccax, IPOUCXOSNUX B HHPOPMAITUOHHBIX CUCTEMaX. B CBs3M ¢ 3TUM
MOHO  CIHPOrHO3MPOBATh  POCT  IPECTYNHBIX  MOCATATEILCTB  Ha
CPaBHHUTENILHO HOBBIE CHCTEMBI M CEPBUCBl, TaK KaK MAacCOBBII
MOJIb30BATENb HE 10 KOHIIA OCBEIOMIIEH O MPUHIMINAIBHOW BO3MOXKHOCTH
TaKOT0 ITOCATATENILCTBA, HAIIPHMED, HA €r0 MOOMIILHOE yCTPOMCTBO.

OTHOCUTENBHO  IICHXOJIOTUYECKMX  OCOOCHHOCTEH  JINYHOCTH
MIPECTYITHUKA, COBEPIIAIONIETO XUILEHHS C UCIOJIBb30BaHUEM BPEIOHOCHBIX
MIPOTpamMM, MOXHO 3aKJIIOYHUTH CIIEIyoIIee: 3aMKHYTOCTb, CAMOM30JIIINS,
CTCCHUTCJIbHOCTD, CKPBITHOCTHL M T.II. MOCTCIEHHO MNEPECTAOT OBITH UX
OTIMUYUTENBHON depToil. UeTkoe IeneHWe Ha <«QIUTy» H Jrobureneit
Pa30BbIX BbLII'OJ] MNOPOAWIO W JBa THUIIA 3JI0YMBINUICHHHUKOB. HepBHe
OpraHU30BaHHBIC, CKPYNYJE3HbIC, MNCAAHTHUYHLIC, OCTOPOXHBIE W HE
pHUCKyIOLIME IO IycTskaM. BTopble, HalpoTUB, HE IPOYb MPUXBACTHYTH
CBOUMHM JIOCTHKEHUSMH B ONPEIEICHHOM Kpyry (ycTpauBas HEKOTOpOE
1oJi0061e COpeBHOBAaHUM), TOTOBbIE OOMEHHMBATHCS MPOrPAMMHBIMH KOJaMHU
U TOTOBBIMH QJITOPUTMaMH ¢ cebOe MOJOOHBIMH, COONMIONas NMpU 3TOM He
XHUTpBIE MEPHI ITPEAOCTOPOKHOCTH, a TO M Oe3 TaKOBBIX BoBce [3].

IIpoBeneHHBIN aHANU3 CTATUCTHMYECKUX JAAaHHBIX O JUHAMUKE
MOIIIEHHUYECTB, COBEPUICHHBIX C HCIIOJIb30BaHHEM HH(OPMALMOHHBIX
TGXHOHOFHﬁ, IO3BOJIIET BBIACIINTH OCHOBHBIC TCHIACHIIUU 60pB6BI C
JaHHBIMU MPECTYIUICHUAMM:

- COKpamleHWe YAETbHOTO Beca 3aKOHUCHHBIX paccielOBaHHEM
YTOJIOBHBIX JIET,
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- YBEJIHMYEHUE YJIEJIBHOTO BeCa MPUOCTAHOBICHHBIX YIOJOBHBIX A€
(He ycTaHOBIICHHE JINIIA, COBEPILHBIIETO NPpecTyIuIeHus) [4].

Takum 00pa3oM, MOXXHO cJIenaTh BBIBOJ, YTO Pa3HOCTOPOHHEE
N3y4YECHUE JIMYHOCTH MPECTYITHUKA NO3BOJIUT U3MEHHUTH TEHACHIIMU OOPHOBI
C ITaHHBIMH NIPECTYIIIICHUSIMU.

B pamkax 1aHHOTO MCCIEJOBAaHMSA MBI aKIICHTHPOBAIN BHIMAaHHE Ha
KPUMUHATUCTHIECKUX XapPaKTEPUCTHKAX JMYHOCTH TPECTYINHUKOB TIO
YTOJIOBHBIM JIelaM O XWIICHUSX [EHEKHBIX CPEICTB, COBEPIIACMBIX C
UCTIONIb30BAaHIEM BPEIOHOCHBIX MPOTPaMM M MX 3HAYEHHH AT PACKPHITUSA
JAHHOTO BHJIa MPECTYIUICHUH U BCECTOPOHHETO PAaCCIIEOBAHUS YTOIOBHBIX
JIeTT CHIENUATIM3UPYIOIUMHUCS CIEI0BATEIIMHU.
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HEKOTOPBIE ITPABOBBIE ITPOBJIEMBI
HPOTHBOHEFICTBMH KUBEPIIPECTYIIHOCTHA
FO.M. Jluoenko, Anmaiickuii 20cy0apcmeeHHblil YHUepcumem
A.A. Kopuaeun, x.10.H., doyenm, 0oyenm Kapeopul Yeoi06HO20
npoyecca u KpUMUHATUCIUKY ATMATICK020 20CY0apcmeeniozo
VHUGepcumema

CeromHsa, B 510Xy WHGOPMAIMOHHOTO OOIECTBa, HEMBICIHMO
OTpHIIAHHUE TOTO, 4TO KOMITBIOTEPHBIE TEXHOJIOTUH u
TEJICKOMMYHUKAIIMOHHbIE ~ CHUCTEMBl  IPOHU3BIBAIOT  Bce  cdepsl
KHU3HEIEATEIBHOCTH OTICIBHO B3SITOTO YEIOBEKAa M rOCYAAapCTBa B LIEJIOM.
IIporiecchl  mHGOpMATH3aMU  OOINECTBA HEMHHYEMO MPUBOIAT K
(yHIaMEHTaNbHBIM HM3MEHEHUSIM B HEM, TOSBICHHUIO TaK HA3bIBAEMOTO
«CETeBOTO IOKOJICHUS», IIOKOJIGHUS JIIOJel, HEeoThEeMJIEMOHl YacTbio
po¢heCCHOHATBHOM, OONICCTBEHHOW, JTMYHON KHU3HU KOTOPBIX SBJISACTCS
urQpoBoe MPOCTPAHCTBO.

B KOHTEKCTe COBEpIIEHCTBOBAHUS TMIOOATBHBIX HMH(OPMAIMOHHBIX
TEXHOJNOTHH, (OpPMHUPOBAaHMSA EAWHOTO MHPOBOTO HHGOPMAIIMOHHOTO
MIPOCTPaHCTBa O0COOYIO 3HAYMMOCTh IPHOOPETAI0T BONPOCH! 0E30MacHOCTH
nosp3oBareneil. JKeprBaMM NPECTYITHHKOB, OPYAYIONIMX B BUPTYaJbHOM
MIPOCTPAHCTBE, HPOCTPAHCTBE, NPH3BAHHOM YIPOCTHThH >KH3Hb UEJIOBEKA,
YCKOPUTH €€ TeMIH IIOCPEJICTBOM Pa3BUTHSI CHCTEM MTHOBEHHOW Iepenadu
nHpopMalnK, CTAHOBSATCS HE TOJBKO JIIOJH, HO M LeJible TOCyIapcTBa.
KonmuecTBo mpecTyruieHHid B KHOEp-IPOCTPAHCTBE TOJA OT roja pacTer
MPONOPLUUOHATBHO YHUCJIY [O0Jb30BaTeNiell KOMIIBIOTEPHBIX ceTeil. B
Ka4yecTBE NpHMepa PacCMOTPUM IWHAMUKY POCTa KHOEPHPECTYMHOCTH B
OankoBckoi cgepe. Tak, B 2008 1. 98% mnpecTymieHuil, CBA3aHHBIX C
MOIICHHUYECTBOM, COCTABIISUIM BOPOBCTBO M T'pabeXM HAINYHBIX JICHET,
JIMIIB TOJBKO 2% TPUXOAMIOCH HA KHOEPMOIIEHHHYECTBO, CeYac pOBHBIM
cdyeToM Haobopotr: 98% cocTaBnsiOT KHUOEPIPECTYIIEHUSI U TOJBKO 2%
MIPUXOJUTCS Ha Bce ocranbHoe. Kpome Toro, mumer B. ®epenen, nanHas
TeHJEHIMS Kbl roa numb ycuiupaercsa. K mpumepy, B 2015 r. bank
Poccun 3adukcupoBan okoso 32 THIC. TONBITOK BOPOBCTBA JCHET Y
KJIMEHTOB POCCHHCKMX OaHKOB 4Yepe3 O3JIEKTPOHHBIC KaHAJbl, YTO IO
cpaBHeHHio ¢ 2014 1. oGHapyxwuBaer pocT B 12 pa3 [1, c. 98]. Anamms
MIPAaKTUKH MPOTHUBOJAEHCTBUS KHOeppecTymHOCTH B Poccun u 3a pybdexom,
BO3pOCIIasi CTENEHb OOMIECTBEHHOHW OMACHOCTH, IO CIPaBEIINBOMY
yTBepkaeHHI0 B.A. Ma3zypoBa, BEIIBHTaeT 3a/ady ONTHMH3ALUU MEp IO
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COBEPIIICHCTBOBAHUIO 3aKOHOATEIIFHOIO O0CCICUCHHS MPOTHBOICHCTBUSL
CYIIECTBYIOIIUM H MIPOTHO3UPYEMBIM yrpo3aM B 3Tol cdepe [2, c. 41].
[MoTpeOHOCTS B HPOTHBOCTOSHHM KUOCPIPECTYITHOCTH OYCBHIHA,
OJIHAKO CTPEMJICHHC W3MCHHUTH HBIHE CYIICCTBYIOIIEE MOJOXKCHUEC BelIeh
HATAJIKUBACTCS HA ONPECICHHBIC CI0XHOCTHU, BRI3BAHHBIC, MIPEKIIC BCETO,
OTCYTCTBHEM  €QMHOOOPAa3HOTO  3aKOHOJATENBHOTO  PEryJUpOBaHUS

00IIeCTBEHHBIX OTHOIIICHHH, CBSI3aHHBIX c HCTIONIb30BaHUEM
nH(pOPMAIMOHHBIX PECYpCcOB CeTH VHTEpHET, KaKk Ha HAIMOHAJIBHOM, TaK
Ha MEKIyHAPOIHOM YPOBHE. Ceronust OTEYECTBEHHBIC

MIPaBOOXPAHHUTEIbHBIC OPraHbl HE B IOJHOW Mepe OKa3aluCh TOTOBBI K
3G(QEKTUBHOMY  NPOTHBOJACHCTBHIO  HOBBIM  BHAAM  INPECTYIHBIX
MOCSTATENBbCTB - KHOSPIPECTYIIICHHUSIM.

Urak, mma  ocymectBieHus  d3QdexktuBHOW  OOpPBOBI €
KHOEpIPECTYIHOCThIO ~ HEOOXOIUMO  COOTBETCTBYIOLEE  IPABOBOE
obecrieueHne, T.K. JUIS YCTAHOBJICHHMS TOr0O MJIM HHOIO COCTaBa
NPECTYIJICHUs] HEOOXOAMMO, YTOOBI B YIOJIOBHOM 3aKOHOJATENLCTBE ObLiIa
IIPEeIyCMOTpPEHAa OTBETCTBEHHOCTh 3a COOTBETCTBYIOIIee JesHue. B
poccuiickom YTOJIOBHOM 3aKOHOJIaTEJILCTBE pasnenenne
KnOepIpecTyIIeHnii Ha ONpeJeNeHHbIE T'PYNIbl OTPaKCHO B pPsJc TJIaB
VYronoHoro xonekca Poccuiickoit @enepammu (nanee — YK P®D), B mepByto
ouepens, B riaaBe 28 YK PO — «lIpectrymieHus B cepe KOMIBIOTEPHON
napopMmanum» (crateu 272 — 274 YK P®) [3]. o stomy moBoxy A.U.
XanuyJIuH THUIIET, YTO CHEKTP KOMIBIOTEPHBIX MNPECTYIJICHUH MOXKET
OBITh PACCMOTPEH B Y3KOM M IIHUPOKOM cMbicie [4, c. 35 - 36]. B y3kom
cMbIciie OH orpanudeH rnaBoi 28 YK P®. Jlnsa crareid, BXOASIIUX B OTY
IJ1aBy, OOIIMMH SBISAIOTCS IIOCHEICTBHUSA COBEPIIEHHS IPECTYMJICHUN B
(opMe HEraTMBHOTO BO3JCHCTBUSI Ha IEJIOCTHOCTh KOMIIBIOTEPHOM
nHpOpPMaNNH, ONpeAeTIeHne KOTOPOH AaHO B MpHMEYaHuu K cT. 272 YK
P®. B mmpokoM Ke CMbICIe K KOMIIBIOTEPHBIM IPECTYIUICHUSM
CIpaBeUIMBO OTHOCUTH T€, B KOTOPBIX NPHCYTCTBYET OJIUH M3 KIIIOYEBBIX
9JIEMEHTOB. Bo-nepBBIX, 3TO KOMIBIOTEpHAs TEXHHWKA, KOTOPAsl BBICTYIAET
110 MHEHHUIO HEKOTOPBIX YUEHBIX, CIIOCOOOM COBEPILICHUS NMPECTYILICHNUS [5,
c. 40]. Bo-BropbIX, Tak Ha3bIBaeMble MH(POPMAIMOHHBIE NPECTYIUICHHMS,
00BEKTHBHAsI CTOPOHA KOTOPBHIX 3aKJIIOYaeTCsl WM B PacIpOCTPaHCHHUH
3alpemieHHo 1m0  3aBeIOMO  JIOKHOW — MHpOpManuy, WIH B
HeTpefoCTapIeHnn cBepeHuil [6, c. 13]. B-tperpux, Mmectom mmbo
crocoOOM COBEpIICHHS TPECTYIUICHHUS SBIISIETCS €ro COBEpIICHHE B
nH(pOpPMANNOHHO-TENEKOMMYHUKAIIMOHHBIX CeTsX. Buptyansnoe
MPOCTPAaHCTBO B  JAaHHOM CIIydae XapaKTEepU3yeTcs OTCYTCTBHEM
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oOIIenpU3HaHHbIX IPaHUIl TOCYJapCTB M UX IOPUCIUKIMN, HOpPMHUPOBaHUEM
MOTEHLNAJIbHO KOH(IUKTHOW CpeAbl C OTHOCHTENHEHO HU3KUM YPOBHEM
6e3omacHoctn 006opoTa nHpopManuy.

YK P® He conepkuT ykasaHHs, YTO HEOOXOAMMO MOHHMATh IOJ
«KHOepIpecTyIieHnsIMi». BO  MHOTMX  HMCTOYHHKAaxX IOJA  ITHMH
MIPECTYIUICHUSIMHI TIOHHMAIOT: KOMIBIOTEpHBIE TpecTymuieHus [7, c. 24],
IpecTyIUIeHNs. B cepe BBICOKUX TexHosoruit [8, c. 18], mpectymnenus B
ctepe 6e3omacHOCTH OOpamieHns KoMIbIoTepHOH mHpopMarwm [9, c. 125]
n 1.1 OQHAKO HU OAWH OTAEIBHO B3STHIH TEPMUH HE OTpa’kacT B IOJIHOH
Mepe HCcleqyeMoe KpPHMUHAIbHOE SBICHHWE, OTCIONA HCIOJIB30BAHUE
TEpMHUHA «KHOEpIpeCTyIUIEHHE» SBISCTCA Haubojee HEHTpalbHBIM U
YCTOWYMBBIM K  HW3MEHEHMSM  TEXHOJIOTMUECKOH  cpeabl  oOMeHa
unpopmanueii.  T.JI. TpomuHa ompenenseT KUOEPIPECTYIUICHHE Kak
BUHOBHO COBEpIICHHOE OOIIECTBEHHO OIIACHOE YTOJIOBHO HaKazyemoe
BMEIIATEILCTBO B pabOTy KOMIIBIOTEPOB, KOMIIBIOTEPHBIX IIPOrpaMM,
KOMIIBIOTEPHBIX ceTel, HECAHKIIMOHUPOBaHHAs MoaupUKanus
KOMITBIOTEPHBIX JaHHBIX, & TaKKe WHbIE MPOTHBOIIPAaBHBIC OOLIECTBEHHO
OTACHBIE JIESIHWS, COBEPLICHHBIE C IIOMOLIBIO MM  IOCPEACTBOM
KOMITBIOTEPOB, KOMITBIOTEPHBIX CETEl W MpOrpamM, a TaKkKe C IOMOIIBIO
WIN TIOCPEICTBOM MHBIX YCTPOMCTB JOCTyna K MOJEIHPYEMOMY C
ITOMOIIBI0 KOMITbIOTEpa HH(OpMAIMOHHOMY TpocTpaHcTBy [10, c. 23].
Xamuymua AWM., noguepkuBas CTpPEMHUTEIbHO U3MEHSIOLIUICS MEepevYeHb
COOTBETCTBYIOIIUX NPECTYIUIEHUH, OIpeleneHne KHOepIpecTyIUIeHNi
OrpaHUYMBACT YKAa3aHUEM HA BAXKHEUIIMM IPU3HAK — OJHOBPEMEHHOE
HaJIMYKE JIBYX OOBEKTOB IOCATATENbCTBA — OOIIECTBEHHBIX OTHOIICHUII B
chepe OesomacHOro oOpaiieHHs KOMIIBIOTEPHOW HHGpOpPMauu |
OOIIECTBEHHBIX OTHOLICHWH B peaJibHOM Mupe (KH3HH, 3/I0pOBbS,
COOCTBEHHOCTH U T.JI.), & TaKK€ MECTO KPUMHHAIBHBIX MaHHUITYJSLIUN C
KoMIbloTepHOM MH(popmarmeii [11, c. 39].

OnHolt n3 mpobieM paccieoBaHusl KHOEPIPECTYIUICHUH SIBIISIETCS
HEJIOCTaTOYHAs KOMIIETEHTHOCTD JIWII, 3aHUMAIOLINXCSl MX BBISBICHHUEM H
packpbiTieM. CrnenuanucraM, MUMEIOUIMM HCKIIOYHUTENBHO HOPHIHMUYECKOE
oOpa3zoBaHue, 3a4acTyl0 HEIOCTAaeT 3HaHWK B 00JACTH KOMITBIOTEPHBIX
texHonoruil. Tak, E.C. IlleBueHKO B CBOEM HCCIEIOBAHUU IPOBOJUT ONPOC
cpenu cneaoBarernei (pecnonmeHtamu ctanu 170 cnemoBareneit u 20
JIO3HaBaTeNlel, paccielOBaBIINX KHOEPIPECTYIUICHUS), 10 pe3yiabTaTaM
KOTOpPOTrO OOHapyXuBaeTcs cleayromee: 95% pecroHIEHTOB HMEIOT
TOJIBKO OpPHAWYECKOEe 00pa3oBaHWE, NHIIb 5% W3 YHCIa OMPOIICHHBIX
MOJTYyYWJIN JOIOJIHUTENBHYIO TOATOTOBKY, HampuMmep, oOpa3oBaHHE IO
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cneuuanbHocTH  «MHpOpMaTHka M BBIUMCIHMTENBHAs TEXHUKa». 63%
ONPOIICHHBIX  OLEHHWBAIOT  YPOBEHb  BIAJCHHS  NEPCOHAIBHBIM
KOMITBIOTEPOM KaK YPOBEHb «CPEIHECTATHCTHUECKOTO MOJIb30BaTENs», 37%
— «IpPOJBUHYTOTO IOJb30BaTEs». VICTOYHMKOM NOJNydYeHHs 3HAHMH B
001acTi KOMITBIOTEPHBIX TEXHOJOTHH 79% ONpOLICHHBIX CllefoBaTelNei
Ha3BamM camooOpa3oBaHue, 21% — Kypchl TNOBBIIICHUS KBATH(UKAINU
COTPYIHHUKOB TIPAaBOOXPAHUTEIBHBIX OPTraHoB, 5% — KOMMepUecKrne KypChl
WK criennansHoe oOpasoBanme [12, c. 29].

B  ycmoBWAX ~ HENOCTATOYHOCTH  JOTONHHTENBHBIX  3HAHUH
clenoBaTeNiell  CHacaeT OIBIT, KOTOPBIH damle BCEro NpHOOpeTaeTcs
HeJIerKuM TryTeM. Jlns pemeHust 0003HAYCHHON MPOOIEMBI JKelaTeIbHBIM
ObUIO OBI IPOBE/ICHHE UX O0YUEHHS 110 PAcCieOBaHUIO PaCCMaTPHBAEMOTO
BHJIa IPECTYIUICHUH, a TaKXKe OpraHu3alus CEMHHApOB, IOCBSILEHHBIX
MOIUGHUKAIIMHA KOMITBIOTEPHBIX TEXHOIOTHiA.

Crnenyromasi mpobjeMa 3aKiIo4aeTcss B HECBOEBPEMEHHOCTH
BBISBJICHUsI KUOEpHpecTyIUIeHHH. 3ano3anoe Hayajao MpeaBapuTeIbHOTO
paccieioBaHusl MOXKET MPUBECTU K CEPhE3HBIM MOCIENCTBUSAM, HAIPUMED,
0e3BO3BpaTHOIN yTpaTe BaXXHBIX JOKA3aTCIbCTB, YBEIWYCHHIO CPOKOB
MPEeIBapUTEIFHOTO paccieOBaHUsA W T.JI. 3a4acTyl0 HECBOEBPEMEHHOE
BEISBIICHUE KHOSPIIPECTYIUICHUH BIIEYET 32 COOOH OMacHOCTh YHHUITOKCHUS
ClesI0B COBEPILIEHHOTO MIPECTYIUICHUS. [pu paccie1oBaHuA
KHOEpIPECTYIUICHNI dYale BCET0 HMEIOT MECTO TaKWe CIeICTBEHHBIE
JICUCTBHUS, KAK OCMOTP MecTa MPOMCIIECTBHUS, JONPOC, OOBICK, BHIEMKa M
Ha3HavyeHue cyneOHbIX sKcreptu3. [locnenHee W3 yka3aHHBIX JIeHCTBUE
NpEe/ACTaBIsieT CcO0Oi  CaMOCTOATENIbHYIO — MPOOJEeMy:  CleJ0oBaTelsiM
MIPUXOJUTCS CTAJIKUBATBCS C 3arPyKEHHOCTHIO TOCYAapCTBEHHBIX CylIe0HO-
9KCIEPTHBIX YYPEKAECHHH, YTO HMMEET CJEJCTBUEM HECBOCBPEMEHHOCTb
BBITIOJTHEHUA OKCIICPTHUS. Taxxe OIPEACIICHHBIC CJIO)KHOCTU BbI3BIBACT
MIOCTAaHOBKA TPaMOTHBIX BOIIPOCOB ITI€PE]] HKCIIEPTOM, KOTOPBIH MPOBOAUT
KOMITBIOTEPHO-TEXHUYECKYIO  OKCHEPTU3y, 4YTO MOXET CBSI3aHO C
OTCYTCTBUEM Y CJI€Z0BATENEH MPAKTUKH PacCiIe0BaHUs JTaHHON KaTeropuu
JIeTI, CIIO’KHOCTBIO TEXHHYECKMX TEPMHHOB M OTCYTCTBHEM CIELHUAIBHBIX
3HaHMH B 3TOH cdepe. Pemenne storo acrexra mpoOIeMbl MOXET OBITH
HalJeHO B IUIOCKOCTH B3aWMOJEHCTBHUS cJEOBaTeNs NpU HAa3HAYCHUH
OKCIICPTU3BI C OKCIIEPTOM HIIN CIICHUAITUCTOM, KOTOPBIC MOryT
MPOKOHCYJITUPOBATh HA3HAYAIOLIETO SKCIEPTU3y [0 BCEM BOIMPOCaM
HAY4YHO-METOJIMYECKOr0 Xapakrepa.

Cepbe3HOil TIperpasoi, CTOSIIeH Ha TMYyTH NPOTUBOIACHCTBHS
MPECTYIUICHUSIM, COBEpIIaeMbIM B HH(GOPMAIIMOHHOM IPOCTPAHCTBE,
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SBII€TCA  TPAHCHALMOHANBHOCTh MM  TPAHCTPAHUYHOCTh  TAaKHX
npectymieHuil. OTBETCTBEHHOCTb 3a OSTH JAEdHUSA MPEJyCMOTpeHa
3aKOHOJATEIbCTBOM  PA3MUYHBIX  TOCYAApCTB, TPAHCTPaHUYHOCTD
NPECTYNHBIX JESHUH OLIyTUMO YCIOXHSET YCTaHOBIEHHE MecTa
COBEpIIEHUs] NPECTYIUICHUH, 3aTpyAHSAET PacKpbITHE, pacclefoBaHUE U
NpoQUIaKTUKY  COBEpHICHUS TakWX mpecTymuieHud.  CymecTByroT
COBEPLICHHO pa3iIWYHble KOMOHMHAIMM, KOTJa TIPECTYIUICHHS MOTYT
HA4aTbCsl Ha TEPPUTOPUH OIHOTO TOCYAapcTBA, a MPOAOIDKATBCA U
3aKOHYNTBCSI Ha TEPPUTOPHM JAPYTHX TOCYHApCTB. Takike MOCIENCTBHSA,
HACTYNMBIIUE Ha TEPPUTOPHU OJHOTO TOCYNapCTBA, MOTYT OTPAa3HTHCSA Ha
TEPPUTOPUAX, HAXONAIIUXCA TOJ IOPUCIUKIUEH MHBIX TOCYAapCTB.
Paccrosinus, He0OXOIMMOCTh (PU3UUECKOTO MPUCYTCTBUSL B  TaKHX
CUTYyaIMsIX He urpaeT Hukakoil ponu. }0.B. I'aBpuianH oTMedaeT, 4To eciu
IIPECTYIUICHUE CBS3aHO C HENPAaBOMEPHBIM JOCTYIOM K KOMIBIOTEPHOMH
nHpopMaMM M OCYLIECTBISETCS  OJHOBPEMEHHO C  HECKOJBKHX
KOMIIBIOTEPOB, TO KOJMYECTBO MECT COBEpLICHHMS IPECTYIUICHUS
COOTBETCTBYET UHCITy UCHOIb3yEeMBIX KoMIbIoTepoB [13, ¢. 111 - 115].

Ilpu  paccaenoBaHmM  3TOrO  BHAA  NPECTYNHBIX  JESIHUN
CYIIECTBEHHBIM  CTAaHOBHUTCS  BONPOC  OMNpPEJENIEHUS  IOCyAapcTBa,
IIPaBOMOYHOTO IpPOBOAUTH pacciaenoBanue. B pamkax CoxpyxecTBa
HeszaBucumbix ['ocymapcTB o pelieHHs JaHHOTO BOIpoca Tpedyercs
obpamenne x 4. 1, 3 c1. 91 KomBennmu CHI' o mpaBoBoif momomu u
IIPABOBBIX OTHOIICHHSAX IO I'PAXXJaHCKUM, CEMEHHBIM U YTOJIOBHBIM JejlaM
oT 7 okTs0pst 2002 r. B COOTBETCTBUM C 3TUM JOKYMEHTOM, TOCYIapCTBO,
IOJIIHCaBIIee BbIIeHa3BaHHYI0 KoHBeHIHIO, 00s3yeTcs MO MOPY4EHHUIO
JPYroro JOTOBOPHMBIIETOCS TOCYAAapCTBa  OCYLIECTBISATH  YTOJIOBHOE
IIpecieOBaHHe MPOTHB  COOCTBEHHBIX TIpaKAaH, I[OJ03PEBaeMBbIX,
OOBHMHSEMBIX B  COBEPHICHWHM  MPECTYIUICHHII HAa  TEPPUTOPHHU
3aMpaliBalOEr0 TOCYAAPCTBA, IPH YCIOBHM, 4YTO JESIHUE SBISETCS
YyrojlIOBHO Haka3yeMbIM M B 3TOM TrocyaapcTtBe. Taxxke KoHBeHnus
MIPEANUCHIBAET, YTO /IS OBICTPOTO M BCECTOPOHHETO pPAacClieOBAHUS
MPECTYIJICHUH, COBEPLICHHBIX OJHUM WIM HECKOJIBKMMHU JHIAMU Ha
TEPPUTOPUAX JBYX M 0OoJjiee JOTrOBapHUBAIONIMXCS TOCYAApCTB JHOO
3aTparuBalOIUX HMX HMHTEPECHl, MOTYT CO3[aBaThCs COBMECTHbBIE
CJIEICTBEHHO-OTIepaTUBHBIE TpyHsI [14].

Kpome TOro, TpaHCrpaHMYHBII  XapakTep  KOMIIBIOTEPHBIX
MIPECTYIUICHNI HEraTHBHO OTPaKaeTcs Ha PACKPBITHH M paccieOBaHUU
JAHHOTO  BUJA TIPECTYNHBIX JEAHMM HE TOINBKO HAa  YPOBHE
MEXXTOCYyIapCTBEHHOM YpPOBHE, HO M HAa YPOBHE MEXPETHOHAIBHOM, T.€.
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BHyTpU Poccuiickoii @enepanuu. IIpy ycTaHOBICHUM MEXPErMOHAIBHOIO
XapakTepa  COBEPLICHHOTO  NPECTYIUIEHHs  MaTepuanbl  IPOBEPKU
HaNpaBJSIOTCS. 10 MECTYy OKOHYaHMs MpPECTyIIeHHs. OToT (akT ¢
Hen30€)KHOCTBIO MPUBOAMT K 3aTATMBAHUIO CPOKOB IIPOBEPKH, a TAKXKE
yTpare CJIe0B COBEPLICHUS MPECTYILICHUS.

PesroMupysl BBINIECKAa3aHHOE, OTMETHM, YTO BOIPOCHEI O MECTE
COBEpPILIECHUS] KOMIBIOTEPHOTO MPECTYIUIEHUs W IMPHUMEHUMOM IIpaBe B
OTHOIIEHHH TaKOTO BHJA NPECTYMHBIX ACIHUI PEIIaoTCs MHIUBUIYAIbHO.
3T0 U OOBACHACT CIOXKHOCTh MEXIYHAPOAHO-IIPABOBOTO B3aUMOACHCTBUS
MIPaBOOXPAHUTENBHBIX OpraHoB. B.I'. CtenaHoB-EruHsl KOHCTaTUPYET, 4TO
IIPU  COBEPIICHWM TPAHCTPAHWYHOTO TIPECTYIUICHHS BO30yXIeHHE U
paccieloBaHHE YTOJIOBHOTO Jiela MOXKET OTHOCHUTHCS K KOMIIETCHIIMU TOU
CTpaHBl, B KOTOPOH MPECTYNHHK HaXOJWICA B MOMEHT COBEpIICHHUS
OOIIIECTBEHHO OIACHOTO JesHHs. B ciydae HacTymieHHsh OOIIECTBEHHO
OMACHBIX MOCJIEACTBUHA B APYTrUX CTpaHaX BONPOC O MPUBICUCHUH K
YTOJIOBHOM  OTBETCTBEHHOCTH JOJDKEH pelaThcs 10  COIVIAIICHHUIO
rOCyAapcTB C y4eToM CcOONIOZCHUsT OOLICPU3HAHHOTO IPAaBOBOIO
npuHIUna non bis in idem (mpu OyKBadbHOM NHPOYTCHHWH O3HAUYACT «HE
JIBaXIBI 32 TO JKE€») U B TECHOM COTPYIHHYECTBE CO CTPAHOH, IOTepIeBIIei
yimep6. C apyroil CTOpOHBI, €clM JIMIIO, COBEpPILIMBIIES IPECTYIUICHHE,
HEU3BECTHO, HO M3BECTHO JIMIIO MOTEPIIEBLIEE, YTOJOBHOE HENO JOJIKHO
ObITh BO30YXXKIEHO Ha TEPPUTOPHU TOCYIapcTBa, B KOTOPOM paboTaeT
notepnenmuii. Cormacumes ¢ maenueM B.I'. CrenmanoBa-Erumssia, 4to B
ClIydae, KOT/ia MIPEeCTYIMHUK HAXOJUICS B MOMEHT COBEPIICHUS UM JESHUS B
npenenax TeppuTopun Poccum, TO YrONOBHOE [€N0 TMpH HaTUYUU
COOTBETCTBYIOIIMX  OCHOBAaHMHM  JOJDKHO  BO30OYXKJAThCS  OPTaHOM
BHYTPEHHUX JIeJl TI0O MecTy oOpaleHus nmorepnenmiero. Ilocne npoBeneHus
HEOOXOIUMBIX CJIEICTBCHHBIX JEHCTBUU M YCTAHOBIICHHS MECTa, TAe OBLIO
COBEPIIEHO KOMIIBIOTEPHOE MPECTYMIEHHE, BCE MaTepHallbl YrOJOBHOTO
Jena MOTYT MepefaBaTbCsi B OpraHbl BHYTPEHHMX J€l1 MO MECTy
coBeplleHus npectymieHus [15].

Takum  oOpasom, cieayeT MpH3HATh, 4YTO  PACKPhITHE |
paccienoBaHue KUOEPIIPECTYIUICHUH SBIISET COOOM CIOXHYIO 3aaady Uit
OOJIBIIMHCTBA COTPYIHUKOB OPraHOB MPEIBAPUTEIBHOIO PacCIeAOBaHUs.
OTyacTH Takoe IOJIOKEHHE JieI O0YCIOBICHO OTCYTCTBHEM CHCTEMHBIX
0000mIeHNIT  MaTepuanoB  CIEACTBEHHOH W  CyAeOHOW  IPaKTHKH,
HEJIOCTaTKOM  METOAWYECKHX  PEKOMEHJAlMii 10  OpraHu3anuu
pacciel0OBaHUsl JAHHOTO BHJA NPECTYIUIEHHH, HETOCTaTOYHO BBICOKUM
YPOBHEM IOATOTOBKH CIIEN0OBATEIEH 10 COOTBETCTBYIOLIEH ClIEUATN3aLHH
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B BBICIIUX YUYCOHBIX 3aBCACHUAX, a TAKKE HEXBATKOW OMbITAa PaOOTHI
COTPYIHUKOB  MPaBOOXPAHUTENIbHBIX OpPraHOB C  paccMaTpUBaeMoi
kareropueii nen. OmHako, kKak Obl TO HU OBLJIO, HA CETOIHALIHHNA JICHb
COBEPIIICHCTBOBAHUE MPOTUBOJNCHCTBUS KHOCPIPECTYIMHOCTH PACIIOaraet
JIOCTaTOYHBIMH  BO3MOXKHOCTSIMH, KOPEHSIIMMHUCSA, TPEkKAE BCEro, B
007acTH TOBBIIICHHUS YPOBHS MOHHTOPWHTA 3TOTO BHAA MPECTYIUICHUM;
pa3paboTKM TporpaMM TOBBIMICHUS  KBaNM(HUKANWK  CcIexoBaTeiei
(mo3HaBarenelf) MO paccIeOBAaHHUIO HCCIETyeMOW KaTETOPHH I,
TIOBBIMICHUS] TEXHHYECKAX BO3MOXHOCTEH SKCIIEPTOB, CIEIHAIBHOCTH
KOTOPBIX OpHUEHTHPOBaHa Ha 0O0JAaCTh WCCICOOBAHUS KOMITBIOTEPHBIX
TEXHOJIOTHH;, yBenWdeHHs OOBeMa HAYyYHO-METOAWYECKOH IUTEepaTyphl,
TIOCBSIIIEHHON TPUKIIAIHBIM aCIIEKTaM paccieIoBaHUs KHOeprpecTyIUIeHUH
u ap. Bmecte ¢ Tem, HEOOXOAUMO Y4eCTh, UYTO Jake caMble IepeloBbIC
3aKOHOTBOPYECKHE  IIArd, MNpeAnpuHUMaeMmble  0€3  MpOBEACHUs
KOMIUJIEKCHOTO ¥ BCECTOPOHHETO aHaJN3a OTHOIICHH, CKIIaJbIBAIOIINXCS B
chepe OOprOBI C KHOEPIPECTYMHOCTHIO, aJCKBATHOIO TMOAXOJa K
ONpEACNICHUI0 MMyTeH UX PpElIeHHUs, HE INOoJy4aeT [OJUKHOW OLIEHKHU
IMpakTHKaMu.  PeanpHOE  CcO3MaHME  MPABOBOTO  MEXaHW3Ma  II0
MPOTHBOACUCTBUIO  KHUOEpIpeCcTymHOCTH  Oyder  oOecredyeHO  TpH
KOPPEISAIUH KOJINIECTBA CTATEH YTOJIOBHOTO 3aKOHA C MX KAYECTBOM.
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AKTYAJIBHBIE BOITPOCHI BBISIBJIEHUSA U
PACCJIEJOBAHMS ITPECTYILJIEHUMA, COBEPIIIAEMBIX C
HNCITIOJBb30BAHUEM CPEJICTB IIU®POBAHUSA JAHHBIX B
CETHU UHTEPHET

B.X. Kapumos, k.10.H., 0oyenm Kageopsl y20108H020 npasa u
Kpumunonocuu Armatickoeo 20Cy0apcmeenHo20 yHugepcumema

I'moGanuzamust u wWHTerpanus WH(QOPMAIMOHHBIX PECYpCOB B
€IMHOM MPOCTPAHCTBE CTaja HE MPOCTO pEalbHOCTBIO, HO W
MIOBCETHEBHOCTRIO B JKM3HM OOIIECTBa, TOCYJapcTBa, Ja M IPOCTBIX
rpaxaad. OHa 3aTparuBaeT NpaKTUYECKH Bce cdepe dYeIoBeuecKoit
KUBHCACATCIBbHOCTH. Me)K,uy TEM I/IH(bOpMaL[I/IOHHI)Ie TCXHOJIOTUHN TasT B
ceOe He TOJBKO Onara, HO U NPEACTABISIIOT CEPHE3HYIO YIrpo3y
Oe3omacHoctu obmiecTBa. Tak, 3a MOCIEIHUN JECATOK JIET, HE3aMETHO IS
Hac, MMpEeCTYNMHOCTD, IIPUMCEHAA JOCTUKCHUA HaYYHO-TEXHUYECCKOI'O
mporpecca Cepbe3HO 3BOJIOIMOHUPOBaia. be3yclnoBHO, H TpexHHE
«TPAJNIOHHBIC)» OOILIEYTOJOBHBIC NESHUS, COBEpIIAEMBIC, 3a4acTylo B
QJIKOTOJIEHOM WJIM HApKOTHYECKOM OIbSHEHUH, HUKYZa He Hcue3nn. Takux
MIPECTYITHUKOB Pa300/aunTh HE CIO0XXKHO, METOJHMKa paccieOBaHMS,
HAyYHO-TEXHHYECKHE CpPEACTBA JIaBHO pa3pabdoOTaHbl, M MBI BHANM
PE3YNBTaTUBHOCTh PACKPHITHS Takux aAesHud. Ho, ciemyer OTMeETHTS,
NosABUJIaCh M COBCPUICHHA HHasA, TaK Ha3bIBacMas ((6eJ'IOBOpOTHI/I‘-IKOBaH>)
MIPECTYIHOCTh, OOpa3oBaHHAsi, HCIOJB3YIOIIAs CaMble  IEPEIOBbIE
JOCTHXKCHUSA HaYy4YHO-TCXHUYECKOT'O nporpecca. Brissnenue u
pacciieioBaHue TaKuX MPECTYIUICHUH MPECTaBIseT Cepbe3Hble TPYAHOCTH.
He =Hox, kacter wmaum (oMKa HaAXOIATCSI B pyKax COBPEMEHHBIX
MPECTYITHUKOB, a 3HAaHWA, I/IH(bOpMaI_H/IOHHBIe TEXHUYCCKHUE CPEACTBA U
TeXHOJOTuH. Takas NPecTYMHOCTh OmMacHel OOIIeyroNoOBHOM, MOCKOJBKY
BIMSET Ha HOPMalbHOE pa3BUTHE TOCyAapcTBa M OOLIECTBA, €ro
0e301acHOCTh, a HEraTHBHBIE IPOIECCH, 00yCIaBIMBAIOT OOImMiI poct
MIPECTYITHOCTH.

I'ocynapcTBo, He TOJIBKO Halle, HO M MPAaKTHYECKH BCEX CTPaH MHUpa,
oTcTaeT B 60phOe ¢ 0003HAUYEHHBIMU AESHUSIMH, KaK B TEXHHYECKOM, TaKk
METOANYECCKOM U ITPABBIX aCIICKTaXx. Me>1<11y TEM, CJIEAYET KOHCTATUPOBATD,
YTO Majeilllee MPOMEUIEHHE B NPOTUBOACHCTBUM TaKOW IPECTYIHOCTU
emre Oonee ycyryout cutyaruio. OcoOyro TPEeBOTY MPEACTABISET BCEMHU
BOocTpeOOBaHHas Tio0anbHas BCEMHpHas ceTb MHTepHeT, KoTopas craia
OTPOMHBIM PBIHKOM pAacIpOCTPAHCHUSI OPYXHs, AECTCKOH MOpHOrpaduy,
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MOJJIENIBHBIX ~ JIOKYMEHTOB, JICHEXKHBIX CPEICTB, 0a3 IepCOHAILHOMN
nH}opManny, Pa3INYHBIX TEXHHYECKUX NPUCTIOCOONICHUH JUI JOCTyIa K
0aHKOBCKOW WH(OpPMALMH, TOPTOBIIM JIOJbMH M HapKOTHKamMH H J1p. B
TocieiHee BpeMsi, HaOJII0JaeTcsl TEHACHIMS W B yrpo3e HallMOHAIBLHOMN
0€3011aCHOCTH, B3JIOMBI 3JIEKTPOHHOW MOYTHI U MHBIX PECYPCOB MEPBBIX JIUIL
TOCYAapcTBa, MONyYCHHE J[OOCTyma K MaTepHajaM, IPeaCTaBIISIOINM
COBEpIIICHHO CEKpeTHY0 HH(popMaIio, kak B Poccnn, Tak u 3a pydoexom —
TOMY HMOATBEPXKICHHE.

besycioBHO, MHOrME CTpaHBl IIBITAIOTCS IPOTHBOMEHCTBOBATH
HE3aKOHHOM [ESITENILHOCTH B ceTH VHTEpHET, B 4acTHOCTH, OJIOKHPYS U
3anpeniasi HeJaeraabHbeld KOHTeHT. Hanpumep, Ha Hauvano mas 2017 roxa B
peectpe  DenmepanbHOil  ciayxObl 1O Ham3opy B cdepe  CBA3M,
WH(OPMALMOHHBIX TEXHOJOTMH M MacCOBBIX KOMMYyHHMKanuid Poccun
UMEJIOCh CBBILIE 3aluced: 3ampelieHHBIX calToB - 72285, B peectpe

OonorepoB: - 2149; B peecTpe OpraHM3aTOpOB  PacHpPOCTPAHEHUs
nndopmanuu — 73 [1]. Mexay Tem, Takue OJOKUPOBKH M HHBIE MEpBHI
NPOTUBOACUCTBUS, IO  HamleMy  MHEHHI0, He  3(QeKTHBHBI

3IOyMBIIICHHUKAaM JIOCTaTOYHO II0A00paTb HOBOE IOMEHHOE, WHBIMHU
CJIOBaMH Ha3BaTh ce0s O-MHOMY, H MOKHO MPOJ0IDKATH 3aHUMATHCS CBOCH
NIPECTYNIHOM JesTeNbHOCThIO. B Hacrosimiee BpemMsi pPBIHOK TOJIBKO
3apErMCTPUPOBAHHBIX W MPOJABAEMBIX COCTABIIAET, IO HEKOTOPBIM
OLIEHKaM cBbllEe cocTapisieT 250 MUJUIMOHOB, OH JIETal€H U HUKEM HE
KOHTPOJIHPYEM.

Jlnst oTcneXUBaHUS OIACHBIX JJIs 00LiecTBa HMH(MOPMAIMOHHBIX
pPECYpCOB COBCEM HEIaBHO ObLI MPUHATHI MONPABKU K 3aKOHOATEILCTBY, B
yacTHOCTH Denepanbubiii 3akoH Ne 374-D3 ot 6 utonst 2016 T «O BHECEHUH
U3MEHEHUN B OTJENIbHbIE 3aKOHOAATeNbHbIE akThl Poccuiickoin Penepanuun
B YAacTH YCTAaHOBJICHHUS JIOTONHUTENBHBIX MEp IPOTHBOJACHCTBHSA
TeppopusMy M obecredeHus OOIIECTBEHHOW Oe3omacHOCTH» H  Jip.,
COTJIaCHO JAaHHOMY 3aKOHY OIlepaTopbl CBS3M OyIyT OOsI3aHBI XpPaHUTbH
3BOHKM W  COOOLIEHWss ab0OHEHTOB 3a IEpUOA,  OIpeAeseMblil
[IpaBurensctBoM Poccuiickoit ®eneparmu (HO He Oonee, yeM 3a 6
MecsIeB), a uHpopManuioo o (QakTax TpUeMa, Iepefadd, TOCTAaBKU U
00paboTKK COOOIIeHUH 1 3BOHKOB — 3 TO/1a.

[lo HamemMy MHEHHIO, NPUHITHE IMOAOOHOTO pPELICHHS, NPH Bcei
HEOOXOIUMOCTH  YCHJIEHHS OOpBOBI C  TEppOpPH3MOM HE  pEIuT
BO3JIO)KEHHBIX Ha HEro 3aj1ad, HECMOTPS Ha OrPOMHBIC MaTepHabHBIE
3aTpaThl Ha peaM3alMio, IIOCKOJbKY KOCHETCS KOHTEHTa, II0 CYTH
KOHTPOJIS HaJ COOOIICHUSMH, B MEPBYIO OdYepenb A0OpOMOPSIOYHBIX
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rpaxjaad. KpuMuHaneHBIE MHp yke ceifdac, meperienl Ha MEeCCEHIKEpPbI
3amm@poBaHHBIX  cooOmeHud, Takux Kak Telegram, WhatsApp,
pacrpoctpansieT MHpOpMalMs B TaKk Ha3biBaeMoM «JlapkHere» (TEMHOM
UHTEPHETE), I/Ie CBEJCHUS HE TOJBKO MIN(PYIOTCS, HO U CKpbiBatoTcs [P-
aJpeca  pealbHBIX IIO/Nb30BaTeNeil, UYTO TMO3BOJAET  COBEPIIEHHO
0e3HaKa3aHHO COBEPIIATh NPECTYITHBIE NesHUsI. TakuM o0pazom, TpedyeTcs
KOMIUIEKC TIPaBOBBIX, TEXHWYECKHMH M WHBIX MEp, HAIPaBICHHBIX Ha
MPEAOTBPALICHAE  WCIOJIB30BAHUS ~ CHCTEM  IMH(GPOBAHUS  TAaHHBIX
KPUMHUHAIBHBIM MHPOM, PAacKpBITUS NPECTYIUICHNH, COBEPIIAEMBIX C HX
UCTIONIb30BAHHEM.

Tepmun «Jlapkner» mnosiBwicsa eme B 70-x rogax XX Beka H
MOJYYMJI M3BECTHOCTH Onarosaaps nyosiukanuu cratbu «The Darknet and
the Future of Content Distribution». I[To MHEeHUIO aBTOPOB AaHHOH CTaThU
II. bugana, I1. Uarmsupa, M. Ilelinana u b. Yunnmana, JlapkHeT 3T0 Hekast
¢daitmooOMeHHast ~ ceTh,  KOTOpas  BO3HHKAeT  MNPH  TOSBICHUH
00IIeIOCTYTHBIX JTAaHHBIX, NPH PACIPOCTPAHEHUH KOTOPBIX IIOJIb30BATEIH
OyIyT KONMHPOBaTb OOBEKTHI, €CIM 3TO BO3MOXKHO M €CIM OHH 3TOTO
3aXOTAT MpPH O3TOM OHHM OyIoyT COEAMHECHBI KaHalTaMH C BBICOKOH
MIPOMYCKHOW crmocoOHOCThI0 [2]. CiemyeT 3aMeTHTh, YTO «IapKHET» 3TO
HEKOe COOMpaTeNnbHOE TOHATHE, U OH MOXET OBITh OCHOBaH HA PAa3HBIX
KOHLENIMAX M TexHoyorusax. Hanbosee M3BECTHBIMHU SIBIISIFOTCSI CHCTEMBI
Tor w I2P. Ha3paHHble TEXHOJOIMH HCHOJB3YIOT MHOIOYPOBHEBYIO
KpurTorpaduio, BCIEACTBUE YEro y 3aMHTEPECOBAHHBIX CTPYKTYp, B TOM
YHCIIe U MPaBOOXPAHUTENBHBIX, BO3HUKAIOT CJIOXHOCTH B pacuin(ppoBKe
KOHTEHTA.

IIpu o6mieil KOHIENIMK COKPBITHS MEePCOHATBHON MHPOPMALUU OT
JpYyTuX  TIONb30BaTelei, MMEIOTCS  CYIIECTBEHHBIE  OTIMYMSI B
paccMmarpuBaeMbIx cuctemax. Tak, Tor ckpeBaer wuH(poOpMaAIMo O
MI0JIb30BaTENIe BO BPEMs I€pefauyd JaHHBIX ITyTEeM CO3/aHMs IIETTOYKH
(axTryeckn HecymecTByromux IP anpecoB (Tak HasbiBaeMasi JIyKOBHYHAS
TEXHOJIOTHS), IPH 3TOM 0OMEH MH(OPMAILMH OCYILIECTBIISIETCS B OOBIYHOM
UHTEpHETE, a B [2P co3natoTcs aHOHUMHBIE CETH, KOTOPBIE BKIIIOYAIOT JTHIIb
OOBEMHSIOMMXCST M MOIKIIOYMBIIUXCS C TOMOLIBIO  CHENHAIBLHOTO
NPOrpaMMHOTO  oOecrieueHHsi  Nojb30oBaTeNeil, TIpH  3TOM, Yepe3
CHeNHaNTbHbIE U036l OHM HMEIOT AaHOHWMHBIH BBIXOA Ha TPOCTOPHI
0OBIYHOTO UHTEPHETA.

Cucrema Top (The Onion Router) siisieTcst Gojiee M3BECTHOU H
pacnpocTpaH€HHOW, B CHIYy €€ JOCTYITHOCTH © TpocToThl. OHa,
(akTruecku, npeacTasiseT coboit criennpuansii TOR Browser, KoTopbrit
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https://ru.wikipedia.org/wiki/WhatsApp

JIETKO YCTaHOBUTH HAa KOMIBIOTEP M MOXKHO Ha4daTh UCIOJIb30BAThH CPa3y ke
MOCJIE YCTAaHOBKH, IPEOJI0JeB MHHHUMYM HacTpoek. OH, XOTb W Ooiee
MeJUICHHBIH, HO 00Jaaomuil (yHKIMEeH MOMCKa KaK MO aJpecHON CTPOKe,
TaK M IO KJIIOYEBHIM CJIOBaM, Ha MPOCTOPaxX Kak OOBIYHOIO MHTEPHETA, TaK
B MaccuBax, UMEIOIIUX Clenn(pUIHOE paclIMPeHUE, HE BUAUMOE OOBIYHBIM
Opayzepam. B Hem wuHpoOpmammsa mmppyeTcs yke Ha TEpBOM dTale,
peanmu3yroTCsl TakHMe MEXaHH3Mbl KaK MHOTOCTYNEHYaToe IIH(pOBaHHE
WHTEpHET-TpauKa — COCTABIMIOMIME TaK HA3bIBAGMOM  JyKOBOH
MapIIpyTH3aIUX 3aTeM IIPEeJaeTcs IO CO3JaHHON IETOYKe, M CKPBIBACTCS
TaKKe Ha TIOCIIeTHEM 3BCHE.

JlaHHyI0 CHUCTEMYy aKTHBHO HCIOJNB3YIOT HPECTYIHHUKH IS
AHOHMMHOTO JIOCTYI, K 3aKpPBITBIM CETMEHTaM, IJie aKTUBHO MPOUCXOTUT
TOPTrOBJIsI KPUMHHAJIBHBIM TOBAPOM — OpY>KHEM, HapKOTHKAaMH, IETCKON
nopHorpagueii W Ap., TaM NPSAYYTCS  YNPABIAIOLIME  CEPBEPHI,
koopauHupytomue DDoS-ataku, pasnuuHble Xakepckue (OpyMbl, Ie
00CYXJal0T CIOCOOBI TMOJYYEeHUsI JaHHBIX OAHKOBCKMX KapT W Ipodee.
Crnenyer OTMETHTB, YTO MHQOPMAIHIO, TPOXOosyto uepe3 cucremy TOR
BCE-TaKM BO3MOJKHO IEPEXBAaTHTh NPH BXOAE M BBIXOJE U3 CETH, 4depe3
aJMUHHUCTPATOPOB CETH U npoBaiinepos. Tax, B Hauane anpeins 2017 roga B
. MockBe ObUT 3a/iepkaH aIMHUHACTPATOP BBIXOAHOTO y3i1a ceTn Tor. rp-H
b., KOTOpBIii, M0 MHEHHMIO CIIEICTBUSL, OMy0OarKoBan B IHTEpHETE MTPU3BIBEI
HE TOJBKO K MAaccoBBIM OecropsakaM, HO W K TEppPOPUCTHUECKOM
nesiTenbHOCTH [3].

KoHeuyHo, ycTaHOBJEHHE aJMHUHHCTPATOPOB BBIXOIHOTO y3Jla CETH
Tor HemZOCTaTOYHO [UIsI YCHEIIHOTO BBISBICHUS IIPECTYIHBIX CBS3EH,
IIOCKOJIBKY OHHM MOTYT HAaXOAWTBCS M 3a pyOexoMm, Mmo3ToMy Tpeldyercs
IIPOBEJICHUE KOMIUIEKCA CIECACTBEHHBIX JCHCTBUM M  ONEPAaTUBHO-
PO3BICKHBIX MEpONPHATHIH. YCIEIHBIM TPUMEPOM TaKOTO PACKpPBITHSA
MoXeT ObITh fienio Pocca YipOpuxTa, Bragensua pecypca «CHIK poyn», Ha
KOTOPOM pacIIOCTPSIHSIICS. KpUMUHAIBHBIN ToBap. OH ObuI 3a1epxaH B 2013
rogy B CHIA (Can-®panmucko). Cienyer 3amMeTuth uto, Pocc YiunOpuxr
He OblT mpoeccoOHAIOM KOHCIIMpAallMM M elle NpH 3allycke pecypca,
peKnaMupyss €ro Kak MECTO IPOBEACHUS HE3aKOHHBIX CHAEIO0K, OH
Ipejularajg HampaBJIATh IpeUIockeHus Ha azapec rossulbricht@gmail.com,
(haKTHUECKH PaCCKPBIB CBOM IEpPCOHANBHBIE NaHHBIE., OH IOJIB30BAJICS
coupaiabHbiMu ceTssmu, Gmail, Youtube, LinkedIn u T. 1., ocraBnss Be3zae
JUYHBIE JAaHHBIE, 4 B CEPBEP, MCIOIB3YEMBIH [T aqMUHACTprUpoBanus Silk
Road, 3axommn w3 wHTepHEeT-Kade PpSAIOM C MECTOM TPOKHBAHHUS.
brnaromaps aHanmm3y wmeromelics uHGopMmarmuun DOBP  Beimuia  Ha
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IIpeaIoIaraeMoro BUHOBHUKA, a IPOBEAd olepanuto, anagornunyro OPM B
Halled cTpaHe — ONEepaTUBHBIA 3KCIEPUMEHT, OKOHYATEIbHO H300JIMYHIIa
BUHOBHHMKAa. Bo Bpems paccienoBaHus 3TOTO Jejla aMEpHUKAHCKUE
MIPaBOOXPAaHHUTENbHBIE OpraHbl HM3bsUIM M3 00opoTa okoio 174 Thic.
OUTKOMHOB, JKBUBAJICHTHBIX OpuMepHO $40 MIH MO TeKyiemy Kypcy,
KOTOPBIE HCIOIB30BAJIICH B ICHEKHBIX omeparisix Ha caifre Silk Road.

AHaNOTHYHBIC IPUMEPEI €CTh U B IPYyTUX cTpaHaX. Tax, B 2006 roxy
cnenciyx0pl ['epMaHMM OCYNIECTBHIM 3axBaT IIECTH KOMIIBIOTEPOB,
paboTaBmIMX y3/1aMH CceTH Tor Ha OCHOBAaHMM TOTO, YTO OHM OBLIN
HE3aKOHHO HCIIONIF30BaHbI IS AOCTyHa K JeTCKO# mopHorpaduu. B 2007
rogy HeMemkas nonumus apecroBanma B Jlroccempropde A. SHccewa,
opraHu3oBaBIIero y ce0si Ha KoMmbioTepe cepBep Tor, yepe3 KOTOpBIi
HEHM3BECTHBIM OTIpPaBUII JIOKHOE cooOmieHue o tepakre. B 2009 romy B
yépupiii cnucok Paepona B KHP Owpum Brimouenst 80 % IP-agpecos
myOmuuHbIX cepBepoB Tor.

B Poccun B koHue 2016 roma Obuta 3anmepxkaHa xakepckas OINL,
kotopas HasBanach «lllanraii-bonraii». Cymom ObUIO apecToBaHO TpHU
yenoBeka. JlaHHAas Tpynma IO BEPCHH CIEIACTBUS HECKOJBKO JIET
B3JIaMbIBajla AKKayHTHl BBICOKOIIOCTABJICHHBIX YHMHOBHHUKOB, KPYITHBIX
¢upvm w CMU w B [JanpHEHIIEM pPacHpOCTpaHsIa CBEICHUSA, C
UCTIONIb30BAaHUEM CPE/ICTB INMU(POBAaHUS JaHHBIX, B TOM YHCIE IIpOJaBaja
nx

IIpoekt I2P Gomee y3kocmenuaau3upoBaH W PAacCCUUTAH Ha JIFOJEH,
oOnanaromux 06a30BbIMH CETEBBIMH 3HAHHMSIMH M, COOTBETCTBEHHO MeEHee
pacnpocTpanéH, B BUAY HEOOXOIUMOCTH OOsiafaHusi 0a30BBIMH 3HAHHUSIMU
0 YCTAaHOBKE ¥  HCIOJIb30BAHMIO  CIEUU(PUYHOTO HPOrPaMMHOTO
obecrieueHns, ¥ HEOOXOJAMMOCTH BXOJa HE MPOCTO TaK, HAXOAUTCS B
pocTopax wWHGOpPMAIMK JOCTYHHON Yepe3 IIOMCKOBHK, a OBITh C
OTIpeJIeTICHHOH LIeJIBIO B ONIPE/IeJICHHON TeMaTHUEeCKOH IpyIIe.

CootBercTBeHHO, I2P mpencraBnser OOJBLIYIO CIOXKHOCTH JUIS
CHELUaTM3UPOBAaHHBIX CITY>KO IO BBISBICHHIO peabHBIX ajzpecoB. OH ObII
sanymed B eme Hawyane 2000-X rogoB Kak TEXHOJIOTUS aHOHUMHOIO
oOmennss M mnepenaun MHOOPMALMH, C OTIMYMTEIHLHOH OCOOCHHOCTHIO
6oJiee BBHICOKOTO YpPOBHSI 3alllUTHI JICIIEHTPAIM30BaHHOW aHOHMMHOM CETH.
Hannas cucrtema paboTaeT OBICTPO W yCTOWYHMBA K BHEIIHWM BIUSHHSAM,
JaXe T0Jl JaBJICHHEM OpTaHU3alWid, O0OJaNaloMMX 3HAYUTEIbHBIMU
(hMHAHCOBBIMH WJIH ITOJUTHYECKIMH pecypcamu [4]. B Hell HeT IpHUBBIYHBIX
neHTpabHeIX U DNS-cepBepoB, HO wucmonb3yercs xemni-tradnmma DHT
(Distributed Hash Table), moctpoennast Ha 6a3e Kademlia, uro mo3Bosser
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YCTPAaHUTh CEPHE3HYI0 TOUKY OTKa3a CUCTEMBI. B kauecTBe mpuMepa MOXKHO
npuBeCTH ucTopuio, koraa B 2007 roxy B Kurae ¢aiipBonom ObUT HEPEKPHIT
JIOCTYI K ITaBHOW aupexTtopuu cepBucoB Tor. I2P B nanHOM ciydae, He
Obl1a 320JI0KMPOBaHa, MMOCKOJIBKY ONMpAIach Ha IIMPUHTOBYIO TEXHOJIOTHIO
11t oOMeHa nHpopMarmeit o poyTuHre. KaxIplii yUacTHUK CETH SIBIISIETCS
pOyTepoM, uYepe3 KOTOPBIM MepenaeTcsi TPaH3UTHBIA Tpaduk, mosTomy, B
CHCTEME HET 0COO0T0 OTIINYHS MEXIY CEPBEPOM U OOBIYHBIM KIMEHTOM.

Takum oOpa3oM, B Hacrosmee BpeMs, MBI HaOIIOJaeM yXo
KPUMHUHAIBHOTO MHpa u3 VMHTepHETa ¢ OTKPBHITBIM JOCTYIIOM B CHCTEMBI
mu(ppOBaHUS M COKPBITHA aJpecoB, B Tak Ha3bIBacMbI «JlapkHeT».
BopoThcst ¢ HUM MOXHO B TPEX HaIpaBIICHUS.

Bo-nepBbix, rinobanbHoi OnokupoBkoir TOP-cepBepoB, 3amperom
cucTeM MIU(pPOBaHUS JaHHBIX;

Bo-BTOpBIX, MOCKOJNBbKY TP MEPBOM BapHaHTE, MOTYT OyIyT
3aTPOHYTHI MpaBa U CBOOOIBI TPaXKAaH, TO BO3MOXKHA TOYeuHas Oopbba C
CO3/1aTeNIsIMH, PACIIPOCTPAHUTENAMHU U aIMUHUCTPATOPAMH KPUMHHAIBHBIX
pecypcoB.

Cka3zaHHOE BO3MOXKHO, KaK ITOCPEJICTBOM KOMIUIEKCA OIEPaTHBHO-
PO3BICKHBIX M TEXHHYECKHX MEPONPHUITUI M JajdbHEHIINM IPOBEICHUEM
CIIEICTBEHHBIX JAeicTBuil. Hampumep, ycraHoBIeHHe aaMHUHHCTpaTopa
BBIXOZHOTO Yy3/1a ceTH Tor, a 4epe3 HEro BBIXOJ HAa WHBIX YYaCTHHKOB.
Kpome toro, y Tor ectb psj ysA3BUMOCTEH, U B ONPEIACICHHON CUTyaluu
OHH TO3BOJISIIOT CKOMIIPOMETHPOBATH M0JIb30Barelsi. B wacTHocTH, Tpaduk
HAET B OTKPBITOM BHIE, TO €CTh OH MOXET OBITh NepexBaueH TPETbUMHU
JUIAMH.

He ocranaBnuBasice Oojiee 1MoJpoOHO Ha TEXHHYECKHX ACIEKTaX B
CHIIy WX CHeMU(PHUYHOCTH, CJIEeAyeT OTMETHUTh, YTO OTBETCTBEHHOCTh
co3faresied, paclHpoCTpaHUTENE M aJMUHUCTPATOPOB KPUMHUHAJIBHBIX
pecypcoB He yperyiumpoBaHa HOpMaMH YrojloBHOro mnpasa. KoHeuHo,
MOJKHO IIPUBJIEYB 32 HE3aKOHHOE PacIpOCTPaHEHHE 3alIPELIEHHBIX 3aKOHOM
IIPEJIMETOB, HO, YKa3aHHBbIE BBIIIE JIMIA, KaK MPaBUIO, ABISIOTCS JHIIb
HEKMMHU TOCpPEJHUKAMHU, M TaKOW 00s3aTeNbHBIH 3JIEMEHT CYyOBEKTHBHOU
CTOPOHBI KaK HaJlM4Yhe yMBICIa jaoKa3aTh npoOsematnyHo. Hampumep,
co3zarens pecypca, 6e3ycIOBHO MOHMMAs, YTO OH CO3/IaeTCs B TPECTYITHBIX
LeNIAX, pa3MemaeT CTPOKY, YTO 3alpeliacTcs BBIKIAAbIBaTh HAa HETO
HeJerajabHbl KOHTEHT.

Kpome Toro, mMeHsercs M cHCTeMa NPOBEACHHS KPHUMHHAIBHBIX
cmenok. Ecnm paHee aAMHHHCTPATOPOB TAaKWX CaHTOB MOXKHO OBUIO
NPUBJIEKaTh KaKk MOCOOHMKOB, TIIOCKOJIBKY OHHM COJAEHCTBOBanmM B
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OCYILIECTBJIEHUH CIEJIOK MEXAY MPOoJaBLIaMH U MOKYNATeIsIMH CIIeTyOIUM
obpazoM. Jlnst HOpMaJIbHOTO (DYHKIIMOHMPOBAHUS KPUMHHAIBHOW CETH U
MIPEOTBPALICHHS CITy4aeB BOZMOXXHOTO OOMaHa, IMpoaBell J0r0BapuBaJICs
¢ anMHUHHUCTpainued Qopyma, caifta-miomankd B cetd Top o mpopaxe,
Hanpumep, opyxus. OH BBIKJIAAbIBAJI TeMYy C ONUCAHHUEM TOBapa, LIEHOH,
¢oro, cmocobamMu CBSI3M W IMYOJHMYHBIM KIIOYOM OIS IIH(POBaHUS.
3anHTEepecOBaHHbIE KIHMEHTHl CIHCHIBAJICH C TPOAABLOM, H €CIH
JOTOBOPMIINCH, TO HA CIIEHE IIOSIBIISIETCS CIIE OAWH Ba)KHBIN YyJaCTHHUK —
«rapaHT», (0OH K€ C TOYKH 3pEHHs YTOJOBHOTO IpaBa — IIOCOOHHK),
KOTOPBI ABISETCS IOCPEIHUKOM, TapaHTUPYIONIUM, YTO HHUKTO HHKOTO HE
obOmanet. [lokymartens mepeBoAMI BCIO CyMMY B IlepecueTe Ha OMTKOWHBI
(BUpTyanbHas BaJIOTa) rapaHTy, rapaHT FOBOPWJ MPOAABIY, YTO AEHBIH y
HETo, IpoJiaBel] Jeial 3aKIagKy OpyKXHeM M COOOIIaa MECTO MOKYyHaTeko.
Ecnu mokymnaTens TOBOJEH TOBapOM M HE MMeEET IPETeH3Hi, OH coo0Iaer
3TO rapaHTy, TapaHT [IEPEBOAUT JEHbI'M IPOJABIY 3a BEIUETOM CBOEH OIH
(3-7%) n nonum caiira (3-5%). Ho, Tenmeppr MHOTHE CaliThl BBOJAST B CTPOH
CHUCTEMY aBTOMATHYeCKOH ToproBiu. J[eHbrW 3a TOBap NEPEBOIATCA HE
rapaHTy, Kak ObIJIO paHbIIe, a CalTy, I/Ie OHU 3aMOPaXUBAIOTCA 0 TEX TI0p,
TIOKa ITOKyIaTeNb ¥ NPOoJaBell He IOATBEPAST CACTKY.

Takum o0Opa3oMm, BO3HHMKaeT BOIIPOC KOTO TPHUBICKATh 3a
nocpennuuectBo? Ilo HameMy MHEHHIO, HEOOXOOMMO TIIPHBIIEKAThH
cozzaresneil ¥ aIMUHUCTPATOP TAaKUX PECypcoB. MeXIy TeM, UX JesTHUS He
oxBarbiBatoTcs riaBoi 28 YK P® (Tlpectymienus B cepe KOMIBIOTEPHOI
nHpopManum), MOCKOJIbKY He IpeJHa3HaueHbI Il HECAHKIIMOHUPOBAHHOTO
YHUYTOXKEHUS, OI0KMpOBaHNA, Mo UKaLNH, KOTIMPOBAHUS
KOMITBIOTEPHOW HMHGOpPMaUKM WM HEHTpaIU3aluk CPEJICTB  3allUThI
KOMITBIOTEPHOH MH(pOpMaNMU KaK yKa3aHO B Jucrosuimu cratbu 273 YK
P®, we wuHBIMH cocTaBaMu JaHHOW TnaBbl. CleayeT MOHWMATH, YTO
XapakTep M CTeneHb  OOIIECTBEHHOM  OMACHOCTH  CO3JaHHA |
pacipocTpaHeHusl TakMX pecypcoB Benwka. Hammmo mpoben B
3aKOHOJaTEIbCTBE.

ITo namemy mMHeHuto, cienyet rinaBy 28 YK P® gononHuts cratbeit
273.1 VK P® «CozngaHue, aAMUHUCTPHUPOBAHUE U PACHPOCTPAHEHUE
nH(OpPMALMOHHBIX PecypcoB B ceTH VIHTepHET, NpeqHa3HAYEHHBIX IS
pa3MenieHus 3anpeleHHoN 3aKOHOM nH(pOPMAITUNY. A s
MPEJOTBPALICHNUS TaKUX MPECTYIUICHHH TPEAyCMOTPETh CIICIUATbHBIE
OCHOBaHHS OCBOOOXJEHHS OT YTrOJOBHOH OTBETCTBEHHOCTH; <«JIuIlo,
BIIEPBBIC COBEPIIMBIIEE MPECTYIUICHUE, NPETyCMOTPpEeHHOE cTaTtber 273.1
YK P®, ocBoboXKaaeTcss OT YroJIOBHOH OTBETCTBEHHOCTH, €CIIH COOOIINIIO
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B IPaBOOXPaHHUTEJILHBIE OpraHbl O (aKTe NPECTYIUIEHHS U aKTHBHO
CIIOCOOCTBOBANIO €r0 PAcCIEJOBAHUIO, JIUOO CBOEBPEMEHHO HPEKPAaTUIIO
(byHKIIMOHUpOBaHUE MH(POPMALIMOHHOTO pecypcay.

B 3akimroueHuMu crenyeT OTMETHTh, YTO, O€3yCIOBHO, OJHUM
N3MEHEHHEM B 3aKOHOJIATEIbCTBE CUTYAIMIO U3MEHUTH CIIOXKHO, TpeOyercs
KOMIUIEKCHAs TOCYIApCTBCHHAs IOJIMTHKA TOCYAApCTBA C BBIACICHHEM
COOTBETCTBYIOIINX MaTePUAbHbIX, TEXHUIECKUX M HHBIX PECYPCOB.
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HUCIIOJIb30BAHUE 3JIEKTPOHHBIX (IIUPPOBLBIX)
JOKA3ATEJIbCTB B KPUMHNHAJIMCTUKE

A.A. Kopuaeun, x.10.H., OoyeHm, OoyeHm Kagheopvl Y20JL08HOZO
npoyecca  u  KpumuHamucmuxu — Anmatickoeo  20CyO0apcmeeHH020
VHUSEpcumema

B nocnenHue roasl B rpakJaHCKOM M YTOJIOBHOM IPaBE YBEIHIHICS
NIEKTPOHHBIH JOKyMEHTOOOOpPOT, HAa CMEHy OyMa)KHBIM TEXHOJOTHUSIM
NPUXONAT TaKk  Has3blBaeMble  «0e30yMakHbIE», OCHOBAHHBIE  HA
HCTONB30BaHUN  CPEACTB  JIEKTPOHHO—BBIYUCIUTEIBHOM TEXHUKH U
3NEKTPOCBSA3U, OJHUM H3 IPOAYKTOB KOTOPBIX SBISIOTCS 3JIEKTPOHHBIC
JoKyMeHThl. OHM CTajli MOBCEMECTHO M IIMPOKO IMPUMEHSATHCS BO MHOTHX
cdepax NesITeNbHOCTH. B BS3M € 3TUM JOCTaTOYHO aKTUBHO OOCYXKIAFOTCS
BapuaHThl BiIodeHHs B YIIK HopMm, perimaMeHTHpYIOUMX TaKOW BHI
JIOKa3aTeNbCTB, KaK <QJIEKTPOHHBIC JOKa3aTeIbCTBA», YTO IIO3BOJIUT
c(hopMUpPOBATh HOBBIM MOIXOJ B paboTe CyacOHOW CHUCTEMBbI U CYACOHO-
9KCTIEPTHOM AEATEIBHOCTH, a TaKkKe OyAyT cIoCcOOCTBOBATH YIYUIICHUIO
KayecTBa M COKPAIIEHUIO CPOKOB OCYLIECTBIEHHS IPaBOCYIUs, 4YTO,
0€3ycIIOBHO, OTpa3HTCs HAa KadeCTBE M OINEPATHBHOCTH IPOBOANMBIX
9KCTIEPTHBIMH  YUPEKACHUAMH CyNeOHBIX OSKCHEPTH3 M KakK pe3yiabTaT
obecnieuuT 3 PEeKTUBHOE HCITOTHEHNE CYACOHBIX PEIICHUH.

AHanu3 IOpUANYECKON JHUTEpaTyphl, MaTepHAJIOB CIIEACTBEHHON W
CcylneOHOW TMpPaKTUKH CBUAETENBCTBYET O TOM, UYTO «3JIEKTPOHHBIE»
JIOKa3aTeNbCTBA CTAJIHM BCE Yallle HCIOJIB30BATHCA MO YTOJIOBHBIM JIENaM.
Hanpumep, 3a mnocnennume 20 jeT cpead BBIABICHHBIX KOPBICTHBIX
MPECTYIUICHUH,  XapaKTePU3YIOUIUXCS  MOBBIIIEHHOH  OOIEeCTBEHHOM
OTMACHOCTBIO, IIMPOKOE PpACHpOCTpPaHEHHE MOIYYHIN IOCATaTelIbCTBA,
KOTOpbIE 0OBEANHEHB! OJTHIUM OOIINM KPUMHHAIMCTUYECKUM IPU3HAKOM, a
MMEHHO KOMITBIOTEPHOH MH(pOpMaIel Kak MpeaMeToM U (MiIM) OpyAneMm
ux cosepiuenus [1, C.22-24].

DJEKTPOHHOE JI0Ka3aTeJbCTBO IOHUMAETCS KaK OOBEKT, HECyIIni
nH}pOopMannIo, UMEIONIYI0 CMBICIOBOE 3HAYCHHUE, U CYIIECTBYIOLIUH TOIBKO
B JJIEKTPOHHOM cpefe. 3HAYMT, MOXKHO CKa3zaTb, YTO JJIEKTPOHHbBIE
JIOKa3aTeNbCTBA BO3HUKAIOT M3 JIEKTPOHHOW CpEeIbl, HO HE BCE OHH MOTYT
ObITh  KBAIM(UIMPOBAHBI KaK  JOKyMEHTH. EcCTh  3JIEKTpOHHBIE
JIOKa3aTeNbCTBA — JOKYMEHTH (DJIEKTPOHHBIE), M €CTh JJIEKTPOHHBIE
BeIlleCTBEHHBIE JoKa3aTenbcTBa [2, C.16].
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K »7eKTpOHHBIM J0Ka3aTesIbcTBaM B KPUMUHAJIMCTHKE MOXKHO TaK
e OTHECTH:

® 3JIEKTPOHHYIO HH(OPMALIHIO;

® 3JIEKTPOHHBIE COOOIIEHHE U T.JI.

Wtak, mpeaqMeTHOCTh 2JIEKTPOHHOTO J0Ka3aTe/IbCTBA OTHOCUTENBHA;
BEIIECTBEHHOCTh BTOPHYHA, HH)OPMATHBHOCTH IEPBUYHA. A TIOTOMY, BO-
MIEPBEBIX, SJCKTPOHHBIM JIOKa3aTEICTBOM HE0OsA3aTENFHO HODKEH OBITh
JOKYMEHT (IIPOTOKOJ), a BO-BTOPBIX, caMO IO ceOe BEIIecTBO IO CBOEH
cyTH He WH(POPMATHUBHO, NOKA3aTENbCTBOM HE SBIISIETCS, TOKa He Oyzaer
cyOBeKTa JOKa3hIBaHUS. A BOT KeM OYyIeT MPe3FOMHPOBATHCS B 3aKOHE STOT
CyOBEKT — clIeZjoBaTelleM, KOTOPBIH IPOBOTUT BCECTOPOHHEE, IIOITHOE,
00BEKTUBHOE IpEJBAPUTENILHOE paccieqoBaHue (JI0Ka3bIBaHUE), WU
oduIepoM, YHOIHOMOYEHHBIM Ha JOCYAEOHBIH YroJIOBHBII PO3BICK
(yromoBHoe  mpeciefoBaHUeE), KOTOPBIII ~ OCYyIIECTBISIET  TOHMCK
OOBUHHUTEJBHBIX JIOKAa3aTeNIbCTB, — OTO NPHHIMIUAIBHBIH Bompoc. B
MIEpBOM Clly4ae Clie/IoBaTelib (POPMHUPYET 10Ka3aTebCTBO, BO BTOPOM — 3TO
TOJIEKO OOBHHUTEIBHBIN MaTephall, U3 KOTOPOTO B CyZe, BO3MOXKHO, OyAeT
c(hOpMHUpPOBAHO JOKA3aTEILCTBO. TaK X€ W B CIydae C SICKTPOHHOH
nHpOpMaNUei: OHa CTAHOBUTCS JTOKAa3aTeIbCTBEHHON TOTIa, KOTIa CYOBEKT
JIOKa3bIBaHWUS HMHTEPIIPETUPYET €€ B Ka4eCTBE TAKOBOW, Henast 00BEKTOM
MMO3HaHUA (HOKa3bIBAHWS M3MEHEHHS, IPOU3OMICANIE B HH(POPMAITHOHHOMH
cpene).

"DnekTponHas" WH(POPMAIUS CTajlia IIUPOKO HCIOJIB30BAThCS BO
BCEX OONACTSIX YENOBEUECKOW >KM3HM, B TOM YHCIE U KPUMUHAIBHOH.
OnekTpoHHas WHGOpPMAIMs HCIONb3YyeTcsl (3a7eiicTByeTcsl) B Mpolecce
JIOKa3bIBAaHMUS C LENbI0 TMOJYYCHUS CBEICHMH, BBIPAKEHHBIX B 3HAKOBOH
(undporoii) dopme. U eciam «BemeCTBEHHOE JOKA3aTeIbCTBO SBISIETCS
HETIOCPEICTBEHHBIM  HOCHTENIeM  HWH(POpPMAlWH, HEOOXOAMMOH it
yCcTaHOBICHHUA o00OcrositenseTB jaena» [3, C.154], To KommbloTepHas
nH}opManus BBICTYNAET CPEACTBOM (UKCAIMU CBEICHUH C IOMOIIBIO
amnmapaTHeIX M IPOTPaMMHBIX CPEICTB (3aJI0)KEHHOTO B IPOTpaMMe
anropurMma). Jloka3arenbCTBEHHOE 3HAU€HHE KOMITBIOTEpHONW MH(OpManuu
OTIPEIETISIETCSI €€ CO/IepXKaHUEM, a He (PU3NUECKUMHU CBOHCTBAMH HOCHTEIS
nanHoOW wH(opmanuu [4, c. 166]. He Tompko mpecTymuieHuss B cdepe
KOMIBIOTEPHOH MH(popManmyu (pexycMoTpeHHsle cT. 272-274 YK P®) Ho
U MHOTHE «TPaJWIOHHBIE)» OOIIECTBEHHO OIACHBIE NESHHUS OCTABISAIOT
mocyue ce0sl AIEKTPOHHBIE CIIEeAbl B KOMITBIOTEPHBIX CETSIX, HA MarHUTHBIX
WIA ONTHYECKHX HOCHTENSIX, JKpaHaX MOHHUTOpPOB. B cBs3m ¢ 3THM
BO3HHUKACT MpPaKTHYecKas MpoOjeMa HCIONB30BaHHUS TaHHBIX CIIEIOB B
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Ipolecce pacclefioBaHUS U PAacCMOTPEHHsl YroJloBHOro Jena. B
IOPUAMYECKON JITEepaType yKazaHHas mpodjemMa He IMOJy4Hia IIUPOKOTO
ocBelmieHusa. Ee pemeHue He NpocTo HalThu M B JeHcTByOIEM
3aKOHOJATeNbCTBE. TakK, HE Kaxbli cliefoBaTelb OTBETUT Ha BONIPOC O
TOM, KaKO€ [10Ka3aTeIbCTBEHHOW 3HAUYE€HHE MOXKET HMETh pPa3MEIICHHOE
YeueHCKIMH TEPPOPHCTaMH B HHTEPHETE OOBSIBICHHE — 3aKa3 Ha YOUHCTBO
B. B. Ilytuna, nony4uBiiee IIMPOKHM PE30HAHC B CPEICTBAX MacCOBOM
napopmanuu [5, C.18-19].

[Ipexxne Bcero, I YroJIOBHO-TPOLIECCYAIBHOTO HCIIOIB30BAHUS
ANeKTpOHHAs HH(POPMAIHS JODKHA ITOIYIUTh CBOE 3aKpeIICHHE Ha KaKOM-
b0 HocuTene. DIeKTpOHHAs HH(OPMAIHI MOXKET HAHTH CBOE OTpaKCHHE
B ()OTOCHHUMKE, BHIICO3AIHCH (C IKpaHa KOMIBIOTEPA), AMSITH YEJIOBEKa —
oueBuLa. PasymeeTcs, 3EKTPOHHBIE JaHHBIE MOTYT OBITH 3amUCaHbl Ha
MAarHUTHBIA HOCUTEIb UJINA pacrneyaTalHbl Ha 6yMare. Bce 510 MOXET MMETh
MECTO B BHJIC HEIPOIIECCYaNbHOM (TpeamnporneccyanbHoii) hukcanuu. B To
e BpeMs JJIEKTPOHHast HH(POPMALMsI MOKET OBITh Cpa3y 3aKCUpOBaHa B
YTOJIOBHO-TIPOLIECCYAIBHOM TOpSIIKE — B TPOTOKOJE CIEICTBEHHOIO
JNeHcTBUSA. ONEKTpOHHas WHGOpMAIMA MOXET OBITh BEIIECTBEHHBIM
JIOKA3aTeNbCTBOM. be3nnuHbIid, OecCyOBEeKTHBIH XapakTep IIO3BOJIIET
OTHECTH OIIPENEeICHHYI0 PAa3HOBUIHOCTh SJCKTPOHHOW WHQOpPMALHU K
KAaTerOpUU BEUICCTBEHHBIX JOKA3aTeNLCTB. B oTiamume OT OOBIYHOTO
BEIIIECTBEHHOTO JOKA3aTEeNILCTBA, KAKOBBEIM BBICTYIIACT IPEIAMET, a €ro
JIOKa3aTebCTBEHHOE 3HAueHHE OoIpejelsieTcsi (PU3NUECKMMHU CBOWCTBAMH
WIA MECTOIOJIOXEHHUEM, 3JIEKTPOHHOE BEIIECTBEHHOE J0KA3aTeNbCTBO —
9TO CJIe], OCTaBIICHHBIA MPECTYIUIEHHEM B MH(MOPMAIMOHHOW cpele, T.e.
910 MH(OpPMAIKsL. DIEKTPOHHAsT UHPOPMAIIUS MOXKET ObITh OTHOCHMOU K
JenTy TOYHO TaK, Kak M JII0Oble Jpyrue He TpoliecCyalbHbIe IaHHBIE.
CrnemoBarenbHO, OHa CBOOOIHO MOXKET HCIIONB30BATECS B KadecTBE
OpPHEHTHPYIOIEH, TakTHyeckoi mH(popmamuu. OmHAKO I8 TOTO, YTOOBI
CIIY’)KHTh JIOKAa3aTEeIhCTBOM II0 YTOJOBHOMY Jely, (pakThdyeckue JaHHBIC
JIOJDKHBI OOpEecTH elle M CBOWCTBO JOMYCTMMOCTH. OHHM JIOJDKHBI OBITH
MONy4YeHbl 1) HauiexKamuM CyOBEKTOM JOKa3bIBaHHSA, 2) HAJICKAIIUM
crocoboM coOMpaHusl JAOKA3aTelIbCTB M 3) W3 HaAJIeKallero HCTOYHMKA
JIOKa3aTeNbCTB.

OnekTpoHHass WHGOpPMAKUA MOXKET OBITh B  BEIIECTBEHHBIX
JA0Ka3aTCIbCTBAX M MHBIX JOKYMCHTAaX, a TaK X€ B IaMATH Y€JIOBCKaA, €€
HabmomaBmero. B 3ToM ciayd4ae BO3MOXEH €ro JONPOC B KadecTBE
cBuzerend. Torma aieKTpoHHas WHGpOpMANWs MPEACTaHET B YTOJOBHOM
Jene yxe B BHAE MokasaHuil. Takum oOpa3oM, 3neKTpoHHAS HHPOpMAIUI
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MOXXET HUMETh JOKa3aTeIbCTBEHHOE 3HAu€HHE B BHJC CIEIYIOUINX
JIOKa3aTeNbCTB: MPOTOKOJIOB CIIEICTBEHHBIX AEHCTBHUIM, MHBIX JTOKYMEHTOB,
BEIIECTBECHHBIX J0KA3aTEIbCTB U OKAa3aHUH.

VY4eHble elle CO BPEMEH IOSBICHUS BBIYUCIUTENIBHBIX CPEACTB B
cBoux paboTax OTpaXkaju NPOOJEMBbI C HCHOIBb30BAHUEM 3JIEKTPOHHBIX
JOKYMEHTOB B KadecTBe J0Ka3aTenbCcTB. OHO W3 paHHUX YIOMHWHAHHN 00
3JIEKTPOHHBIX JHOKYMEHTAX KaK MCTOYHHUKE JOKA3aTENIbCTB 110 YTOJIOBHOMY
MIPOLIECCY MOKHO HaWTH B AOKTOpckod nucceprauuu B. K. Jlucmuenko,
BBIAAIOILErOCcs Y4E€HOTO-KpUMHUHAJIUCTA. B cBoel pabote
«KpUMHMHATUCTUYECKOE HCCIIEJOBAHUE JIOKYMEHTOB» aBTOpP MPUXOAMUT K
BBIBOJY, YTO IIOBCEMECTHOE BHEAPEHUE BBIUMUCIUTEIBHOM TEXHUKHU
«co371aeT 0OBEKTUBHBIE OCHOBAHMS JUIS TOTO, YTOOBI CBEJCHUS O (haKTax M
NIPAaKTUYECKOH  NEATENbHOCTU  JIOJEH, 3aKpEIICHHBIC 3HaAKaMU
HCKYCCTBEHHBIX S3bIKOBBIX CHCTEM (MAIIMHHBIX S3BIKOB), pacCMaTpUBAINCH
B OOlIEHayYyHOM ¥ TIPaBOBOM CMBICIE KaK  CaMOCTOSITEIbHas
Pa3HOBUAHOCTE  JOKYMEHTOBY. B npaktuyeckoil = nmeATENbHOCTH
UCIIOJIb30BaHKE 3TOTO TUIIA J0KA3aTeNILCTB NPOOJIEMaTHYHO.

CornacHo cr. 88 VIIK P®, snekTpoHHBIE JOKa3aTENbCTBA B
YTOJIOBHOM TIporiecce 0Os3aHBI OBITH B COOTBETCTBHH C TPEOOBAHHUIMHU
JIOCTOBEPHOCTH (MTOATBEPKIATh peaNbHbIe (PAKTHI), JOIMyCTUMOCTH (MMETh
¢dopMy, OTBeHalOIIyl0 TPeOOBAHUSAM 3aKOHA), OTHOCHUMOCTH (IOJDKHA
CYILECTBOBATh JIOTMUECKas CBSI3b MEXKY N0Ka3aTeNbCTBAMU, CBEICHUSIMU U
00CTOSITEILCTBAMH MPECTYIIIICHUS).

OTHOCHMOCTH 3JIEKTPOHHOTO JOKYMEHTa TOBOPHUT O TOM, YTO OH
BXOJHUT B TOT KPYyT IOKa3aTeIbCTB, KOTOPbIE MOTYT MMETh 3Hau€HHUE s
YCTAHOBJICHUA OOCTOSATENBCTB, BXOJAIIMX B TPEIMET OKa3bIBaHUS II0
KOHKpeTHOMY neny. [lonoOHble mMarepuaibl OyayT OTHOCHMBI B Cliydae,
€CJIM DJIEKTPOHHBIN JOKYMEHT COJEPKUT B cebe MH(MOPMAIINIO, HMEIOITYIO
3HadeHue Juid jAena. llpaBuia JOMyCTHMOCTH JIOKa3aTeIbCTB JOJKHBI
o0ecreunTh JTOCTOBEPHOCTh CPEJICTB JIOKA3bIBAHUS M TEM CaMbIM CO37aTh
HaJIS)KHBIN QyHIaMEHT Ul NPU3HAHUS JIOKa3aHHBIMU WIIM HEJOKa3aHHBIMHU
OIIpPENCTICHHBIX ~ OOCTOSATENBCTB. OOsizaTennbHOE  TpeOoBaHMe K
JIOKa3aTeNbCTBAM — TO, YTOOBI OHM OBUIM COOpaHBI B COOTBETCTBHU C
TpeOOBaHMAMHM 3aKOHA — HAIJIEKALIUM CYyOBEKTOM, B HaUIEKaIIEM MOpPsIIKEe
1 U3 HaJUIE)KAIINX HCTOYHHUKOB.

B yromoBHO-mpoIiecCyaqsHOM KOJEKCE OTCYTCTBYET ONpeAeeHUE
JNEKTPOHHBIX JOKYMEHTOB KaK B KaueCTBE JIOKa3aTelIbCTB, TaKk U B
KauecTBE BEIIECTBEHHBIX JOKAa3aTEeJIbCTB, YTO HE IMO3BOJIAET MX
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HCIONb30BaTh B IOJHOLEHHOM KPUMHUHAJIMCTUYECKOM HCCIIEAOBAaHUU [2,
C.17].

B xonue 80-x Hauane 90-x rogoB XX Beka B CBA3M CO CMEHOH
MOKOJEHUH  DJIEKTPOHHO-BBIYMCIMTENBHOM  TEXHHUKH,  MOSBICHHEM
MIEPCOHAJTIBHBIX ~ AJIEKTPOHHO-BBIUMCIUTENBHBIX  MammH  ([IDBM) -
MEPCOHATBHBIX KOMIIBIOTEPOB W MOOMJIBHBIX amNmapaToB HU(POBOM
NIEKTPOCBSI3M, TPOU30IIIO PE3KOE YBEIWYEHHE 4YHCIa JIOTOBOPHBIX
OTHOIICHHH, CBS3aHHBIX C M3TOTOBIECHHEM, Iepeadel M HCIOIb30BaHUEM
mnporpamm st OBM, 6a3 maHHBIX UM WHBIX Pa3HOBUIHOCTEH 3JIEKTPOHHBIX
JOKyMEHTOB. AHAJOTMYHO 3TOMY IIPOLECCY BO3POCIO M KOJIHUYECTBO
MIPECTYIHBIX ITOCATATENBCTB B chepe nx obopoTa. JlaHHbIE 0OCTOATENHCTBA
moTpeboBall  OT  3aKOHOJATeNsl  NPUHATHA  CPOYHBIX Mep IO
ypEryJIMpOBaHMIO OOIIECTBEHHBIX OTHOUICHWH B 3TOoil cdepe
YCTAQHOBJICHUIO HOPM IIPAaBOBOM OXpaHBI AJIEKTPOHHBIX JTOKYMEHTOB Kak
O00BCKTOB TMpaBa COOCTBEHHOCTH, YTO M OBLIO CAEJaHO B TCUYCHHUE
HECKOJIbKHUX JIET.

B nHacrosmee Bpems B 1. 11.1, u. 2 ®DenepanbHOro 3akoHa OT
27.07.2006 Ne 149-@3 «O6 napopmaiun, HHHOPMAITMOHHBIX TEXHOJIOTHIX
n 0 3amyre HHGOpMANMM» YKa3aHO: «...3NIEKTPOHHBIA JOKYMEHT —
JOKyMEHTUPOBAaHHAs HMH(GOPMALMs, TPEJICTABICHHAs B JJIEKTPOHHOH
¢dopMe, TO ecTb B BHAE, IPUTOJHOM [UIS BOCIIPUSTHS UYEIOBEKOM C
UCTIONIb30BAHMEM 3JICKTPOHHBIX BBIYHCIHMTENBFHBIX MAIMH, a TaKkKe st
nepenadyd Mo HMH(POPMAIMOHHO-TEJICKOMMYHUKAIIMOHHBIM ~ CETSM  WIIU
00paboTku B nHpOpMAIHOHHBIX cucTemax» (. 11.1 BBeaen denepanbHbIM
3ak0oHOM 0T 27.07.2010 Ne 227-D3).

C yuerom TpebGoBaHUIl K 00s3aTENbHBIM PEKBH3HTAM JOKYMEHTOB,
o0ecreunBamIIMX UX IOPUAMYECKOE 3HAYEeHHE, BCE JOKYMEHTBI JOJDKHBI
OBITH NTPABHIBHO O(OPMIICHBI, IPUHATHI (IIOIMUCAHBI) YIIOJIHOMOYEHHBIMH
JUIAMM ¥ y4YTeHbl. [lpuaaHue IOpUANYECKOW CHIIBI 3JICKTPOHHOMY
JOKyMEHTy B  DJEKTpOHHOM  JIOKyMeHTooOopore  obecreuuBaeT
2JIEKTPOHHAsA MOANUCH Ha ocHoBaHUHU DenepanbHoro 3akoHa ot 06.04.2011
Ne 63-03 «O0 >1eKTPOHHOM TOATTUCH».

B u. 1 cr. 2 3akoHa gaeTrcs onpeencHue 3IEKTPOHHOM MOIMUCH: 3TO
nHdopmanusi B 3IEKTPOHHOH (hopme, KOTOpas MpHUCOEAWHEHa K Ipyrou
nHGOPMAUU B AJIEKTPOHHOH (opme (MOAIHMCHBaeMO WH(pOpMAIUN) TN
WHBIM 00pa3oM CBsi3aHa ¢ TaKOH WMHQOpPMAIMEH W KOTOpas HCIIOJIb3YyeTCs
JUI OTIpE/IeNICHUs JIMIA, MOANHMCHIBaONIero nHpopmammo; B 4. 11 cT. 2
YTOUHSETCSI, KTO OTHOCHTCS K Y4aCTHUKaM JIEKTPOHHOTO B3aHMOJICHCTBHS;
B 4. 1 cr. 6 wuHpOpMammss B DSIEKTPOHHOW ¢dopMe, TOAMHCAHHAS
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KBaM(UIMPOBAHHON DJIEKTPOHHOM MOJIHCHIO, TPU3HACTCS AIICKTPOHHBIM
JOKyMEHTOM, paBHO3HAYHBIM JIOKYMEHTY Ha OyMakHOM HOCHTEIE,
MIOJINIMCAHHOMY COOCTBEHHOPYYHOH TIOAIMCHIO, KpOME Cllydas, eciii
(enepabHBIMKA 3aKOHAMH WM NPUHUMAEMBIMH B COOTBETCTBUU C HUMH
HOPMAaTHBHBIMM TIPAaBOBBIMH  aKTaMH YCTaHOBJEHO TpeOOBaHHE O
HEOOXOANMOCTH COCTaBJIECHHS JOKyMEHTa HCKIIOUUTENBHO Ha OyMa)KHOM
Hocurene. Ha Mo# B3TIIs11, MOYKHO TOBOPHUTH O BO3MOXKHOCTH IPUMEHEHNS B
Ka4ecTBE MJOKa3aTesIbCTBA KaK HEMOCPEICTBEHHO CaMOI0 3JIEKTPOHHOTO
JOKYMEHTa, TaK W 3JEKTPOHHO-IU(PPOBONW MOAMHCH. 31eCh HEOOXOIHMMO
pas3niuyaTh J10Ka3aTeNbCTBEHHYIO CHIIY 3JEKTPOHHO-IM(POBOH moxmucu u
JI0Ka3aTeNbCTBEHHYIO CHIIy 3JEKTpOHHOTro nokymeHrta. DLl nmokaseiBaeT
aBTOPCTBO U MPUIAET JIEKTPOHHOMY JOKYMEHTY CBOHCTBO JONyCTUMOCTH,
B TO BpeMsl, KaK MOCJIEAHUI JOKa3bIBaeT HHbIC (DAKTHI.

II. 3aiieB ompeaenuyn SJIEKTPOHHBIM JTOKYMEHT KaK MCTOYHUK
CcyneOHOro J0Ka3aTeNbCTBA U MPEII0KUI IOHUMATh MOJ HUM «CBEICHUS
00 00CTOSATENIBCTBAX, MOJICKAIIMX YCTAHOBICHHUIO IO JIeNy, 3alliCaHHbIe
Ha nepgokapry, nepQoeHry, MarHUTHBIH, ONTUYECKUH,
MarHUTOONTHYECKUH HAKONHUTENb, KapTy (UDPII-NaMATH WIM  HWHOH
MOJIOOHBI HOCHTENb, TOJMYYEHHBIE C COOJIIOAEHHEM IPOIECCYalbHOTO
mopsiika ux codupanus» [6, C.41].

Coepa netictBuss PenepallbHOTO 3aKOHA — 3TO PETYIHPOBAHHUE
NIPABOBBIX OTHOUIEHWH NPH HCIIOIb30BAHWM 3JIEKTPOHHOW TIIONNKCH B
CIEIYIOUINX CIyJasix:

1) mpu coBepIICHUHU TPaXKAAHCKO-TIPABOBBIX CIIENIOK;

2) mpY OKa3aHUU FOCYIapPCTBEHHBIX U MYHUIIUTIAIBHBIX YCIIYT;

3) mOpM UCHONHEHWHM TOCYJApCTBEHHBIX M MYHHIIMIIAIBHBIX
GyHKIHH;

4) Ipu COBEPIICHNH MHBIX IOPUINIECKH 3HAYNMBIX ACHCTBHUIL, B TOM
YHCIIe B CIy4YasX, YCTAHOBJICHHBIX APYIMMH (ellepalbHbIMH 3aKOHaMH (B
pen. ®enepansHoro 3akoHa ot 05.04.2013 Ne 60-D3).

Wntepecen  nHayunsii  B3mg I C. TlactyxoBa  Ha
BbIIIIE0003HAUEHHYIO TIpoOsIeMaTHKy. ABTOp B cBoeil crathe «K Bompocy o
CO3/IaHUM TPOLEAYPbl UCHOIb30BAHUS «ONEKTPOHHBIX H0KA3aTEILCTBY» B
YTOJOBHOM CYJOIPOW3BOJICTBE» NpeAIaraeT, MCXOAs U3 3apy0esKHOTo
OTIBITa TIPABOBOHM pPETIAMEHTALINU IOPSAAKA HCIIOIB30BAaHUS AIIEKTPOHHOM
nHGOPMAIUM B  YTOJOBHO-IPOIECCYaTbHOM JOKa3bIBAHWH, HW3MEHHUTH
TEXHOJIOTHIO JTOKa3bIBaHUS — OCBOOOAMTH €€ OT CJIEICTBEHHOW (HOPMBI U
BBECTH COCTA3aTEIbHBIA MOPSNOK. B KauecTBe Hambosee HarIsgHOTO
IpuMepa MPUBOJUTCS MUCbMEHHBIH POTOKOJI CIEICTBEHHOTO NEHCTBHS, OT
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KOTOpOro cleayeT oTkazaThCsi. Ha cMeHy HpoTOKONy IOJDKEH NpHiTH
JNEKTPOHHBIN JOKYMEHT B BMJE BMJECO3AMUCH CIEJCTBEHHOTO JEHCTBUS
WIM  ONEPaTUBHO-PO3BICKHOTO Meponpusatus. Ilo MHeHuio aBTOpa,
JJIEKTPOHHBIE JIOKYMEHTHl MOTYT OBITh TpH3HAHBI JOMYCTUMBIMH B
Ka4yecTBe JI0Ka3aTeJbCTB B cyne. IIpu 3TOM KiacCU(pHKAIMOHHBIA CIHCOK
JIEKTPOHHBIX JOKYMEHTOB COCTOUT M3 ayAHO- ¥ BHICO3aIHCH B IIH(HPOBOM
¢dopmare.

B undpopmannonHoM oOmecTBe WHGOPMAIHS PAcCMATPUBACTCS B
Ka4eCTBE OJHOTO M3 BaKHEHIINX PECYPCOB, aHAIOTHYHBIX IO 3HAYMMOCTH
3aracaM 3HEPIHH, HCKOTIAEMbIM U JIp., KOTOPBIN XOTS BCETAA CYIIECTBOBAI,
HO HE paccMaTpHBalCs HU KAaK SKOHOMHMYECKas, HM KaK MHas KaTeropus.
OTOMY BOINPOCY MOCBSAIIEHO MHOTO IMyOJIMKaIHii, B KOTOPBIX OTPa3UIIUCh U
pa3Hble MHEHMS M OIpeleNeHHs, ¥ pa3Hble Hay4Hble IIKOJIBI,
paccMaTpHBaloOIIKe 3TO MOHATHE.

Henb3st He cormacutees ¢ MHeHHeM aBTropa T. O. KykapHHKOBOI O
MIOBOAY TOTO, YTO «AJIEKTPOHHBIC JOKYMEHTHI IO COAEP)KAHUIO M CBS3U C
NPECTYIJICHUEM, TaKKe KaK W OOBIYHBIE JOKYMEHTBI, MOTYT OBITh
TIOJIpa3/ieNieHbl Ha BEIIECTBEHHbBIE [OKA3aTEIbCTBA, NOKYMEHTHI M HHBIC
JOKyMeHThI». CeromHsi 3Ta TeMa CTaHOBHTCS BCE aKTyaJlbHEeH, W He 0e3
OCHOBaHMS.

Boniee KOHKpETHO OTHOCHTEIBHO 3JIEKTPOHHBIX JOKYMEHTOB, KaK
Pa3sHOBHIHOCTH  DJIEKTPOHHBIX  JOKa3aTesJbCTB  Bbickazaics  V.H.
ITonBomoukuii: «INEKTPOHHBIA MOKYMEHT, — MHUIIET OH, — 3TO JIO0BIE
CBEJICHMs, XpaHHMble, oOpadaThiBaeMble M IIepelaBaeMble C IIOMOIIBIO
ABTOMATH3MPOBAHHBIX HMH(QOPMAIMOHHBIX U  TEJIEKOMMYHHKAIIMOHHBIX
CHCTEM, Ha OCHOBE KOTOPBIX Cy[, IMPOKYpOp, CIeI0BaTelNb, J03HABaTeIb B
MOPSAKE, OTPENIEIEHHOM YTOJIOBHO-TIPOIECCYATbHBIM 3aKOHOAATEIbCTBOM,
YCTaHABIMBAET HAIWYUE WIH OTCYTCTBHE OOCTOSTENBCTB, MOJUICKAIIIX
JIOKa3bIBaHUIO MPU MPOU3BOACTBE IO YTrOJIOBHOMY M€y, a TAaKKe HHBIX
00CTOSITENILCTB, MMEIOIIMX 3HAYEHHE VIS YTOJIOBHOT'O JIeJa, IOJy4YeHHbIE C
cO0JII0/IEHNEM TIPOIIECCYAIBHOTO MOPSIIKAa UX COOMPaHusl M NPHOOIIEHHbIE
K YrOJOBHOMY JieJly CHEeIMaJbHBIM MOCTaHOBJIEHUEM (ompeneneHuem)» [7,
C.121].

Ananu3 yactu 2 cratbu 74 YIIK P® u cmexHbIX ¢ Hell craTei
ITOKA3BIBAET, YTO DJJIEKTPOHHBIE [OKYMEHTHI JONYyCKAIOTCS B KadecTBE
JIOKa3aTeNbCTB JIMIIH KaK BEIIeCTBeHHbIE JoKa3arenbeTa (cT. 81 YIIK PD)
u wuHble JgokyMeHTHl (ct. 84 VIIK P®), mpm >ToM Bompoc o
«IPOLIECCYATTM3ALUI» «3JIEKTPOHHBIX JI0KA3aTEIbCTBY» JOJDKEH PEIIaThCs
HE dYepe3 CO3JaHWe HOBOT'O WCTOYHHMKA JOKA3aTElIbCTB UYEPE3 CMEHY
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napajurMbl OKa3aTeJIbCTBEHHOTO MpaBa: JOJDKHA OBITh CO3/1aHa cucTeMa
YTOJIOBHO-TIPOLIECCYANIBHBIX J10KA3aTeIbCTB COCTA3ATENBHOIO YTOJIOBHOTO
cynonpousBojactea [8,C.193].

W3HayanbHO 0oOpaTtuMcsi K TOJKOBOoMY cioBapro B. U. Jlans, u3
KOTOpPOrO  CleAyeT, 4YTO MOJ MpUIaratelbHbIM «BEIIECTBEHHBIN»
MIOHMMAETCS  COCTABICHHBIM WM  OOpa3oBaHHBIH W3  BEINECTBA,
MaTepUajbHbId, JOCTYNHBIM YyBCTBaM HAllUM, T.€. HE JyXOBHBIH.
Nmeromuecss B COBPEMEHHOH YrOJOBHO-TIPOLIECCYalIbHOM JIMUTEpaType
ONpENEICHUS BEIECTBEHHBIX JOKA3aTENbCTB HE MO3BOJAIOT C TOYHOCTBIO
CKa3aTb O TOM, 4YTO aBTOPHl [JAaHHBIX JCPUHUINH B TOJHOH Mepe
OCHOBBIBAIOTCSI ~ HAa  NPHUBEICHHOM  BBHIIIE  TOJKOBAaHMH  CJIOBa
«BEILIECTBEHHBIN.

Bompoc 00 oTrpaHuMYeHMH JIOKYMEHTOB —  BEIIECTBEHHBIX
JIOKa3aTeNbCTB OT UHBIX JOKYMEHTOB SIBIISIETCS CAMOCTOSITENbHOI HaydHOMH
npoOnemoit. st Toro 4toObl AJIEKTPOHHBIM WM OyMaKHBIH JTOKYMEHT
NPU3HATh BEIIECTBEHHBIM JIOKAa3aTeIb.CTBOM, HEOOXOAMMO BBITIOJIHEHUE
JBYX ycnoBuil. Bo-nepBbix, 3adukcupoBaHHas B JoKyMeHTe WHpopmanus
JIOJDKHA YKa3bIBaTh Ha INPECTYIUICHWE KaK «IJIaBHBIA (akT» B mpeaMere
JIOKa3plBaHMs (a HE HA TPUYMHBI W YCIIOBHS, CHOCOOCTBOBAaBIINE
COBEPILICHUIO TIPECTYIUICHUS, XapaKTEPUCTHKY JNYHOCTH OOBHHIEMOTO,
pasmep ymep0a, IMoyIeKaIero Bo3MeIeHno). Bo-sropsix, nHpopManus B
JIOKyMEHTE — BEIIECTBEHHOM JIOKA3aTeNbCTBE JIOJKHA OBITH OOBEKTHBHOM,
TO €CTb TAaKOW, KOTOpas HaIpsMYK OTpa)kaeT NpecTyrueHue. pyrumu
coBaMu, MHGOPMAIHS HE OJDKHA OBITh CIIEICTBUEM BOCIPOU3BEICHHS M3
namsaTi. He mOmMKHO OBITH MPOMEXYTOYHOTO HOCHUTENS HH(pOpPMAIUH B
BUJIE CO3HAHMs 4elioBeka. Hampumep, 3aBefoMo JIOKHOE COOOLIeHHE 00
aKTe Teppopu3Ma, pa3MelleHHOe B MHTEepHeTe, OyAydH MPHOOIIEHHBIM K
YTOJIOBHOMY JIeJTy B BHJIE€ PacliedaTKH, MarHUTHOTO HOCHUTEINS, oTorpadun
WK BHUJCO3AIMCH, CTAHET BEIECTBEHHBIM JO0Ka3aTelibcTBOM [2, c.14].
OpHako B IUTEpaType BCTPEYAETCS MHEHUE, YTO JICKTPOHHBIM JTOKYMEHT
JOIKeH OBITh OTHECEH TOJBKO K NHCBMEHHBIM JIOKA3aTElIbCTBaM.
CTOpPOHHUKY 3TOTO B3IVIs1a NPUBOJAT B CBOIO 3AIMTY CIEXYIOLIEe: KaK U
BEIIECTBEHHbIE  JIOKA3aTENbCTBA,  JJIEKTPOHHBI  JOKYMEHT  HMMeEeT
ONpENENIEeHHYI0 MaTepUalbHyl0 MNpupoay ero Hocurtend. OpHako
BEIIECTBCHHBIC  JIOKA3aTE€IbCTBA — 3TO BEIIM, KOTOpPBIE CIIy)KaT
JIOKA3aTeNbCTBOM CaMH IO cebe, B CHIy ONpEeAENCHHBIX (PH3MIECKIX
CBOWMCTB, a HE B CHJIy 3alle4aTICHHOW HAa HHUX 3HAKOBOH (OyKBEHHON)
nHpopmanun. [103TOMy 3MEKTPOHHBIN JOKYMEHT SBIAETCSA NMUCHMEHHBIM, a
HE BEIECTBEHHBIM JI0Ka3aTEIbCTBOM.
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OpnHako, 4aie BCEro AJIEKTPOHHYIO JIOKYMEHTAIMIO MPUIAaraloT K
YrOJIOBHOMY [IeJly B KATECTOPHM HWHBIX JOKYMCHTOB, IIOCKOJBKY OHHU
BBICTYNAIOT BCErO JIMIIb OTOOpaKEHHWEM OOBIYHOHM JKH3HEAEATEIHHOCTH
KOHKPETHOTO 4YelloBeKa, 0O opraHM3aluy, M He ObUIM CO31aHBI B
npouecce pacciienoBanus. /laHHble CBEJEHUS COOMPAIOT Ha JoCyaeOHOM
MPOM3BOJICTBE CJICAOBATENH, MPOKYPOPbI HIM JIPYrHe YIOJHOMOYCHHbIC
nuna.  ODJIeKTPOHHBIE JOKYMEHTBI MOTYT MOCHYXHTh B  KauecTBe
JIOKA3aTeNNbCTB Ha BCEX ITAlax PACC/IeIOBAHUS: OT OOBUHEHHS B YTOJOBHOM
Jierie 10 00KaoBaHUs BHIHECCHHOTO PEIICHUSI.

IMocne cOopa 0Ka3aTeNbCTB HACTYNACT CAMBIN CIIOKHBIH MOMEHT —
ux npoBepka. CIOXKHOCTh 3aKIHOYACTCS B TOM, YTO OOBIYHO HA YKECTKHUX
JMCKaX W UM TOAOOHBIX HOCUTENAX HMH(GOPMAIMM KOJMYECTBO (hailyioB
U3MEPACTCA 3a4aCTyro JACCATKaMM ThICAY, IMPHUYEM YaCTb H3 HUX —
CHUCTCMHBIC (1)317[.]1])1, YaCTb — MNPUKIAAHBIC MPOrpaMMbl — HX HAJIWYUC
MpeAroaraeT UX MCHOJIb30BaHUE WM W3y4YEHUE, HO Topasfo OOoJbIIyIo
JI0Ka3aTeNbCTBEHHYIO CHIIY UMEIOT CaMH JaHHbIE, TIOJyYSHHBIE C TIOMOLIBIO
9THX MPOTPAMM — U3 HUX MOXKHO OIPEEIHTh, YTO ObLIIO 00BEKTOM PabOThI
KOHKPETHBIX ~MporpamMMm. Takke, JaHHbIE MOTYT OBITH CHPSATAHBI,
3ammppoBaHbl WIKM CTEPThl (MPEJHAMEPEHHO YHHYTOXEHbI). B cBs3u ¢
9TUM HCCIIeIOBaHHE COOPAHHBIX JIOKA3aTENbCTB JIODKHO MPOU3BOIUTHCS
COOTBETCTBYIOIIUM IKCIEPTOM c MOCIIEAYIOICH BbIJaueCH
COOTBETCTBYIOIIETO  3aKiOYeHHs.  [l03TOMy  HEOOXOIMMO  TakKe
HCTIONB30BaTh TaK)Ke JAaHHBIE OIEPaTHBHOW pa3pabOTKH, IONTy4YEeHHBIE
yepe3 TeneOoHHbIE KOMIIAHUH, ITpoBaliaepoB MHTEpHeT U T. J., TOBOpSIINE
0 TOM, YTO C JIaHHOTO KOMIIBIOTEPa OCYIIECTBISIETCSl BBIXOJ B CE€Th, U B
YAaCTHOCTH, OCYILECTBJISAETCS JIOCTYH HEMOCPEACTBEHHO K OOBEKTY
NIPECTYIUICHMUS.

[IporpammHo-TexHMYeckoi  skcmeptm3oit  (IITD)  pemarorcs
CIIeAYIOIIHE 33/1a4H:

1) pacneuaTka Bced WM YacTd HWH(GOpPMAIMH, COJICPKAIICHCS Ha
KECTKHUX JHCKaX KOMITBIOTCPOB W Ha BHEIIHUX MAarHUTHBIX HOCHTEIAX, B
TOM YHUCJIE N3 HETEKCTOBBIX JIOKYMEHTOB;

2) pacriedaTka HHGOPMAIIHH IO OTIPEICIICHHBIM TEMaM;

3) BOCCTaHOBJICHHE CTEPTHIX (AIJIOB M CTEpPTHIX 3amuceil B 0azax
JaHHBIX, YTOUHECHHUE BPEMECHU CTUPAHUA U BHECCCHUA HSMCHGHHﬁ;

4) ycTaHOBIEHHWE BPEMEHH BBOJA B KOMIIBIOTED OIpPEAEIeHHBIX
(haiinos., 3anuceli B 6a3bl JAHHBIX;

5) pacmmdpoBKa 3aKO0IMPOBAHHBIX (aIOB M Ipyroil HHPOpMAITUH,
TpeoIoieHue pyOexelt 3auThI, ToA00p TapoJIeH;
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6) BbIsICHEHHE KaHanoB yreuku uH(opmanuu u3 JIBC, riodansHbIX
ceTell u pacrpezieJIeHHbIX 0a3 TaHHBIX;

7) ycTaHOBJIEGHHME aBTOPCTBA, MecTa IIOJrOTOBKM U crocoba
U3TOTOBJICHUS HEKOTOPBIX JOKYMEHTOB;

8) BbIICHEHUE TEXHUYECKOro cocTostHus u ucnpasHoctd CKT.

Hapsny ¢ sTuMH OCHOBHBIMH 3amadaMu Tmpu mpoBeaeHun [1TD
MOTYT OBITh PEIICHBI 1 HEKOTOPBIE BCIIOMOTATENIbHbIC 3a1aH:

1) omeHKa CTOMMOCTH KOMIIBIOTEPHOI TEXHUKH, INepHu(pepHifHbIX
YCTPOMCTB, MarHUTHBIX HOCHUTENEH, MPOrpaMMHBIX MPOIYKTOB, a TaKkKe
IIPOBEPKa KOHTPAKTOB HA MX ITOCTaBKY;

2) yCTaHOBICHHE YpPOBHA NpPO(ECCHOHANIBHON  IOJTOTOBKH
OTJIEJIbHBIX JIML B 001aCTH IporpaMMupoBanus 1 padotsl ¢ CKT;

3) mepeBoJ IOKYMEHTOB TEXHUYECKOTO COACPKAHMSL.

B 3akimtoueHne He0OXOIUMO CKa3aTh, YTO MHTEPEC 3aKOHOMAATENS K
npoOsieMe 3JIEKTPOHHBIX JI0KAa3aTeNbCTB OYAET MOCTOSHHO YBEJITUYUBATHCS
[0 Mepe MaclITaOHOrO BHEIPEHHS 3JEKTPOHHOI'O JOKYMEHTOOOOpOTa M
KOJIMYCCTBA HCII0JIb3YEMbIX B HEM QJICKTPOHHBIX  JTOKYMCHTOB B
MIOBCETHEBHYIO JKM3Hb rocynapctBa M obOmiectBa. OdeBHAHO, 4To 0O€3
(yHIaMEHTaNbHBIX HaYYHBIX HCCIICIOBAHUHA B 3TOW NMpEIMETHOH 06iacTH
JeATeNIbHOCTh CY/I0OB W IPaBOOXPAHUTEIBHBIX OPraHOB OyIET OCTaBaTHCS
HedPPEKTHBHOM.
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OBbICK KAK CPEJICTBO OTbICKAHUSI,
OBHAPYKEHUS U U3BATHUS DJEKTPOHHBIX HOCUTEJEN
U UHO®OPMAILIUHM HA HUX (IIOATOTOBUTEJILHBIN DTAII)

A.A. Kysneyos, k.10.H., npogpeccop, npogeccop kagheopol
kpumunanucmuxu Omckou axademuu MBJ[ Poccuu
C.B. [lponacmun, K.10.H., 00YeHm, 3amMecmumenb Ha4a1bHUKdA
Kageopul kpumunanucmurxu Omckoti akademuu MBJ] Poccuu
A.F. Coxonos, k.10.H., doyenm kageopul kpumunanucmuxu OmcKot
akademuu MBJ] Poccuu

B HacTosmiee BpeMs YICNBHBIA BeC MPECTyIUICHUHA B cdepe
KOMITBIOTEPHOH MH(pOpManuu (Kak IPaBuUiio, 3TO COBOKYITHOCTb COCTABOB
IIpEeCTYIUIeHNH, MpeayCMOTPEeHHBIX cTaThsiMu 272, 273,274 YK P®)
IIPOAOJKAET OCTaBaThCS HA JOCTATOYHO BBICOKOM YypoBHe. Tak, 3a mepuon
BpeMEHU ¢ sHBaps mo Jekadbps 2014 r. opraHaMu BHYTPEHHHUX el
3apeructpupoBano 1 739 mpectymienuii B chepe  KOMIBIOTEPHOU
nHpopManuu (w3 HEX packpsito 1 321) B 2015 1. — 2 382 (1 213), B 2016 —
1748 (903). 3a mepwoxm c sHBaps mo wmromb 2017 roma opraHamu
BHYTPCHHUX JeNl 3apeructpupoBaHo 1356 mpectymieHuid B cdepe
KOMIBIOTepHON wHpopManuu (M3 HUX packpbito 720). IlpuBeneHHBIE
CTaTUCTUYECKHE JIaHHBIE YKA3bIBAIOT HAa HAJMYHE HCCIEIYeMOH TPYIIIbI
MIPECTYIUICHNH, IMOTYEepPKUBAs TEM CaMbIM aKTyaJbHOCTh MCCIEIyeMOn
TemaTuku. CyliecTByeT U ONpEAETICHHOE KOJIMYECTBO ITyOnuKanuii, B
KOTOPBIX  paccMaTpUBAIOTCA  MNPOOJEMHBIE  BOMPOCH  pabOTBI ¢
KOMITBIOTEPHOW  MHGpOpManued W OTHCIbHBIMH €€  HOCHTENSIMH
MIPUMEHUTEIBHO K  PAcCIENOBAHUIO OTAEIBHBIX BHAOB M TPy
mpecTyIuieHuit [2].

B nacrosiiee Bpemst B X071 paccieoBaHus NPECTyIJICHUH B cepe
KOMITBIOTEPHOW HMH(OpMAIMK, TPOU3BOJS OTACIBHBIC CIICJCTBEHHBIE
JICUCTBHUS, CIIEAOBATENIb CTAJIKMBAETCS C Pa3IMYHOrO poja IMpobdieMamy,
CBSI3aHHBIMH C OTBHICKAaHHEM, OOHAapyXEHHEM W H3BSTHEM 3JIEKTPOHHBIX
HocuTenel n nHpopManuy Ha HUX. Cpean NpovrX, 0OBICK, SBIISETCS OAHUM
n3 3(GQEKTUBHBIX CPEICTB IOJIYYEHHS JIOKAa3aTeJIbCTB — JIIEKTPOHHBIX
HocuTeNnell M MHpOpPMaluM Ha HHUX. TeM He MeHee, pe3yIbTaTUBHOCTh
YKa3aHHOTO CIJIEICTBEHHOTO JIEHCTBHS 3a4aCTyIO 3aBUCHUT OT MOJTOTOBKH K
€ro TMPOBEACHUIO, XOTS W WHBIE JTambl IMPOBEACHUS CIEICTBEHHOTO
JEUCTBUS HE MEHEE BaXKHBIL. VIMEHHO MOJr0OTOBKA HOCHT SIPKO BBIPAXKEHHYTO
cnenu(uKy, 3HAHWE KOTOPOM TO3BOJHUT TOBBICHTH KAadeCTBO |
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Pe3yJIbTaTUBHOCTh OOBICKA, KaK CpPEACTBA OTBHICKAHMS, OOHApYXEHUs W
U3BSITUS AJIEKTPOHHBIX HOCUTEJICH W MH(POPMAIMU HA HUX.

IMon oObickOM TIOHMMaeTcsl IPOBOAMMOE  CJEJOBaTeleM B
YCTaHOBJICHHOM 3aKOHOM MOpPSJKE CaMOCTOSITENIbHOE CIIEICTBEHHOE
JICUCTBHE, HANpaBJIeHHOE Ha OTHICKaHHE, OOHAapyXXEHHE U HU3bIATHE
ANEeKTPOHHBIX HOcHUTener nadopmarmu [1, c. 229-235; 3], MOTymux UMeTh
3HAQUEHHWE JUIA YTOJIOBHOTO Jena. Pe3ynbTaThl NPOBEICHHOTO HaMH
BBIOOPOYHOTO HCCIECNOBAaHMS YTOJOBHBIX JEN ITIOKa3alH, YTO OOBICK Kak
CIeCTBeHHOE JAeHcTBHe, mpoBommics mo 82,8% [4], uro momuepkuBaeT
3HAYMMOCTH HCCJIEyEMOT0 CPEICTBA IIOUCKA JI0KA3aTEIbCTB.

JlesaTenpbHOCT CleIoBaTeNsl Ha MOATOTOBUTEIBHOM 3Tame OObICKa,
HaNpaBJCHHOTO Ha OTHICKaHUE, OOHAPYKEHHE U H3BITHUE DICKTPOHHBIX
HocuTeNiel U MH(pOPMAIUK Ha HUX, MOMHMO OOINUX [5], COCTOUT U3 psma
cneuuduyeckux aeicrauii. K Takum criepyer oTHecTH:

1. ®opmupoBanne HH(pOPMALMOHHOrO o00pa3a  HMCKOMOIO
odbekTa. Kak Obulo ykazaHO paHee, OOBICK SIBJISE€TCS OJHHM M3 CPEJCTB
OTBICKaHMsI, OOHApPYKEHHS ¥ W3bATHS OJCKTPOHHBIX HOCHTENEH U
nHpopmannu Ha HuX. [ToaTOMY IUTS ClletoBaTE s BaXKHBIM SIBISIETCSI BOTIPOC
0 MPU3HAKaX UCKOMOTo 00bekTa. OT TOro, HACKOJIBKO YETKO CIJIEI0BATEITIO
yractcsi chOpMHpPOBATH B CBOEM CO3HAaHMHM HH(OPMAIMOHHBIA 00pa3s,
3aBUCHT pEIICHHE TIIOCTaBJICHHON miepen oObickoM 3amaun. [Ipm sTOM
1IeNIeco00pa3Ho  ySICHUTh CTENEHb JIETAIM3alUHM ITPH3HAKOB HCKOMOTO

o0ObekTa, a TaKxKe YYUTHIBAaTh BO3MOXHOCTb MaCKHPOBKH
COOTBETCTBYIOUIMX MPU3HAKOB IOJ IPYTOi OOBEKT.
PesynbraTst aHaJm3a YTOJIOBHO-TIPOLIECCYAIBHOTO

3aKOHOJATEIbCTBA MO3BOJISAIOT OUYEPTUTH CTENEHb JeTaIN3aluy IPU3HAKOB.
Tak, 4. 1 ct. 182 VIIK P® 3axpemnsieHsl CIOBOCOYETaHHS «B KaKOM-ITHOO
MECTe», «y KaKOro-IMOO JHIa», «OpyIus MPECTyIJICHHS, NMPEIMETH U
JOKyMEHTBI». HeomnpeneneHHOCT, OZHMX W OOWMH XapakTep IpYrux
JI03BOJISIFOT HaM OTPAaHMYMTh XapaKTEPHCTHKY HMCKOMOTO OOBEKTa JIHIIb
o0mumK Tpu3Hakamu. Hanpumep, m1s npoBeneHHs oOObICKa OyneT
JOCTaTOYHBIM 3HAaHME TOTO, YTO MCKOMBIH OOBEKT — 3JIEKTPOHHO-
BBIUUCIIUTENbHAS] MAllMHA, NEPCOHAIBHBIA KOMIBIOTEP, KOMIBIOTEPHBIE
MIPOrpamMMBl U T.II.

B 2004 roay HEYCTaHOBJIEHHOE R10700 (e} MOJIYYHIIO
HECAaHKLMOHUPOBAHHBIH JOCTYNl K OXPaHAEMON KOMIIbIOTEPHON Y4YETHOH
nHpopManuy, TPUHAJISKANISH OpraHM3aIi: K HHAUBHIYAILHOMY
JIOTHYEeCKOMY UMEHHU «guser20» ¥ Mmapoiro, OCYIIECTBHB UX KONHUPOBAHUE.
ITocne vero ¢ MCNOIB30BAHMEM MOJEMA M IIEPCOHAIBHOIO KOMIIBIOTEpA C
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YCTaHOBJICHHBIM Ha HEM IPOIPaMMHBIM OOECIIeYeHHEM IOAKIFOYMIOCH 10
TeneoHy K riobanmbHOM cetn VIHTEpHET OT WMEHHM JIerajbHOTO
nosip3oBarens. [1o maHHOMY (akTy ObUIO BO30YXXICHO YTrOJIOBHOE [EJIO.
CnenoBarenb, ycTaHOBUB HOMep TejieoHa (M aJpec ero HaxXOoXICHHs), C
KOTOPOT'0 OCYIIECTBISIOCH MOAKIIOUEHHE, a TaKKe MOJYyYUB CBEJEHUS OT
cnenuanucta 00  00sA3aTENPHOM  TNIPHIMEHEHHH ISl COBEPIICHUS
MIPECTYIUICHUSI TEePCOHAIBHOTO KOMITBIOTEpA, MOIEMa W TPOTPaMMHOTO
obecrieueHHs, TPUHSI peIIeHHe O TMPOBEACHHH OOBICKa MO0 MeCTy
HaxoXXJeHnss HoMepa Tenedona. CremoBaTellb BBIHEC ITOCTAHOBJICHHE, B
KOTOPOM XOIATaliCTBOBAJl TEepel CYAOM O TIPOW3BOACTBE OOBICKA B
KIJTAIE. 37ech JKe B Ka4eCTBE MCKOMBIX OOBEKTOB CIICHOBATENb yKa3all
«MIEPCOHAJBHBIN ~ KOMIBIOTEp M  TUOKME  MarHuTHble  JUCKH C
KOMIIBIOTEPHBIMH IIPOTpaMMaMu».

Kak moka3pIBatoT pe3ysibTaThl U3y4eHHs NMPAKTHKH PaccieTOBaHUA,
B TIporecce OOBICKa W3BIMAIOTCS, KaK IPaBHIIO, DJIEKTPOHHBIE HOCHTEIH
nHpoOpMaLNY CIEAYIOIUX BUIOB!

— CUCTEMHBIH OJIOK TEepPCOHAIBFHOTO KOMIBIOTEpPA, B TOM YHUCIE C
HAXOIAINMCS B HEM JKECTKUM ITUCKOM (43,7% yromOBHEIX JeN);

CucTeMHBII OIIOK TpeIHA3HAYCH IS XpaHEHHUS W 3aKpeIUICHUS
KOMIUTEKTYIONINX 3JIEMEHTOB MEPCOHAIBHOTO KOMIBIOTEpa (CHCTEMHOM
IUTaTBI, TpOIleccopa, MOAYJCH ONMepaTUBHON MaMATH, OJIOKa MUTAHHUSA WU
1.1.). Kopmyc cuctemHoro 0Oioka mMMeeT, Kak IPaBHIO, BEPTHKAIHHYIO
koHCcTpyKuuio (Desktop). DnemMenTaMn cucTeMHOT0O 0JI0Ka MOXHO Ha3BaTh
maccu (KOpIycC), a TakXke MEepelHIo, 3aJHI0I W OokoBble CTeHkH. Ha
nepeHeld CTEHKe HaXOIWTCS JIMIEBas IaHelb, Ha KOTOPYIO BBIBEIEHBI
KHOIIKM yHpaBiieHHs1 (KHONKM BKJIIOYEHUsI/TIepe3arpy3ku ONepalnruoHHO
CUCTEMBI), JUCKOBOJ MIJisi TMOKOrO MAarHUTHOTO JMCKa W/MJIM KOMIIaKT-
nucka, a paBHO mopTel USB. BoKOBBIE CTEHKH HE MPEACTAaBISAIOT UHTEPEC,
TaKk Kak B CTaHJapTHOW cOOpKe He colepkaT Kakux-nmubo neraneil. Co
CTOPOHBI 3aJHEHl CTEHKM MOXXHO HaOJIOJaTh ClEHHUaIbHBIE Pa3beMbl IS
MOJKIIOYEHHs] BHEIIHUX YCTPOUCTB — MOPTOB, KAXABIM U3 KOTOPBIX UMEET
cBoe HasHayeHue (Hampumep, pasbeM LAN npennasHadeH Juis
TIOJIKJIIOYEHHS K JIOKAJIbHOW CeTH W/WiH riobanbpHoi cetn ViHTepHeT).

XKectkuii  auck  (BCTpPOEHHBIH BHYTPH CHCTEMHOro  0JIOKa)
MIpegHa3HAYeH U XpaHeHUS KOMIBIOTepHOH nHpopmarin. JKecTkuii Juck
M3HYTPH TOApAa3JeNsseTcss Ha TpH OJoKa: XpaHwiHile WHPOPMAUU
(CTexJIsIHHBIE WM METAJUIMYECKHe IHCKH), «MEXaHUKy» (OTBeHaeT 3a
MMO3UIMOHUPOBAaHUE JHCKOB W TOJOBOK, BpalleHHe IWNCKOB) U
(OQNEKTPOHUKY» (COACPKHUT MHUKPOCXEMBI, OTBEYAIOIIHE 32 00pabOTKy
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JaHHBIX, KOPPEKIHWIO OINMOOK M YIpaBIeHHE MEXaHWYECKOH 4YacThio;
COJICPXKUT KAII-NIaMATh). [Ipu ycioBuu, eciau pedb HAET 00 HCIpPaBHOM
KECTKOM JHCKe, CJIeJOBaTelb C BHEIIHEH CTOPOHBI MOXET HalmoaaTh
(dopMy M Marepuall ero Kopiyca, a TakKe pa3beMbl (Ui COeIUHEHUs
KECTKOTO JIMCKa IOCPEACTBOM Kalessi C CHUCTEMHOH IUIaToH M OJIOKOM
TIUTaHUA);

— onrrrdeckuit auck (39,0% yroioBHBIX 1en);

Onrtuueckuif  OUCK TPEACTaBIAET COOOM INIOCKYI0 IITACTHHY
kpyrnoit  ¢opmer. OmHa CTOpOHAa TMpeNHAa3HAa4deHa Uil 3amucH (B
3aBUCHMOCTH OT BHJIa ONTHYECKOTO JWCKA JUIA 3allUCH MOXET OBITH
NPeAHa3HAYECHO JIBE CTOPOHBI), Ha3HA4E€HHE JPYyrod — COOONIUTH
MOJIB30BATENI0 MOJIE3HYI0 HMHpOpMaluioo. B kadecTBe mociienHei MoryT
BBICTYNIaTh CBEICHHMs O TOproBod Mapke wusrorourens (Verbatim),
¢dopmare (DVD+R) u emroctu mucka (4,7 ['6), MakCUMaIbHOW CKOPOCTH
yTteHus (16X) 1 MakCUMaIbHOM IMPOJOIKUTEIEHOCTH 3alIMCAHHOTO BUIEO B
omnpeneneHHoM ¢opmare (120 MuHyT);

— MEepPCOHANIBHBIN KOMIIBIOTEpP, B TOM uyHciae HOyTOyk (32,8%
YTOJIOBHBIX J€M);

[lepcoHaTBHBIN KOMITHIOTEP — COOMPATENBHBIA OOBEKT, COCTOSIIHI
13 MOHHUTOPA, CHCTEMHOTO 0JIOKa M yCTPOWCTB yIpaBJIEHUs U BBO/IA/BBIBOIA
nHpOpManuu (MBI, KIABHATypa). AHAJIOTHYHBEIM 00pa3oM YCTpOeH
HOYTOYK, TOJIBKO BCE Ha3BaHHBIE YacTH OOBEIMHEHBI B OJHO yCTPOWCTBO.
OtMmeTum, 4TO, MO OOIIEMY MPaBUILy, NPAKTHKA U3BITHUS MEPCOHAIBLHOTO
KOMIBbIOTEpa IEIUKOM (32 HCKJIIOUEHHEM HOyTOyKa) Heleaecoo0pasHa.
Benp cnepoBarenss mo Ooublleil yacTH MHTepecyeT HHGpOpPManus Ha
AJIEKTPOHHBIX HOCHUTEISIX, KOTOPbIE MOXHO U3bsITh OTAENILHO. BMecTe ¢ Tem
U3BATHE CJEel0oBaTeleM IIEPCOHAIBHOIO KOMIIBIOTEpa LEJIUKOM, B
OTAETBHBIX CIydasX, MOXKET OBITh MPU3HAHO IENeCO00pa3HBIM (HAIIPUMED,
JUISL  TIOCJIEAYIOIIEH OKCIEPTH3bl C IIEeIbI0 YCTAHOBJICHUS MeEXaHHW3Ma
COBEpLICHUSI IPECTYITHBIX AEHCTBUIN);

— xapra mamsata (67,1% yronoBHbIX nen). JlaHHBIH HOCUTENIh HMECT
NIPEUMYIIECTBEHHO TPSIMOYTOJbHYIO M KBajpaTHylo (opmbl (MOryT
IIPUCYTCTBOBaTh crier¢uueckre (Gopmsl cTopoH). Ha nmueBoit cropone
KapThl oToOpakaercs ee popmar (Memory Stick), emkocts (4 '0) u Monens
(Scan disk Ultra IT).

IToMuMoO cka3aHHOTO, OOpaTUM BHHUMaHHE Ha TO, YTO B €IMHHYHBIX
clyyassiX — M3bIMQIUCh  JHCTBI OymMard C  pacrevyaTtkod  TEeKCTOB
KOMITBIOTEPHBIX porpamm, CIpaBOYHAs auTepaTypa (mo
MPOTPaMMHPOBAHUIO, TEXHHMYECKHM  XapaKTEPUCTHKAaM  3JIEKTPOHHBIX
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HocHuTenell MHpOpMalMU W JPYrUX SJIEMEHTOB KOMIBIOTEPa), COTOBBIC
Tesie)OHBI M KapThl MTaMsITH.

Kpome Toro, mnenecooOpa3sHO NONYyYUTh CBEACHHS O KaTErOpuu
nHdopmanuy, o0padaTHIBAEMOH € TOMOIIBIO CPEACTB KOMIIBIOTEPHOI
TEXHUKH W/WIM HaXOAALIEHCs Ha SJIEKTPOHHBIX HOCHTEIsIX. B wacTHOCTH
pedp MoXeT HuATH 00 OOUIeNOCTYNHBIX W/WIH KOH(HUICHIHATLHBIX
cBeneHMsAX. Ecmm ciegoBaTenh HMMEET CBEAGHMS O TOM, 4YTO Ha
IEKTPOHHBIX HOCHTENSIX MOXET TPHCYTCTBOBATh  OOMLIEOCTYyIHAS
nHpopmanus, TO 3TO HE TpeOyeT MOMOJIHHUTENBHBIX MEp Ha JTame
MOATOTOBKA. B  mpoTMBHOM ciydae ciemoBaTellb JIOJDKEH OynmeT
NIPEATIPUHSTE ACHCTBUS, HalpaBICHHbIE HAa CAHKIMOHUPOBAHUE H3BSTHS
AJIEKTPOHHBIX HOCUTENEH, COJIepIKAIMX OXPaHAEMYIO 3aKOHOM TaiHYy.

B pesynbrare u3ydeHus HaMH YTOJOBHBIX JieJ1 ObUIO YCTaHOBIIECHO,
4yro GoJjblIas 4acTb OOBICKOB MO fejiaM, rjie (UIYypUPYIOT SJIEKTPOHHBIC
HOCHTENH, IPOBOINIACH B XKHJIOM noMenieHnH (1o 45,3% yroJoBHBIX Aen).
[MosToMy crnemoBarens, 1o oOMmIeMYy IIpaBUly, HOMHMO BBIHECEHUS
MOCTAHOBJICHUS JIOJDKEH IOJYYUTh CyneOHOe pellleHne Ha HPOU3BOJCTBO
oObicka. Kpome kak miast 0ObICKa B XKHIJIMINE 3aKOHOJATENb HE TPEOyeT OT
cienoBaTels morydeHust cyaeoHoro pemenus (crater 29 u 182 VIIK PO).
BMmecre ¢ Tem, mosrydeHHE AAHHOTO DEIICHHS HEOOXOJMMO B CHUTYaLlUH
MIPOBEJICHUsI OObICKa B OaHKaX M WHBIX KPEOUTHBIX OPTraHM3ALMIX IS
U3BSITUS IPEIMETOB M JOKYMEHTOB, COJEpIKaIlNX HHPOpMaNNIo 0 BKIAaX
n cuerax (cucremHoe paccmorpenune YIIK P®, ompenenenue
Koncrurynmonnoro Cyna P® ot 19 suapsa 2005 roga Ne 10-O). Cnenys
9TOi JIOTHKE, MOXKET BOZHUKHYTb LIEJIECO00PAa3HOCTh MOMYYEHUsI Cy1e0HOTO
peleHust IS MPOM3BOACTBA OOBICKA B IOMEIIEHHH KOMMEpPYeCKOn
OpraHM3aliM, €Clii pedb HUIET 00 HU3BATHHM DJICKTPOHHBIX HOCHTEINEH
uHpoOpMaLKK, MOTYLIMX COIEpXKaTh, HANpPUMep, KOMMEPYECKYI0 TaiHy.
OnHaKo, CUUTaeM JAHHYIO TO3UIHMIO JUCKYCCHOHHOHM. Tak, B MpOTHBOBEC
MOXET OBITh OTMEUYEHO, 4YTO OOBICK IPEAINoJaraeTcss B OTHOIICHUH
«HapymmTenei». [loaTomy (akT MU3BATHS y HUX HCKOMBIX OOBEKTOB HE
BEJET K HapylLIeHWIO IpaB. BbleMka jke Ipearnosaraercs B OTHOIICHUH
«3aKOHOIIOCIYIIHBIX TpaXkJaH», I0ITOMY HU3BITHE Yy HUX OOBEKTOB
00yCIIOBITBAET IOTyYEHHE CY/IEOHOTO PEIICHNS.

3aMeTHM TakKe, YTO B X0JIe 00ObICKa MOTYT M3BIMATHCS IPEAMETHI 1
JOKYMEHTBI, U3bsThIe U3 00opoTa (dactsk 9 crateu 182 VIIK PO).

[Tpu u3yueHun MaTepHaioB NMPAKTUKK HAMU ObLI OOHAPYKEH JIHIIb
OJMH CIIydai, KOraa B XOA€ OOBbICKAa M3BIMAIIMCh MPEAMETHI M JOKYMEHTHI
cormacio vactu 9 crateu 182 VIIK P®. Opmako 3T0 HEe O3Haydaer
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OTCYTCTBHUE BEPOSITHOCTU NpuMeHeHust yactu 9 ctatbu 182 VIIK PO. Tax,
HEMpaBOMEPHBIH  JIOCTYIl K KOMIBIOTEPHOH HMHGOPMAIMM  MOXKET
OXBaThIBaTbCsl ~ OJAHUM  YMBICJIOM C  NYOJNMYHBIM  TIPH3BIBOM K
OCYILECTBJIEHUIO dKCTPEMUCTCKON aesaTenbHocTH (cTathd 280 YK P®). B
cooTBeTcTBUM co cTatheit 13 @3 PD ot 25 urong 2002 roga Ne 114-D3 «O
MIPOTUBOAEUCTBUU 3KCTPEMUCTCKON IEATENBHOCTI» Ha TeppuTopuu Poccun
3alpeliaroTcsl M3JaHWE W PAcIpoOCTPaHEHHWE  MEYaTHBIX,  ayAuo-,
ayAMOBH3YaJdbHBIX M WHBIX MaTEPHANIOB, COAEPKAIINX XOTsA ObI OAMH W3
MIPU3HAKOB O3KCTpeMH3Ma. TakuMm o00pa3oM, CIeqoBaTelb IOJKEH OBITH
TOTOB OLEGHUTH OOHApY)KCHHBIE MaTepuansl (B OyMakHOW W/WiH
JIEKTPOHHOH (opMe) Ha peIMET HATMYMS B HAX NPU3HAKOB SKCTPEMU3Ma
(HaruCcTCKasg CUMBOJIMKA U T.J.) C TOCIIEIYIOIUM U3bATHEM TaKOBBIX.

Ho6aBum, uto ¢ 1 cents10ps 2012 rona Berynuia B cuiny @3 PO or 29
nekadbpst 2010 roma Ne 436-d3 «O 3zamure jgeteld oT HHGpOpMAIWH,
NPUYUHAOLIEH BpEl HUX 300pOBBIO U DA3BUTHIO». B COOTBETCTBUHU CO
cratbsiMu S5 u 11 paHHOrO 3aKoHa, 3ampemiaeTcss o0OpOT OTIEIbHON
nHpopManOHHOH MPOAYKIUHI (mampumep, HOpHOTrpaUIECcKOro
XapakTepa). YUuThIBas TOT (PaKT, YTO yXKE B HACTOSIINI MOMEHT NPAKTHKA
CTAJKMBACTCS C COBOKYHNHOCTBIO IIPECTYIUIEHHH, IPEIyCMOTPEHHBIX
cratbssMu 272 u 242 YK PO (242.1 — B oTHOHmICHWH HU300paKeHUN
HECOBEPIICHHOJIETHUX), JOIMYCTHMO IIPOTHO3MPOBATh, 4YTO CIIEIOBATEIb
JIOJDKEH OBITh TOTOB U3BIMAaTh MAaTEpPHAIIbI, K IPUMEPY, HOPHOTPaPHUIECKOTO
xapakTepa (B OyMa)KHOU W/WITK DJIEKTPOHHOH Qopme). B mro0om ciydae, He
MOJUIEXKHUT H3BATHIO B Topsiake dbacth 9 craten 182 VIIK PO
KOMIIBIOTEpHOE 000py/IOBaHHE, B TOM YHCJIE CHCTEMHBIE OJIOKH C
KECTKMMH JHUCKaMH, TaK KaK 3TO HapymaeT KOHCTUTYLHMOHHOE IPaBO Ha
HENPUKOCHOBEHHOCTh ~ YacTHOH  coOcTtBeHHocTH  (ctatbm 35, 55
Koncrurymun PO).

WnTepecHo, HO NpakTUKE W3BECTHBI OTACIbHBIE CIydad, KOrjaa B
xozne oObicka 1Mo pgenam, rae (UrypupoBaM BIIEKTPOHHBIE HOCHTEIN
nH}opManny, JOMOJHUTEIHLHO H3BIMAINCH HE CBOWCTBEHHBIE OOBEKTHI.
Hampumep, mno yrojoBHOMy Jeny 00 M3TOTOBJIEHHHM Tele(OHOB-
«IBOHHMKOB» B KBapTHPE I10JI03PEBAEMOT0 OBLIT U3BAT ra30BbIi MUCTOJIET.

2. Onpenesienne BpeMeHH H MecTa o0bicka. [lo mpectymneHusM,
rae  (GUrypupyroT SJCKTPOHHBIE HOCHUTENH, OCYIIECTBISIETCS O0OpOT
KOMIBIOTepHOH mHOpopmanuu. [lanHas wmHDOpMAIs MOXeT OBITH JIETKO
YHHYTOXEHA I U3MEHEHA JIUIIOM, HMEIOIINM 3HaHWS, YMEHHS WM OIIBIT B
obmactu 000poTa KOMIBIOTEPHBIX TexHojioruil. IlosTromMy mnposeneHue
00bICKa B CBSI3M C OOHApY)XCHHEM WU BO3MOXXHOCTBIO OOHApYKECHUS
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9JIEKTPOHHBIX HOCHTENICHl HOCUT HEOTJIOXKHBIN XapakTep (0cOOEHHO, Koraa
peub UAET O «CETEBBIX)» MPECTYIUICHHS).

IIpn 3TOM MOTYT OBITH IMOJIy4EHBI OCHOBAHHUS JUIS HPOBEICHUS
oObICKa B CBS3M C BO3HMKHOBEHHEM HCKIIIOUHUTEIBHBIX CIIy4aeB, He
TepIALINX OTJIaraTesascTBa (4acTsh 5 crateu 165 YIIK PO):

— BO3HHKHOBGHHE OCHOBAaHMII B XOA€ IPYIHX CIEICTBEHHBIX
neicreuil. Hanpumep, /., ucnons3ys mpaBo IOCTyla K JIOKaJbHOW CETH
OpraHW3allM, HMes 3HaHUS M YMEHHA B OOJACTH KOMIIBIOTEPHOTO
MPOTPaMMHPOBAHUS, CO3JaJ  BPEIOHOCHYIO IIPOTPaMMy  «CKPHIITY,
3aBEIOMO  MPHUBOJAIIYI0O K  HECAHKIMOHWPOBAHHOMY  YOAJCHHIO
nHpopManuu u HapymeHuro paborsi DBM (1. Kemeporo). Ilocme dero
MOJKIIFOUMIICA K ceTH MIHTepHET U ¢ UCIOIb30BaHUEM YIaIeHHOTI'O JOCTyIIa
M Ha3BaHHOW TIPOTrpaMMBl IPOM3BEN M3MEHEHHS KOAa IpOrpaMMm
OpraHM3allid MO0 Yy4YeTy BpeMeHH paboThl u o0beMa IOJy4eHHOU
nHdopmanmu  (cereBoro  Tpaduka)  mosb3oBartenei  VHTEepHETOM
(mociencTBus — yHUUTOXKeHHE H(opManuy, HapyuieHre pabotst OBM). B
IpoIiecce paccielOBaHUs CJeloBaTeNb JOMPOCUI B KauecTBE CBHIETENS
CHCTEMHOTO aJIMUHHCTpATopa TIOCTpaaBIICH OpraHU3aLHH.
AZMUHHCTpATOp, Cpeay IPOYero, MOSICHWI, YTO HPH HM3YYEHHH CIIEIOB
HENpPaBOMEPHO JI0CTyNa UM ObUIO OOHAapyKEHO WM IOJb30BaTeNs MOA
nmormHOM Replay 5, a taxxke tenedonubIii HOMep. C maHHOTO HOMeEpa ¢
NIPUMEHEHNEM MozieMa ObUIO OCYIIECTBIICHO HMOACOEAMHEHHE MIPECTYITHUKA
K cern opraHmzanud. Panee B opraHmzanuu pabotan JI., KOTOpBIi
HCTIONB30Baj Ha3BaHHBIM JoruH. Kpome »storo, TtenedoHHBII HOMeEp
npunaanexut [[. CremoBaTens, yunThiBas riaybokue 3HaHus [I. B obmactu
obopoTa KOMITBIOTEPHOM nHpOpMALIUT U BO3MOYKHOCTb
HE3aMEUINTEIbHOTO  YHHYTOXEHHS UM CJEJOB  MPECTYIUICHHS,
HaXOJAILINXCS B DJICKTPOHHO-IN(POBON GopMe, MOT ObI IPUHATH PEUICHHE
0 MPOBEACHUU 00BICKa B mopsike yactu 5 crathu 165 YIIK PO;

—B 3aBUCHUMOCTH OT Xapakrepa (0OCTaHOBKHM) COBEPIIEHHOTO
mpectymieHus. Hampumep, DOpoMCXOAMT — peanu3anusi — pe3ylbTaToB
ONEpaTUBHO-PO3BICKHON JAEATENILHOCTY B OTHOIIEHHH OPraHU30BaHHOMN
NPECTYIIHOW  TPYNIBI,  CHELUAIM3UPYIONIEHCS HAa  HCIOJIb30BaHUU
BPEJOHOCHBIX HpOrpaMM Ui HapymeHus padorsl O9BM, cucremsr 9BM
nnn ux cetr (DDOS-atakn). CnencTBeHHO-ONIepaTUBHAS TPyMIa MPUObLTa
Ha MECTO BEpOSATHOTO HAXOXICHUS KOMITBIOTEPOB, C MOMOIIBI0 KOTOPBIX
COBEPIIATHCH MPECTYIUICHHS, OTHAKO TAKOBBIE TaM OTCYTCTBOBANIH (HO €CTh
cienbl n3 HaxoxneHwus). CriemoBaTellb MO BO30YXICHHOMY YTOJIOBHOMY
JieTTy MOXKET IPUHATH PEIICHNE O MPOBEACHUH OOBICKA C IIETBI0 OTHICKAHUS
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Ha3BaHHBIX OBM wW/WimM 9NEeKTPOHHBIX HOCHUTENEH, NPOrpaMMHOTO
obecriedeHwsl.

Tak, B urone 2009 roga A., ABISACh €TUHCTBEHHBIM YYACTHUKOM H
qupexktopoM OO0  «M3ympyaHbIli Topox», HMes NpAMOM yMBbICed,
HampaBJICHHBIH Ha OCYLIECTBICHHE HE3aKOHHOHM NpeanpUHUMAaTeIbCKON
JeSTeIbHOCTH 0€3 CHECHHANBHOTO pa3pelleHHs, C LEeNbI0 H3BICYCHUS
J0X07a B 0000 KPYITHOM pa3Mepe, IO BUIOM MIPOBEACHHUS BCEPOCCHICKOMH
cTuMynupylomen jgorepen «Crnamkas XU3HB!» HE3aKOHHO OCYIIECTBISLIA
MIPEeOIPUHIMATEIBECKYIO EATEIFHOCTh 0 OPTaHW3ald W IPOBEICHUIO
a3apTHBIX UTP C HCIIOJIF30BAaHHEM WTPOBBIX aBTOMATOB B WIPOBBIX 3ajiax.
B pesynbrare mpecTynHbIX AEWCTBHHA A. MOJydua AOXOJ B KPYHHOM
pasmepe (1. OMmck). B mporecce pacciemoBaHusi cieqoBaTellb MPOU3BEN
BBIEMKY WIPOBBIX aBTOMAaTOB M3 HIPOBBIX 3aJioB. B Xxome nmompoca
cBujeTeNel M COTJIACHO  pe3yjibTaTaM  ONEpPaTHMBHO-PO3BICKHON
JeATEIbHOCTH OBUIO YCTaHOBJICHO, YTO B IOMELICHUSIX HIPOBOrO 3aja
HaXOJAUTCSl ONpEENICHHOE KOJIMYECTBO HIPOBBIX aBTOMATOB C 3a/JaHHOM
xapakTepucTukoi. C eNbl0 U3bSITUS JaHHBIX aBTOMATOB OblLa IpOBEACHA
BbleMKa. OJJHAKO B WTPOBBIX 3alaX OBUIM OOHAPYXKCHBI HE BCE HIPOBBIC
aBtomaTel. CrenmoBaTenb, yYUTBIBAsS ~ yKa3aHHOE  OOCTOSITEIHCTBO,
HEe3aMEINTEEHO TPOM3BENI OOBICK B WIPOBBIX 3ajJaX, B XOJe KOTOPOTO
0OHAPYKUIT U U3BSIT HCKOMBIC HTPOBBIC aBTOMATHL.

Bribop BpemMeHH TIpoBelEeHUS OOBICKA 3aBHCHUT OT  psza
oOcrositennbcTB. Tak, Bpemsi NpOBeIeHHsT OObICKA MOXET 3aBUCETh OT
MOCTIEIOBATENbHOCTH JEHCTBUI ClleZloBaTeNsl, MPEAIIECTBYIOMNUX OOBICKY
(Hampumep, BBIOpaH TAKTUYECKHA MPHEM «BHE3AMHOCTh OOBICKA», U
CJIeI0BaTeNIb MPEABAPUTENIFHO TPUIJIANIaeT OOBICKHBAEMOE JIUIO SKOOBI
JUIL JOIpOCa; B ATOM Ciydae MPOHM3BOJCTBO OOBICKA IUIAHHUPYETCS IOCIe
TIPUOBITHS 0OBICKMBAEMOTO JUIIA Ha Jompoc). Kpome 3Toro, Bpemst 0ObICKa
U €ro MpOJOKUTENBHOCTh 3aBUCUT OT BO3MOXHOCTH YYacTHs OTJENBHBIX
mn  (mpoBeleHHe oOObIcKka ¢ ydactueM okcnepra OBJ] B kauectBe
CHeLuaIncTa MOXET OBITh 3aTPyJHEHO BCIICACTBHE 3arpyKEHHOCTH
MTOCJICIHETO).

JlonoyHUTENPHO — 11e71€C000pa3HO  IMOJYYUTh CBEJCHHS O MecTe
IIPOBEJICHUS OOBICKA:

—0 pexuMe (QYHKIMOHUPOBaHUS OOBICKMBAaEMOTO MecTa. B
YAaCTHOCTH  JKEJAaTeNbHO  OMPENENIUTh  PEeXKUM  pabOThl  OOBEKTa,
XapaKTePUCTHKH TEXHUUECKUX CHCTEM OXPaHBbI,

—00  HWCTOYHHWKAax  JJEKTPOIUTAHUS,  HCHOIB3YEeMBIX  JUIA
obecriedeHusi pabOThI CPEACTB KOMIBIOTEPHOW TEXHUKH Ha MECTE OOBICKA.
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B yacTHOCTH XKenaTeIbHO YCTAHOBUTH UX THH (3JIEKTPOCETh, aBTOHOMHBIE,
OecrniepeOoiiHble, KOMOMHHPOBAaHHBIE), a TaKK€ MECTO PAaCIOJOKEHUS
ITYHKTOB 00€CTOYMBAHNS;

—0 CpeAcTBaxX KOMIIBIOTEPHOW TEXHUKH, KOTOpbIE MOTYT
HaXOJMThCSI B MecTe OObICKa Ha MOMEHT €ro nposeneHus. B wacTHOocTH
JKEJNATeIbHO YCTAHOBUTh XapaKTEPHCTUKY TaHHBIX CPEICTB;

—0 cmocobax 3aluThl CPEINCTB KOMIIBIOTEPHOH TEXHHKH U
nHGOPMAIUK Ha HUX OT HECaHKIMOHHPOBAHHOIO AOCTyma. B wactHOCTH
XKEJATEIFHO YCTAaHOBUTB BUIBI M XapPAaKTEPUCTUKH NPHUMEHSEMBIX CIIOCOO0B
3aIIUTHI, & pABHO JaHHbIE, TO3BOJLIOIINE IPEOIOIETh CPEICTBA 3AIHTHI;

— 0 CpEeICTBax CBS3M W TEICKOMMYHHKALWH, NMPUMEHSIEMBIX I
obecrieueHuss  pabOTBl  CPEACTB  KOMIIBIOTEPHOH  TEXHMKH  W/WIH
nHpopmManmoHHoro oOMeHa Ha MecTe OObICKa. B 4acTHOCTH KenaTelbHO
YCTaHOBUTH 1504 THII, KaTeTOpHIo (oOuenocrymnHsie 3810
KOH(UACHIIMANILHBIE) U APYTHE XapaKTEPUCTHUKH.

3. Onpenenenne Kpyra y4acTHMKOB oObicka. K ygactuio B
0OBICKE 1eJIecO00pa3HO MM HEOOXO0AWMO (B 3aBUCHMOCTH OT CHUTYAallWH)
NPUTJIACUTB!

— crenuaicta (0OHapyKeHHUE 3JIEKTPOHHOI'O HOCUTEIIsS, BOCIIPUATHE
ero MHPOPMALMOHHOTO CO/ICPKAHUS U T.1I.);

— COTPYAHUKOB OPraHOB BHYTPEHHUX JeJ (IIPOHUKHOBEHHE, OXpaHa
MIOMELICHHS, NpeoTBpaLIeHHEe NPOTHBOJCHCTBUS CJIEICTBEHHO-
OTIEpPaTUBHOM TpyMIIe);

— COTPYJHUKOB OINEPaTUBHBIX IOJPA3ACICHUI, B TOM 4HCIE
CIICHUAIUBUPYIOINUXCA Ha OHCpaTHBHO—pO?,LICKHOﬁ ACATCIBbHOCTH 110
NPECTYIJICHUsIM B cdepe KoMIbIoTepHO uH(opmauuu (comeicTBue B
MTOUCKOBBIX JEHCTBUSAX);

— IOHATBIX (}IOJ’[)KHLI 6BITB, KakK MHUHUMYM, [&:1218%1107¢8 B
KOMITBIOTEPHOW TEeXHWKE U TOpsAAKe paboThl HAa HeW Ha ypOBHE
TI0JIb30BaTeneil);

— MO0, B  IOMEUNIEHMH  KOTOPOrOo  IPOBOAWTCA  OOBICK
(COBEpILICHHOJIETHUX WICHOB €r0 CEMbH), €T0 3aIlMTHUKA WM aJJBOKATa;

— MpEeJICTaBUTEIISl OPTaHU3AIMH, B TOMEIIEHUH KOTOPOI IPOBOJIUTCS
00BICK.

4. Coop cBeaeHuii 00 oObickuBaemMoM Jauue. Hammume y
cienoBatesisi WHGOPMAIMU O JUYHOCTH OOBICKUBAEMOTO CIIOCOOCTBYET
MOBBINIEHUIO (P PEeKTUBHOCTH OO0BICKA. 37eCh CIIENOBaTeNII MOTYT
HHTEepeCcOoBaTh TaKHe JaHHbIE, KaK:
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— HaJIM4ue y OOBICKMBAaeMOro JIMLA 3HAHWH, YMEHMH M ONbITa B
obmactu 0060poTa KOMITBIOTEPHBIX TEXHOJIOTHH. B 3aBucHMOCTH OT 3TOTO
clefoBaTeNlb  MOXET INPUINIACUTh A ydacTHs CIELUaJIUCTa B
omnpefeNeHHONM  obOnactu  (Hampumep,  CIEeNUaIMCTa B 00JacTu
onepannoHHoi cucrems! Windows uiu Linux). Kpome atoro, cienosatens
MOXET TIOJyYUTh CBEICHUS O TpOrpaMmax, MPEUMYIIECTBEHHO
UCTIONB3YEMBIX OOBICKMBAaEMBIM, YTO MO3BOJUT 3apaHEE ONPEIEIHTHCS C
XapaKTEPUCTUKON HCKOMOTO 00BEKTa;

— IIPOJIOJDKUTENFHOCTE  paboThl B cdepe B obmacté  obopoTa
KOMITBIOTEPHBIX TEXHOJIOTHH. [leo B TOM, YTO IOJ03pEBacMbIe, NOIr0e
BpeMsi paOoTarolmpe ¢ KOMIBIOTEpHON HH(OpManuen, TroToBATCA K
IIPOTUBOCTOSHUIO C  OpraHaMM pacciefgoBaHus. Ho mpu  3ToM
PacCUUTHIBAIOT UCKIIIOYUTEIBHO Ha JIOTHYECKHUE NTPUEMBl IPOTUBOICHCTBUSA
U HEe B COCTOSHHM OIICHUTh COOCTBEHHBIC CHUJIBI B SMOLMOHAIBHOM IIJIaHE.
3HaHUE ITOr0 MOMKET IOMOYb CJIEJOBATEN0 BHIOpPATh COOTBETCTBYIOIIUI
TaKTUYECKUH TpueM (Hampumep, HAONIOJCHHE 3a OMOLUOHAIBHBIM
COCTOSIHAEM OOBICKUBACMOT0).

5. OnpeneJienue cnoco0a NPOHUKHOBEHUSI HA 00beKT U CO31aHHe
HajIeskammx ycaoBuii. OZHUM M3 BONPOCOB, OKa3bIBAIOUIMX OOJIBIIOE
BIMSHHE HA Ka4eCcTBO OOBICKAa IO JejaM Halled KaTeropuu, SBISETCS
NIPOHMKHOBEHHE Ha OOBEKT. B  KpUMMHaIMCTHYECKOH mmTeparype
MIOBCEMECTHO YIIOMUHAETCS, 4YTO BXOXKAEHHE Ha OOBEKT, IOJUIC)KAIIU
0OBICKY, JOJDKHO HOCHTh BHeE3amnHbId xapakrep. [IpuMeHHTENnbHO K
paccieloBaHHI0 TPECTYIUIEHHH B cdepe KOMIBIOTEPHOH HH(pOpMauu
JaHHOW TpeOoBaHMWE SIBISETCS HEOOXOAMMBIM, BeIb pedb uAeT o0
JJIEKTPOHHBIX HOCUTENSIX, MH(popMmanuu B 3jeKkTpoHHOW (opme. Takue
00BEKTBl MOTYT OBITh NPHBEICHBI B HETOJHOCTh YK€ OJHUM Ha)KaTHEM
KJIaBUIIM Ha MEpCOHAJIbHOM KoMIbioTepe. Kpome Toro, Moryr OBITh
3a71eHCTBOBAHBI crielajIbHbIe yCTpOWCTBa W MIPOTPaMMBI,
TIOBPEX/IAIOIIHE WM YHUYTOXKAIOUINE HCKOMbIE OOBEKTHI.

[lo mHamemy MHEHHIO, BO3MOXHO TIPUMEHEHHE HECKOJIBbKHX
BapUaHTOB AJIsl 0OecTieueHHs BHE3AITHOTO TPOHUKHOBEHHS Ha O0BEKT:

— BbI3BaTh OOBICKMBAaEMOE JIMIIO JUIS IPOM3BOJCTBA JIONIpOca B
pabounii xabuner cnenosatens (crateu 187-188 VYIIK P®d). B mepuon
MIPOBEACHUS IOIpOca OpraH JO3HAaHHUS IO paHee NaHHOMY MOPYYECHHUIO
CJIeI0BaTelIs MPOBOANUT OOBICK IO MECTY MPOXHUBAHUS OTIPAIINBAEMOTO (B
mopsiAke, ycraHoBieHHOM dHacTeio 11 cratem 182 VIIK P®). Opmako
JaHHBIM BapHaHT MMEET HEJOCTATKH, TaK, BO-TIEPBBIX, Y MOJ03PEBAEMOTO,
II0 MECTy €ro IPOXHBaHWUA, MOTYT OTCYTCTBOBaTb COBEpPILICHHOJICTHHUE
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4JIeHbl ceMbH. BO-BTOpBIX, OOBICK 10 paccMaTpHBaeMOil HaMH KaTeropuu
Je7 MMeeT CJIOXKHOCTH (Harmpumep, NPUMEHEHHE TaKTHYECKOTO IpHeMa
«HaOMIOJIeHNe 3a peakuueil OOBICKMBAEMOro»), MO3TOMY MOpydYaTb €ro
opraHy J1I03HaHHs HelLeJIeco00pasHo;

— BbI3BaTh OOBICKMBacMOE JIMIO JUIsi TMPOHU3BOJCTBA JIONIpOca B
pabounii xkabunetr cnemoBarens (cratem 187-188 VIIK P®). Ilocie nx
MpUOBITHS. — O3HAKOMIJIEHHE C TIOCTAHOBJICHHEM O IPOU3BOJACTBE OOBICKA
(pemenmeM cyma), TpeIOKEHHE BBIOATh HCKOMBIE OOBEKTHL. B
JanbHEHIIEM CIe0BaTelb M OOBICKHMBAEMOE JIUIO BMECTE C 3AlIUTHHKOM
(Ut THOTO JIMIA — C aABOKATOM) YOBIBAIOT K MECTY IPOBEACHHS OOBICKA.

B moboM ciydae mocie NPOHHKHOBEHHUS CIENOBATENb MOJDKEH
IIPUHATH MEPBI I 00€CTICYeHUSI COXPAHHOCTHU JIEKTPOHHBIX HOCUTENEeH U
nHpopmanuu Ha HUX. K TakuM Mepam ciieyeT OTHeCTH:

—3amper KOMy-TMOO W3 TPHCYTCTBYIOIIUX: IpHKAcaTbCs K
pa60Ta101111/1M KOMIIBIOTCpAM, MArHuTHbBIM HOCHUTCJIAM, BKJIIOYaTb U
BBIKJTIOYAaTh KOMIIBIOTEPHI; BBIKJIIFOYATH 3HepFOCHa6)KeHI/Ie 06'I)CKTa;

— HC MPOU3BBOAWUTH HHUKAKUX MaHHHyHHHI/Iﬁ C KOMHBIOTepHOﬁ
TEXHHKOH, €ciaM pe3ynbTaT 3apaHee HE H3BECTEH (HampuMmep, €cid Ha
MIOJITOTOBUTEIIFHOM 3Talle MOJIy4eHa KOHCYJIBTALUS CIEIHAIICTA);

— yaneHue ¢ Mecta OoOBICKa JIETKOBOCIUIAMEHSIOIINXCS BEIIECTB U
MaTepHalIoB.

OIHOBPEMEHHO TPHHUMAIOTCI MEpbl K OXpaHe OOBICKHBAaEMOTO
MecTa, B CBSI3M C 4YeM IeJIeCO00pa3HO OpraHM30BaTh OXpaHy: MepHUMeTpa
O6I)ICKI/IBaeMI)IX nnoma/:[eﬁ; MECTa HAXOXKJICHHA, B TOM YUCIC XpaHCHUI
CPEICTB KOMIIBIOTCPHON TEXHUKU W/WIM 3JCKTPOHHBIX HOCHUTENICH
I/IH(bopMaL[I/II/I, a TaKX€ HHbIX O6’beKTOB, MOT'ymux HUMETb 3HAUCHUC 1A
MpoBeJieHus] OObICKa (HampuMep, MecTa XpaHEHUs CPEJACTB 3alluThl OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA WM HapoJjiei); MyHKTOB (ITyJIbTHI) CBS3H,
OXpaHbI U 3JIEKTPOIUTAHUS, PACIIOJIOKECHHBIE B MECTE OOBICKA.

JlonoyHUTENPHO, KO BCEMY CKa3aHHOMY OTMETHM IIOJTrOTOBKA
CHeUHUaIbHBIX CPEICTB, B TOM YHCIE NPOrPaMMHOTO OOecHedyeHus, |
YyIAaKOBOYHOrO  Marepuasia  (CIENUAIM3UPOBAHHBIN  J1a0OpaTOpHO-
HCCIIEeI0BATEIbCKUI EPEHOCHON KOMITBIOTEP, COSIMHHTENbHbIE Kabenu n
anmapaTHbIe CPEJCTBA, NOPTAaTHBHBIN NMPUHTEP, 3arpy304HbIC HOCUTEIN H
HaKOMUTEJW OONBIION EMKOCTH, MpOorpaMMHOE obecredeHne oOIIero u
CHELUaNbHOTO HA3HAYEHHUS; OCOOCHHOCTh — IIOATOTOBKA HPOrPaMMHOIO
obecrieueHHsi, IO3BOJISIOIIET0  OCYLIECTBUTh  BBIOOPOYHBI  MOWCK
nH(popManuy 1o 3aJaHHBIM napamerpam). IIpu sTom cienyer ydecTs, 9TO B
HAcTOAIIEe BpEMs MOHMCK HH(OpMALUKM Ha 3JICKTPOHHOM HOCHTENE IO
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3aJaHHBIM ~ TapameTrpaM  (HampuMmep, 10  KJIIOYEBOMY  CIJIOBY)
OCYLIECTBJISICTCS. B paMKax CyJaeOHOH  KOMIBIOTEPHO-TEXHUYECKON
(KOMIIBIOTEPHOIT) 3KcIepTH3bl. Tak CIIOKHUIAaCh NMPAaKTHUKA, OJJHAKO, Ha HaIl
B3IV, ©CTh OCHOBAaHHUS ISl ee IepecMoTpa. Bo-mepBbIX, MOMCK 110
KJIFOYEBOMY CJIOBY MOJKHO IIPOBECTH C HCIIOJIb30BAaHHEM CTaHIapTHBIX
BO3MOJKHOCTEH orepannoHHOH cucteMbl (depe3 KHomKy «I[IYCK» u meHro
«[IOUCK»). Bo-BTOpBIX, OCYIIECTBICHHEM IIOMCKAa HE MpPEAIIoIaraeT
MIPOBEJICHUE CIEIUAIBHOTO HCCIEIOBaHMS (MOXKHO NPHBJIEYb JKCIIEPTa B
Ka4ecTBE CIEHHANICTA W C HCIOIb30BAHUEM CICIHANBHBIX IPOTrPaMM
HaWTH UCKOMBIH 0OBEKT);

IMonaBoas uror, OTMETHM, YTO MOATOTOBKA K MPOM3BOJICTBY OOBICKA,
Kak Cpe€acrBa OTBICKaHUA, O6Hapy)KeHI/IH U  U3BATHA DJICKTPOHHBIX
HocuTenell W uWHQOpMAaUMM HAa HUX, IOMHUMO OOINMX, BKJIIOYAET:
¢dbopmupoBanne  WHGOPMAIIMOHHOTO  00pa3a  HMCKOMOIO  OOBEKTa;
olpejieJIieHue BPEMEHH M MecTa OOBICKa; ONpeesieHue Kpyra y4acTHHUKOB
o0bIcKa; cOOp cBelCHUI 00 OOBICKMBAEMOM JIMIIE; OIpEAeeHHe crocoda
NIPOHUKHOBEHMsI Ha OOBEKT M CO3/JaHME HaJUIeKaIIUX YCJIOBUI s
obecrieueHns COXPAaHHOCTH JJICKTPOHHBIX HOCUTENEH W HWHPOPMAanuu Ha
HuX.  OCyIIeCTBIGHHE  IOJArOTOBHUTENBHBIX  JICHCTBMH  HPU3BAHO
CHocoOCTBOBaTh IIOBBIICHHIO KadecTBa pabouyero srama IMPOBOJUMOTO
oObIcKa. MIMEGHHO Ha 3TOM 3Tane peaju3yloTCsl HEeNH M 3aJadd JaHHOTO
CIIEZICTBEHHOTO ~ JICHCTBHS, NPUMEHSIOTCS BBIOpDAaHHBIE TaKTHYECKHE
MPUEMBI, W3BIMAIOTCSl DJISKTPOHHBIE HOCUTEIM HH(POPMAUMU W/WIH HUX
00BEKTHI-HOCUTEJIH.

Cnucok ucnoJib30BaHHBIX HCTOYHMKOB H JIUTEPATYPHI

1. Cm.: BbeixoB B.M., UYepkacos B.H. Ilpectymnenust B cdepe
KOMHBIOTCpHOﬁ I/IH(i)OpMaHI/II/II KPUMHUHOJIOTHUYCCKUE, YTOJIOBHO-TIPABOBLIC U
KPUMHHAIHCTHYCCKUE TMpoOiieMsl: MoHorpadus. — M.: IOpnururdopm,
2015. - 328c.

2. PekoMeHIanmu Mo TOUCKY, (HUKCALUHU, UIBSITHIO W XPAHCHUIO
AJNIEKTPOHHBIX HOCHTENICH; OIpENeNieH MOPSIOK M TPEAeibl IOTYYCHUST
WHPOPMALIUU C JJICKTPOHHBIX HOCHTENEW JUIi [eleld pacKphiTUs |
paccienoBanus npecrymienuii. Cm, Hanpumep, Bexo B.b. OcobGennoctn
paccienoBaHHs — TPECTYIUICHHH, COBEPIIAEMBIX C  HCIIOJIB30BaHHEM
IJJACTHKOBBIX KapT W WX PEKBU3UTOB: MoHorpadus. — Bonrorpan:
Bonrorpaackas akagemust MBJI Poccun, 2005. — 276 c.; Ocunenxo A.JIL.
CereBass KOMITBIOTEpHAsI TPECTYNHOCTh: TEOPUS W TPAKTHKA OOPHOBI:
moHorpadust. — Omck: Omckas akagemust MBJI Poccun, 2009. — 479 c.;
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Cnoco0Obl  MONy4eHHs JOKa3aTelNbCTB M HHPOpPMAlMd B CBS3U C
oOHapykeHHeM (BO3MOXHOCTBIO OOHApY>KEHUs) JIEKTPOHHBIX HOCHUTENEH:
yuebHoe nocobue B.®D. Bacrokos, b.5. 'aBpunos, A.A. Kysuenos [u ap.];
noj obmt. pen. b.5. T'aBpunosa. — M.: IIpocnekr, 2017 u ap.

3.B xome oObicka MOTYT OBITh OOHAapyXeHbl HE TOJIBKO
JIEKTPOHHBIE HOCUTENN MH(OpManny, HO U 00BEKTHI, JAIOIINE OCHOBAHUS
JUISL BBIOBIDKCHUS BEPCHH O HAIMYUM W MECTE HAXOXKACHHS JaHHBIX
HocHUTenell (HampuMep, WHCTPYKIHA O IIOJb30BAaHWM HAKOMHUTENEM Ha
XKECTKOM MAarHUTHO-ONTHYECKOM JHCKE), a Takke HHpopManus B
JIEKTPOHHOH (hopMme.

4.Hamm Oputo wm3ydeHOo 64 YTONOBHBIX Jeflia, CBS3aHHBIX C
pacciieioBaHueM IPeCTYIUIEHHH B cepe KOMITBIOTEpHOI HHpOpManu.

5. O0muUMH 3JIEMEHTaMH IOJrOTOBHUTENILHOTO 3Tara MPOM3BOACTBA
CJICICTBEHHOTO ICHCTBUS SIBJISIFOTCSI: aHAIIM3 MaTepPHAaIOB YTOJIOBHOTO JIEJa;
ompejeneHue Lenieid (3amad); BHIOOP TAKTHKKM (JMHUM TOBEACHHSA);
COCTaBJICHUE TUIAHA U T.JI.
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3HAHUE O IPUPOJIE OBILIECTBEHHOI ONACHOCTH
MPECTYILUIEHUI B COEPE HE3AKOHHOI'O OBOPOTA
HAPKOTHYECKHUX CPEJCTB KAK ITPEJITIOCBIIIKA
KPUMHUHAJIMCTUYECKOI'O TIPOTUBOJIENCTBUSA UM B
KHUBEPITPOCTPAHCTBE

E.C. Masyp, 0.me0.n., npogheccop, 3as. kagedpoii y201068H020 npasa
3anaono-Cubupckoco ¢punuana PI'VII, 2. Tomck)
JLIO. Moneyw, macucmpanm 2 kypca 3anaono-Cubupckoeo
¢unuana PI'VII, e. Tomck)

TpyngHO  HEpeoOLEHUTh  aKTyalbHOCTh  TAKOLO  COLMAJIBHO
HEraTUBHOIO  SBJICHUS  KaK  HApKOMaHHWA, CTaBIUIErO  Tpareiueu
coBpeMeHHOro couuyma. Ilo MacmTaGHOCTH pacnpocTpaHEHHs OHa
COIMOCTaBUMa pa3Be 4YTO C JKoJlormdeckoi karactpodoit. OO sTom
CBHUJIETECIILCTBYIOT M HUCCIENOBaHUS  CIELUAINCTOB, INPUBOIALIUX
BHYHIUTENbHYIO IIM(DpY 00 ynorpebieHnn HapKoTUKOB — 200 MHJUTHOHOB
YEeJIOBEK MMEIOT ONbBIT YNOTpeOJNeHns HapKoTHKoB, 100 MuIHOHOB
YeJIOBeK YHOTPEOIAIOT MX peryisapHo, 50 MIIIMOHOB YeJOBEK OOJBHBI
HapkomaHuel. [lpuuem cpeam moneHd, CTpafalIUX OT HApKOMAaHHMHU,
3HAYUTENBHYIO OO COCTABIIIOT HECOBEPIICHHOJETHUE W MOIOJIEKb, H,
KaK CJIC/ICTBHE, 3Ta KaTeropus JIOAEH BpSAA JHM YyXKe CIOcCoOHa K
BOCIIPOM3BOJCTBY MAaTe€pHaJbHBIX M JyXOBHBIX ILIEHHOCTEH, OCOOCHHO B
JUHAMUYHBIX YCJIOBHUIX COLUYMa.

HeynuBurenbHO, YTO yBEIMUUBAOLIEECS KOJIMUECTBO 3aBUCUMBIX OT
HapKOTHKOB JIMIl YBEIWYMBAeT AMANa30H CIOCO0OB HE3aKOHHOTO cObITa
HAapKOTUYECKUX CPEACTB, KOTOpBbIM B IIOCIEJHEE BpEMs aKTUBHO
HCTIONB3YET M KUOEPIPOCTPAHCTBO. Majo BBISBIATH MHTEpHET-CAWTHI U
CEPBUCHI, IOCPEJCTBOM KOTOPBIX MPOUCXOJUT peaau3alus HapKOTHYECKHX
BEIECTB, HEOOXOJMMO TaKX€ YMETh OLICHUBAThH SIBISETCS JIM JaHHBIN
HUHTEPHET-PEeCypC  pe3yjbTaToM JAEATEIbHOCTH HEOOJBLION  IpyIIIBI
KOTHUTHBHO DPAa3BUTBIX MNpEACTaBUTENECH KpUMUHAIUTETa WIM B JaHHOM
KOHKPETHOM Cllyyae MbI HaOJII0/1aeM 3JIEMEHT CHUCTEMbl HapKOTOPIOBIH —
LEHTPAIN30BaHHOMN u 9BOJIIOLUOHUPYIOILEH. ITonumanue
KPUMUHOJIOTUYECKON U KPUMUHAIMCTUYECKOM NPUPOBI IPOTUBOAECHCTBUSA
MIPECTYIUICHNSIM, CBSI3aHHBIM C HE3aKOHHBIM O0O0pPOTOM HApKOTHYECKHUX
BEIIECTB TaKke OymeT crmocoOCTBOBATH MPOTHBOACHCTBHIO B VHTEpHET-
MIPOCTPAaHCTBE MpPOMAraHAbl IMOTPEOJCHUs] HApKOTHKOB. OnxHAaKo Ams
peann3alliyd  BBIIIECKa3aHHOTO  HEOOXOAMMO  eme pa3  OTMETHTh
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OOIIECTBEHHO  ONAacHbIe  MpOSIBJICHUS  paccMaTpUBaeMOM  TPYIIIEI
NIPECTYIUICHUN.

Jnst packpbiTusi mpoOsieM, CBS3aHHBIX C HE3aKOHHBIM 000pPOTOM
HApKOTHUYECKHX CPEJACTB, NPEICTaBIIETCS HEOOXOIUMBIM OOpaTUTHCS K
BONPOCY O B3aUMOCBSI3M HAapKOMaHHMM W MPECTYITHOTO IIOBEJCHHS,
MOCKONBKY OTH  SIBJICHHWA JETEPMHUHUPOBAHBI E€AWHOH COIMAIBLHOMN
npupoaoi. Y3 KpUMUHOIOTHYECKOW UM KPUMUHAIUCTUYECKON JIUTEpaTyphl
HaM U3BECTHO, YTO «()OHOBBIMY SIBICHHEM MPECTYNHOCTH CIIyKHT UMEHHO
COLMATBHO OTKJIOHSIOUIEECS MOBEACHHE, a BEKTOPOM 3TOH CBSA3U CIYXKHT
MIPU3HAHNE COIUATIBHO OTKJIOHSIONIErOCs IOBENCHHSA KaK IPECTYIHOTO,
COIPSHKEHHOTO C PSIOM TPECTYIUICHWH, HETaTHBHO BIMSIONIETO Ha
HEKOTOpbIe TPYIIMbl HACEJNCHUS B 00JacTH (DOPMHPOBAHMS IIEHHOCTHBIX
YCTAaHOBOK U OpHEHTallMid W CBOeoOpa3HOW 30HOW pHCKA, B KOTOPYIO
YeJIOBEK BXOAMT B Ka4eCTBE MOTCHIHAIBLHON JKEPTBHI MM IPECTYTHHKA.

Taxk, Ha Tepputopun Pecriy6muku Tsia B 2015 r. B cyn mocTynuio
798 nen mo maHHOU KaTeropuu npectymiaeHui, B 2016 r. — 801 gemno, a 3a 4
Mecsma 2017 1. — 192 nema, 3HAUMTENBHYIO YacTh CpeIM ITHX
MIPECTYIIICHUH COCTAaBIISUTN KPaXku, Tpabexu, IPHIMHEHIE Bpea 310POBbIO
pa3IMYHOM CTENEeHM TsDKecTH, yoOwmiictBa. Ilpuuem, MMeHHO nOOBIBaHHE
CpeAcTB s TNPHOOpPETEeHHMs HApKOTHYECKHX CPEACTB  COCTABISET
3HAQUMTEIBbHYI0O 4YacThb Kpa W Tpabekei, 4YTO IOATBEpXKIAeTcs |
HCCIe0BAaTEeIIMU-KPUMUHOJIOTAaMH, YCTaHOBUBIIUMHM, YTO U3 JIECSTH
MMYILECTBEHHBIX NPECTYIUIEHMH LIeCTh COBEpILEHbI HapkoMaHamu [1, c.
15].

Kpome »9TOro, KpUMHHAIBHBIAH BHJ HpPEANPUHUMATENbCTBA B
00J1aCTH HE3aKOHHOTO 000pOTa HAPKOTHKOB SIBISICTCS BBICOKOIOXO/IHBIM;
OOIIECTBEHHOCTH  M3BECTHBI  Cllydad  BOBIEYEHHS|  COTPYAHHKOB
NPaBOOXPAHUTENbHBIX ~OPraHOB B  HApKOCHCTEMY, IOTBOPHHYECTBA
HE3aKOHHOMY MPEKPAIIEHHI0O COOTBETCTBYIOIIMX YTOJOBHBIX JIEN |
paszButus Koppynuuu B uenom [2, c. 35-37], a mo yrBepxkuenuio C.I.
OnpKOBa  «IPEACTaBUTENM HAapKOOW3HECa AaKTHBHO BHEIPSIOTCS B
MOJHUTHKY,  TPOTHBOJACHCTBYS  3aKOHHOW  JIEATENIbHOCTH  OPraHoB
rocyJapcTBeHHOH BnacTu» [3, c. 92-93]. Psanom ydensix, Hanpumep, A.JL.
Penenikoif oTmewaeTcs Impolecc TNpeBpamieHus cObITa HAPKOTHKOB B
TPaHCHAIIMOHAIBHYIO TMPECTYNHYIO JesTenbHOCTh [4, c. 30-31], a
0COOEHHOCTH TeorpauIecKkoro TONoXKeHus Poccum ciyxar ¢akTtopoM
KOHIIGHTPAIlN HAPKOTHUKOB B CTPaHe, MOCTYMAIONINX U3 CTPaH OMIKHETO U
TATBHETO 3apyOexkbsl.
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Henb3st He oTMeTHTh M TOT ()AKT, YTO B BHUKTUMOJIOTHYCCKOM
acriekTe, JIOOH, CTPaJalollne HapKOMaHWeW, OO0JaJaloT IOBBIIICHHOM
BUKTUMHOCTBIO, TIOCKOJIBKY JJIsi 9TOH KaTErOpUH JIMI[ XapaKTEPHO ILIOX0E
3/I0POBBE, TICUXNUECKIE aHOMAJINH U 001I1ast COLMaNbHas Ae3aanTaiusl.

Ompenensist  OOIIECTBEHHYI0 ~ ONACHOCTh  NPECTYIUIGHHUH  Kak
00s3aTeNbHBIA TPU3HAK CYITHOCTH TIPECTYIUICHHS W €T0 COIHaJIbHOMH
MIPUPOIBI, OTMETHM €€ B3aMMOCBS3b C BPEIOHOCHOCTBIO MPECTYIUICHHUS U
MIpUYHHEHHEM yiepOa o0IecTBy U (paKTHIECKOH IMperonpeneeHHOCTHIO
€ro moBTopenus [5, ¢. 1-7].

3aMeTuM, 9TO MOPOKACHUE HETAaTHBHBIX TCHIACHIMH Ui 0OIIecTBa
SIBIISICTCS CYITHOCTBIO BPEJOHOCHOCTH MPECTYIUICHHUS B chepe HE3aKOHHOTO
000pOTa HAPKOTHKOB, 4YTO BBIPAXKAETCSI B MEANKO-OMOJOIMYECKOM,
COIIMaJIbHOM nu IICUXOJOTUYECKOM aCIICKTax. He BJaBasCh B
Y3KOCTIIELUAJIbHYI0 MEIULIUHCKYI0O cdepy, OTMETUM, YTO HapKOMaHUs
MIPUBOJUT K HUCTOIICHUIO HepBHOﬁ CHCTCMBI, 0CJIa0JIEHHIO HMMYHUTETA,
HapyIICHHIO 0OMEHa BEIIECTB, MPEKAECBPEMEHHOMY CTAPEHUIO OpraHH3Ma,
Pa3BUTHIO IICUXHUYCCKUX aHOMaﬂHﬁ, BO3MO>XKHOCTH POKACHUA
HETIOTHOIICHHBIX JeTeH, a ICUXUYecKasi 3aBHCHMOCTh TOJIKAeT YeIOBeKa Ha
peHeOpexkeHNne MyTSAMH JO0OBMH HapKOTHKOB. Kpome 3Toro, pasButhe
0OJIe3HN TIPUBOIUT K (OPMHPOBAHUIO IMPEICTABICHHUA O HAPKOTHKE KaK
MIEPBOCTEIICHHON IIEHHOCTH, IOMHUHUPYIOMEH B CTPYKType IICHXHKH, a
MpOSIBIICHHEM (DH3HYECKON 3aBUCHMOCTH SIBIISACTCS aOCTHHEHTHBIA CHHIIPOM
KaK TATOCTHOE pacCTPOMCTBO, BO3HHMKAIOLIEE B Cliydae IepepbiBa B
PETYISAPHOM YIOTPEOICHUH HAPKOTHKOB.

CnekTp couualibHOM BPEIOHOCHOCTH NPECTYIUIEHHH J0CTaTOYHO
mrpoK. JI0CTaTOYHO YIOMSIHYTh O HECHIOCOOHOCTH JIFOJIEH, CTPAlAtOIIUX OT
HAapKOMaHHM, K T[IO3UTUBHON JeATEeIbHOCTU. YesoBeK, CTpaaaroiuil
HapKOMaHHeﬁ, yTpaunBacT 3HAYUMOCTHb KOHICTTYAJIBbHBIX KIIHOYEBBIX
LIEHHOCTHBIX TIOHSATHIA U OPHEHTHPOB, HAIPUMeED, 100pa U CIPaBeIIMBOCTH,
HApKOTHYECKUE MHTEPECH PUOOPETAIOT BCce OOJIbIIee 3HAYCHUE, MIPUXOST
HAa CMEHY HPAaBCTBEHHBIM KPHUTEPHSM, HAPKOMAH MPHU 3TOM HE CIocoOeH
aJICKBaTHO YBUICTh M OLCHHUTH Ce0s B CHCTEME MHUPOYCTPOWCTBA, T.K.
pa3pylIeHBI ECTECTBCHHBIC MEXaHU3MBI OLICHKH OKPYIKAIOIIEro MUpa U ceOs
B HEM.

Henp3s He cka3arh U O IpoMaratje co CTOPOHbI HAPKOMAHOB CBOETO
06p3.33. KU3HH, T.K. CUHUTAOT €Tr0 HOPMaJbHBIM W AaJICKBATHBIM, 4YTO
OPUBOAUT K INPUYMHOXKECHHMIO  COLMAIBHOM  Cpelbl  HApKOMaHOB,
(dhopMHupOBaHHIO COOCTBEHHOW CYOKYIBTYpPHl CO CBOMMH II€HHOCTSIMH,
SI3BIKOM, CTEPEOTHIIaMH, YCTaHOBKaMH, MOHATHAMHU H 1p. DopmupoBanme
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naHHOM cyOkynepTypel otmetnn C. B. bepesun: paccmarpuBas ee
HaIpaBJIEHHOCTh U COJAEP’KaHMUE, OH OTMedal ee B KaueCTBE MOJHOLEHHOMN
COIMaJIbHOM aHTUCUCTEMHI [6, c. 8].

PaccmaTpuBasi OOIIECTBEHHYIO OIACHOCTH B ICHXOJIOTHYECKOM
acreKTe, MOXKHO OTMETHUTh Pa3BUTHE AE3aJalTUBHOIO TOBEACHUS BBHUIY
3a0oyieBaHns HapkoMaHueidl. CHadajlla TPOWCXOIUT TMPOIECC TOTEPH
COLMATBHBIX CBS3¢H B MalIbIX KOJUIEKTHBAX, HAaIlpuMep, cembe. M3BecTHO,
YTO HAPKOMAaH ITOHAYally BBIHYX/ICH CKPBIBaTh CBOIO NPUBS3aHHOCTH, a B
JadbHEHIIEM OH y)K€ HE CHOCOOCH Ha BBINOJHEHHE TeX OOIIECTBEHHBIX U
COLMANBHBIX (DYHKIMH, KOTOpBIC BBINONHI paHee 0e3 Tpyaa. OTo
MIPUBOANT K (DOPMUPOBAHUIO B CO3HAHMM HAapKOMaHa IpEACTaBICHUH 00
OINACHOCTH TOMW TIPYIBI, B KOTOPOH OH MpeObIBaJ, T.K. COLUYM OOpeMeHeH
HETaTUBHBIMH [JI1 HapKOMaHa OSMOIUAMU. Takas YCTaHOBKa IPUBOIUT
HapKOMaHa B COLMAJbHYH cpeay ce0e TMOJOOHBIX, T/A€ HEeT
TICUXOJIOTUYECKOI0 OTUYXKACHUA, €CTb IMOJIOXKHUTCIIBHBIC 3MOIMOHAJIBHBIC
CBSI3H, @ YIIOTpeOJIeHHE HAPKOTHKOB — 00pa3 KHU3HU.

IIcuxonorus paccMaTpUBaeT HApPKOMAaHUIO B COLUOKYJIBTYPHOM
acIieKTe Kak MpoOJIeMy JIMYHOCTH, KOTOPasi MEHSETCS B IIPOIIECCE PA3BUTHS
HapKOTHYECKOH 3aBHCHMOCTH. JTO HW3MEHEHHE OTPaXCHO B HAINYNHU
BHYTPEHHHX KOH(JIMKTOB, HX TIIOCTEIIEHHOM OOOCTPEHHWH, pa3BUTHH
TICUXWYECKOH /1e3a/lalTallii, KOTOpasi CTAaHOBHUTCS Bce OoJiee OYEBHIHOM.
Jlens, maccuBHOCTB, OecriomHble (DAaHTA3WMHM, HECIIOCOOHOCTH NPHHUMATH
peuicHus, OTCYTCTBHUEC YCUIYUBOCTH, CHHXXCHUEC YMCTBCHHBIX
CHOCOOHOCTE, pa3BUTHE amaTMd — BOT JajieKO He IOJHBIM IMepedyeHb
mociencTBUM HapkomaHunu. K dncmy e ocoOeHHocTell HapKOMaHOB
OTHOCST MX ATHYECKYIO JIeTPpajialliio, ICUX0JIOrHYECKYIO OIYCTOIIEHHOCTH,
OTCYTCTBHC OMIIATUU U OTYIIEBHYIO XOJIOJHOCTH JaXX€ C CaAMbIMH OJIU3KUMU
moxgpMHu.  Bce  o0o3HaueHHBIE ~ M3MEHEHHUS  CBUAETENHCTBYIOT O
NICUXOCOIMANBHON Jerpajalliy JINYHOCTH.

OTMeTuM B 3aKJIIOUEHHE, YTO yrpo3a 310pOBbIO HACEIEHUs, PErpecc
B 00JIaCTH TNCHXHYECKOro W (PM3MUYECKOTO 3JIOPOBBSI UENIOBEKA, ITOJIPHIB
SKOHOMHMUYECKOTO TMOTEHIHala CTpaHbl, HEraTHBHblE TEHACHUUH B
JaeMorpapuyeckon chepe, CaMOU30JIALUS HapKOMaHOB oT
COLIMOKYIBTYPHOTO OKPYKEHUSI — BC€ JTO B OINpPENENEHHOM CcTeneHu
SBJISIETCSl  CJIEJICTBUEM KPHUTHYECKOM CHUTyallud C paclpOCTpPaHEHHEM
HApKOTHUKOB, IIpU OTOM PACIIUPACTCA W 30HAa KPHUMHWHAJIBHOI'O pHCKA.
IIpotuBozeiicTBHME pacHpOCTPAHEHUIO HAPKOTHKOB uepe3 HHTepHer
aKTyaJbHasl KpUMHHAIUCTHUECKH 3HAUYMMas 3a/1a4a COBPEMEHHOCTH.
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ITPABOBBIE U TIPAKTUYECKHUE ACIIEKTbI
MOJYYEHUSI KOMIIBIOTEPHON NUH®OPMAIIAA O
KHUBEPIIPECTYITHUKAX

B.B. [lasnoxos, cmapuiuii UHCNEKmMop yuedHo-Memoouyecko2o
omoena Jlyzauckoii akademuu enympennux oen umenu 3.A. /[udopenxo

CriocoObI OTIEpaTHBHOTO TOTyYEHUS HHPOPMAITUH U CBOCBPEMEHHOE
€ WCIIOJIb30BaHHE IIPU PACKPBITHM W PACCIEIOBAaHUM IPECTYIICHUH
SBISIFOTCS. OJHMMH M3 OCHOBHBIX 3aJad  OICPaTHBHO-PO3BICKHOM
aearenbHOCTH. [l peanu3alny TakuX 3a7ad ONEPAaTUBHBIA COTPYIHHK
MOCTOSTHHO HY)KAaeTcs B MH(OPMALMOHHBIX MCTOYHMKaX. OOIIEen3BeCcTHO,
4TO TaKUM COBpPEMEHHBIM u MOCTOSHHO  Pa3BHBAIOLIUMCS
nH(OPMALMOHHBIM UCTOUYHHKOM SIBISIETCS TII00aIbHAsT KOMITBIOTEPHAs CETh
Nureprer. IIpakTuuecku Ka)<Ablil MOMKET IOJIY4YUTh AOCTYN K MHTEepHeTy,
I7ie BO3MOXHO UCKaTh, COXPAHATH, YAANATh U NepeaBaTh KOMIBIOTEPHYIO
nH}pOpMaINIO HA TAIbHUE PACCTOSHUS 332 CYUTAHHBIC CEKYH/IbI.

I[ockonpky UWHTepHET sBIsETCS OOIIEAOCTYIMHOH CHCTEMOH,
BO3HHMKAeT HEOOXOIMMOCTh KOHTPOJII HMH(OPMAIMOHHBIX IMOTOKOB. JTO
CBSI3aHHO C TEM, YTO MHTEPHET-PECYpChl MCHOJIB3YIOT B MPOTHBONPABHOM
JIeATeIbHOCTH, B TOM YHCIIE JIMNA, KOTOPHIX B JINTEPATYPHBIX MCTOYHHKAX
TIPUHSTO Ha3bIBaTh KUOEPIPECTYITHUKAMH.

KubeprpecTynHOCTbIO HMMEHYIOT COBOKYIHOCTH IPECTYIUICHHUH,
COBEpINaEMBIX B KHOEpPIPOCTPAHCTBE C IOMOIIBIO, IOCPEICTBOM MU
IIPOTHB KOMITBIOTEPHBIX CHCTEM HJIM KOMIIBIOTEPHBIX CETeH, a TaKkke MHBIX
CPEJICTB JOCTYyMa K KHOEPIPOCTPaHCTBY [8, c. 48].

KubeprpecTymHIKOM (XOTSI MBI M OT/IaeM ce0e OTYET B YSI3BUMOCTH
9TOTO TEpPMHHA) NPUHATO WMEHOBAaTh JIMIO, KOTOPOE COBEpIIAET
IIPOTUBO3aKOHHbIE JEWCTBUSL C MCHONIb30BaHHMEM ceTH HTepHer.
3ayacTylo, 4TOObI O€3HaKa3aHHO OCYIIECTBISATH HOJOOHYIO NESTENLHOCTS,
JIMIO Je3MH(POPMHUPYET APYIUX I0JIb30BaTENEH, CIIONIB3Ys BEIMBIIIICHHBIE
aHKETHBIE JaHHBIE U aJpeca.

VYuensie A.A. Ansa0beB 1 A.B. JlaryToukuH cripaBeInBO OTMEYAIOT,
YTO COBPEMEHHBI KPHUMMHAIBHBIH MHp YXKe HE MBICIUT CBOEro
MIPECTYIHOTO (QYHKIIMOHUpOBaHUA Oe3 IHTepHeTa u yKa3pIBAIOT Ha TO, YTO
MIPOBEICHUE OIEPAaTHBHO-PO3BICKHBIX MEpPONPHUATHH B ceTH VIHTepHeT
JOJDKHO CTaTh TJIABEHCTBYIOIIMM B OOprO€ ¢ HOBEHIIMMH yrpo3aMu B
ycnoBHAX (YHKIIMOHHpOBaHWs rocymapctBa [1, c¢. 67]. OmHako B
MPAaKTHYECKOW [ESTENbHOCTH OBITYeT MHEHHE, 4YTO I IIOJy<ICHUS
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ONepaTUBHO-3HAYMMONW WH(OpMAaLMK TO BBISBICHHIO NPECTYIUICHHS U
JIMLA, €r0 COBEPIIMBIIET0, HEOOXOAWMBI HAaBBIKM W yMEHHs B oOnacTu
MIPOrpaMMUPOBAHUSI Y KOMIIBIOTEPHBIX TEXHOJIOTHIl.

IlomuMo mpouero, M HUHTEPHET-KOMIAHHUM HE OXOTHO MIYT Ha
nomoutp nonuiuu. Tak, xopropamust Google moirydaeT OT POCCHHCKHX
TOCYAapPCTBEHHBIX OPTaHOB COTHH 3alpOCOB O MONB30BATENSAX, MPH 3TOM
OTMEYaeTcs, YTO HU OJMH W3 HUX He OBUT yJOBIeTBOpeH [15].

AJL OcureHko yka3plBaeT Ha MPOOJEeMY BBIABICHHS CTaOWMIBHBIX
KaHaJIOB MOTy9eHHS OTIEPaTHBHO-PO3BICKHOM uHpopManmu
HEMOCPEACTBEHHO B  CETEBOM  IPOCTPAHCTBE M CUYHTAeT, 4YTO
YIOPSAAOYMBAHUE 3THX KAHAJIOB W ONTHMH3ALMS TOCTYMAOUIMX M3 HHUX
nH(OPMALMOHHBIX TIOTOKOB COXpaHseT o0co0yl aKTyajdbHOCTb. Jlis
MIPUHATHUS PEIICHUI B 3TOM HalpaBJICHHMM YYEHBIH IpeylaraeT ¢ MO3ULUU
ONEpaTUBHO-PO3BICKHON HAyKM CHCTEMHO H3y4aTh 3aKOHOMEPHOCTHU
OTpaXXCHUsI ONEPAaTHBHO-PO3BICKHON HMH(OpMAIMU B CETEBBIX pecypcax M
0COOCHHOCTH MPUMEHEHHUS pa3BebIBATEIbHO-IIOUCKOBBIX METOMOB Ul €e
oOHapy»KeHwUs, oJTy4deHus, npoBepku 1 ¢pukcanuu [10, c. 14].

B rmonckax pemeHns yKasaHHBIX TIPOOJeM  IieecooOpasHo
paccMOTpeTh KOHKPETHBIE IIPaBOBBIE CIOCOOBI M CpElACTBA IIOWCKA M
BBISBIICHUSI IIPABOHAPYIINTENCH, HCHIONB3YIONINX B IPECTYMHBIX ETSIX CETh
Untepner. Anammsupys @3 PD «0O0  omepaTuBHO-PO3BICKHON
JeATeIbHOCTHY», KaK OCHOBHOE «IIJIe40», Ha KOTOpOoe HE0oO0XOIMMO
omupartbcs B 00prbe ¢ KHOepIpecTyIUIEHUSIMH, CIIEAyeT yKa3aTh Ha HOBBIC
I1ard, TPEeaNpHUHATHIE 3aKOHOJATelIeM B 3TOM HANpaBlICHHH, a WMEHHO
npunsatue l'ocnymoit P® «AnTHTEppOopHCTHYECKOTO TMakeTa VpuHBI
Sposoiiy [4]. Tak, @3 PD «O BHecenuu nusmenenuii B deepanbHbId 3aKOH
«O POTHBOACHCTBUH TEPPOPU3IMY» M OTIENbHBIE 3aKOHOJATEIbHbBIE AKTHI
Poccuiickoit @enepaniu B 4acTU YCTAHOBJICHUS JOIOJHUTEIbHBIX MEp
NPOTUBOAEUCTBUSL ~ TEPpOpH3MYy W obOecrmedeHus:  OOLIeCTBEHHOM
6e3onmacaoctr» oT 06.07.2016 N 374-03 [9] OblIi BHECCHBI H3MCHEHUS B
crateio 6 @3 PO «O6 omepaTHBHO-PO3BICKHOH nesTeibHOCTH». OH OBLI
JIONIOJTHEH HOBBIM ONEPATHUBHO-PO3BICKHBIM MEPONPHUATUEM — IIOJyYCHHE
KOMITbIOTepHOH MH(opManum». VI3 Mmeponpusituii, 0003HauYCHHBIX B JaHHOM
CTaTb€ paHee, MOXKHO BBLAEINTh €HIe JBa, KOTOPbIE ONEPATUBHBIN
COTPYOHHK TPSIMO JHOO KOCBEHHO MOJKET HCIOJIB30BATH IUIS MOJIYYCHHUS
OTEepPaTHBHO-3HAYMMOW HH(GOPMAIM W3 HHTEPHET-UCTOYHHUKOB. OITO:
KOHTPOJIb TIOYTOBBIX OTHPABJICHHUH, TelerpadHBIX M HHBIX COOOIICHHH U
cHATHE HMHGOPMANUK C TEXHUYECKUX KaHaJIoOB CBsi3U. OIHAKO, JaHHbBIC
MEpOIPHUATHS HE B MOJHOW Mepe aaTHPOBAaHbI K pacCCMaTPUBAEMbIM HAMHU
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CUTyallMsIM, TIOCKOJbKY IIPEeAyCMOTpEHHBIE HMH JEHCTBUS 3a4acTyro
OCYLIECTBIISIIOTCS NPHU  OOCTOSTENBCTBAaX, Korga (akT COBEPUICHUS
IIPOTUBOIPABHOTO JESHUSA YK€ HAJIUYECTBYeT M YCTAHOBJEHA JMYHOCTh
KHOepIpecTyITHUKA.

B cBow ouepenp, no0OaBieHHE HOBOTO IIYHKTA — «IOJyYCHHE
KOMITBIOTEPHOH MH(OpManum» — yKe BBI3BAJIO HEOJHO3HAYHYIO PEaKIHIo,
B IIEPBYIO OouYepenb Ha MOJHIEHCKUX Gopymax cetd VHTepHET. Y4acTHUKU
0OCYXIEHUSI CUMTAIOT, YTO IIONyYCHHE KOMIBIOTEPHONH HMH(OpManuu He
YTO HWHOE, KaK COCTAaBHAs 4acTh OINEPATUBHO-PO3BICKHOIO MEPOIPHUSTUS
«cHATHE WMHGOPMALMM C TEXHWYECKHX KaHAJIOB CBA3W». VIHTEpecHOe
MHEHHE BBICKa3all aMUHHUCTpaTop Gopyma «Skyment», KOTOPBIil cunTaeT:
«IIpoctoit 3ampoc B "mouckoBuk" moamanér mox OPM..» [12]. Msr xe
cyMTaeM, UYTO IOA  MEpONpHUATHEM, MMEHYEMBIM  «IOJy4eHHe
KOMITBIOTEPHOH ~ MH(GOpPMAanMKu», HYKHO IOJpa3yMeBaTh JIEHCTBHE,
HampaBjeHHOE Ha  MOJyYeHHEe  KOMIbIOTepHOW uHpopmanuu y
OTEYECTBEHHBIX OIEpaTOpPOB U IPOBalepoB TeleKkoMMyHuKanumil [11,
¢.179]. Taxoe 3axitoyeHne BBITEKAET U3 «AHTUTEPPOPUCTHUECKOTO MaKeTa
Wpunst SpoBoii», rae B HepByIO odepeab ObIIIO aKIEHTHPOBAHO BHUMAHHUE
Ha YBEIMYCHHH CPOKOB XpaHEHHs KOMIIBIOTEPHOW uH(popMannu
orepatopamu cBsizu. OIHAKO 3/1€Chb BO3HHMKAeT MpoOiema, CBA3aHHAS C
sammdpoanHeIM Tpadukom. [To 3Ttomy moBoxmy reHaupekrop InfoWatch
Haranps Kacnepckast cetyer, 4To «ceifuac y Hac ecThb Kycok VHTepHera,
KOTOPBIII COBEPIICHHO HEMOJKOHTPOJEH COOCTBEHHOH cTpaHe, 3TO
HEeMpaBUWILHO [2].

IToaTomy ymecTHO paccmoTpeTh Takue OPM, KOTOpEBIE MO3BOJIHIN
Obl moiyuyaTh M 3alIM(ppPOBAHHYIO KOMIIBIOTEpHYIO HH(popMarmioo. A.B.
MoBuaH mpejIaraeT HCIOJb30BaTh METOJ KOMIIBIOTEPHOHW pa3BelIKH,
BBIIENSISE €r0 KaKk HeoOXOIMMOe OIepaTHBHO-IIONCKOBOE MEPONpHUSTHE,
3aKJIIOYAIOIIeecs B LeJICHANPABICHHOM IOMCKE U MOJTy4YeHUH nHpopMannu
13 KOMIBIOTEPHBIX CUCTEM U CETEH, TOCTYI K KOTOPBIM HE OIPaHUYMBAETCS
nX CcOOCTBEHHHMKOM, BIaJENbIIeM WM Jep)KaTelIeM WIM HEe CBS3aH C
IIPEOJOJIEHUEM  CHUCTEMBI  JIOTMUYECKOM  3aIlUTBI,  OCYILECTBISAEMBIM
paboTHHKaMH OTIEPaTHBHBIX I OTIEePaTHBHO-TEXHUYECKUX
MOJpPAa3/eNIeHNl C 1eNbl0 BBISBICHUS CBEACHHH KPUMHHOTEHHOTO U
KpUMHHANBHOTO Xapaktepa [7, c. 110]. OmHako WHTEpPHET-UCTOYHUKU
MIPOTHBOPEYAT JaHHOMY BBICKa3bIBAHUIO, 4 IMEHHO, pPa3BelKka B CHCTEMax
TEJIEKOMMYHHUKAIIH BKIIOYAeT B ce0s MOIydeHHEe HECAHKIIMOHUPOBAHHOTO
JocTyna K MHPOpMAIH, TIepexBaT COOOIIeHNH W TepexBaT JaHHbIX [14].
To ecTb, ¢ HCMONIB30BAHNEM KOMITBIOTEPHON Pa3BEIKH BO3MOXKHO PEILINTh
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npo0yieMy, CBSI3aHHYIO C YCTAQHOBJICHHEM JHMYHOCTH 3JI0yMBIIUICHHHUKA, H
(¢UKcalMM ero MNpecTymHOW JEesATENbHOCTH B CeTH MHTepHeT, T.e
HEOOXOAMMO TOJIyYUTh TY KOMIBIOTEpHYIO HH(pOpPMAIMIO, KOTOpas He
TOJIbKO mK(pyeTcs B Ipolecce nepegadn, Ho U I0CTYI K KOTOPOH 3aKpBIT.

B naHHOM cuTyaumu nenecooOpa3HO YyKazaThb HE TOJBKO Ha
MIPOBOAMMBIE ~ MEPONPUSTHS, HO Takke OOO3HAYNTh BO3MOXKHBIC
NPaKkTHYECKHE IIyTH pEIIeHHs, IpH IOMOIIM KOTOPBIX  OyzmeT
OCYIIECTBIISITBCS ~ KOMITBIOTEPHasl pas3Begka. PaccMaTpuBas —IOHSTHE
KOMIBIOTEPHOH pa3BeKu, ObUIO OB HE JIUITHUM 0003HAYUTH BO3MOKHOCTH
KOMITBIOTEPHBIX TEXHOJOTHH, a WMEHHO WX BHEAPEHHWE Ha JTare
npoBeneHuss OPM ¢ wmenpl0 MonydeHHs ONEPaTUBHO - 3HAYUMOM
nHdopmanuu. CTOUT TakxkKe yKa3aTh, Ha BBIIICYKAa3aHHBIH TIPUMEp C
Google, rae mpeogosieHHEe CHUCTEMbI JIOTHYECKOW 3allUThI SIBISETCS
€IMHCTBEHHBIM M  HEOOXONUMBIM  JEHCTBHUEM, HANpaBICHHBIM Ha
MOJyYeHHE ONepaTUBHO-3HAYMMON HH(pOPMAIHH.

PaccmoTpuM  craHmapTHyro — cuTyauuto.  UToOBI  OCTaBUTH
nHdopmanuio B cet MHTEpHET, HEOOXOAUMO MPOWUTH peructpanmio. [Ipu
9TOM 3alloJHAETCS pPErHCTpalnoHHas (opMa, COCTOsmas W3 MOJNeH, B
KOTOPBIX MOJIB30BAaTENIb YKA3bIBAC€T CBOM AHKETHBIC JAHHBIC, TakKhe, Kak
®UO, ctpany u ropof MpOoXKUBaHUA, KOHTAKTHEIA TeNe(OH, dIEKTPOHHBIH
o4ToBbIH azapec. [locie perucTpanny Bce CBEICHUS, KOTOPbIE BHECEHBI B
PETHCTPAlMOHHYI0 (OpMy, 3alKCBIBAIOTCA M XpaHATCS B 0ase JaHHBIX
caiiTa JUi MOCIENyIolIed aBTopu3aluu noias3oBarens. C BhIlleyKa3aHHON
nHpopmanueii B 6a3e JaHHBIX cepBepa, T pa3MelleH CaiiT, 3an1uChIBalOTCs
U XpaHATCS:

- JaTa PerucTpalliy M0JIb30BaTEN sl Ha CalTe,;

- IP-anpec xoMmnbproTEpa, C KOTOPOro MPOU3BOAMIIACH PETUCTPALINS;

- JMaHHBIE O BepcuH Opay3epa W ONEpAIOHHON CHCTeMe, IpH
MIOMOILY KOTOPOH OCYIIECTBISIIACH PETUCTPALIHSL.

[Monyuennyro  wmHopManmio  Biajesel] calTta  HCIIOJB3YET,
HarpuMmep, Kak CTaTUCTUYECKHE AaHHble. OTH JaHHble (UKCHPYIOTCS |
Jajee MOTYT BHU3YaIbHO OTOOpaXaTbCs CHENUAIBHBIM IPOrPAMMHBIM
obecrieuenneM. [Iponecc (ukcanmy cTaTUCTUYECKUX JAHHBIX MPOMCXOIUT
CKPBITHO M 3auacTylo 0e3 Beloma IoJib3oBaTels. Bianmener caiita Moxer
HCTIONB30BaTh CTaTUCTHYECKHUE JaHHBIE, Y4TOOBI OTIPEIeIUTh
MECTOHAXOXKICHUE MIOJIF30BATEI, MIPEIIOKUTH nHpOPMAaLHIO,
COOTBETCTBYIOIIYIO  €ro  (aKTHYECKUM  TeoTrpaduvecKuM  JTaHHBIM,
3a0JI0KHPOBATH MOJIB30BATENS U T. [I.
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[onyuennass uHGpOpMaIMss MOXET BBICTYNIaThb HE TOJBKO Kak
CTaTUCTHYECKas, HO TaKKe HMETh pellalollee 3HauCHHE IMpHU IMOUCKE U
(UKcaly JUI, OCYLIECTBIIIOIIMX HPOTHBOIPABHbIE AEHUCTBUS B CETH
Wnrepner. Kak npaBuio, Ipu perucTpaluy Ha caiitax KHOepHpecTyImHHK
yKa3bIBaeT JIOXKHBIE JIaHHBIE O ce0e W BBOAWUT B 3a0dyXICHHUE
mojb3oBarens. M3-3a 3TOro CTaHOBHUTCS MPAKTHYECKH HEBO3MOXKHBIM
YCTAaHOBUTh pealbHyl0 HH(pOpMamMio O HEM H  BBIABUTH  €TO
MECTOHAXOX/IeHHEe 0e3 MocTyna K CTaTUCTUYECKUM JaHHBIM. He nmpuHuMas
BO BHHMaHHE TO OOCTOSATEILCTBO, YTO KOMIIBIOTED TAKXKE OCTaBIIACT
JaHHblE O cebe NpH MOCEUICHWH CalTa, 3a4acTyl0 KHOepHpecTyNHHK
CYHTAET, YTO €r0 MPOTHBOINPABHBIC ACHCTBUS OCTAHYTCs OE3HaKa3aHHBIMH
U yBEpeH, 4YTO OTCIEAUTh €ro MECTOHAaXOXJIEHHE MpPaKTHYeCKU
HEBO3MOXKHO H3-32 TOTO, YTO OH BHEC BBIMBIIUICHHBIE JaHHBIE B (hopMy
perucTpanui. B CBS3M € 3TUM MOXHO MpPENON0XUTh, YTO, U1 TOTO,
4TOOBl  BBIIBUTH  KHOEPIPECTYNHHMKA, HaM HEOOXOJUMO  IOJIYYHTh
CTaTUCTHYECKHUE JaHHbIE, OCTaBJICHHBIC UM IIPH MOCELICHUH caiiTa.

3aKoHOJaTeIbHOE MOJIyUeHHE TAaKUX JAHHBIX OTHOCUTCS K TaKOMY
OTIEPaTHBHO-PO3BICKHOMY MEpOINPHATHIO, KaK CHATHE HWH(OPMALMH C
kaHanoB cBs3u. CormacHo cT. 8§ @3 PD «O06 omepaTnBHO-PO3BICKHON
JEATeIbHOCTHY, CHATHE HMH(GOPMAIMM C TEXHHYECKHX KaHAJIOB CBS3U
JIOITyCKaeTCsl Ha OCHOBAaHMM CYAEOHOTO peIIeHWs W TpH HAINYUH
OTPaHMYECHHOTO TIepEeYHs OCHOBAHWH, YyKa3aHHBIX B OTOH CTaThe.
HeoGxonumMo  3amMeTuTh, YTO TOAOOHOE  MEpONPHUATHE  SBISETCS
JUINTENIFHBIM 10 BPEMEHHU peajM3alliid U He BCETAa JaeT MOJIOKUTEIbHBIN
pe3ynbTar.

B 6opnbe ¢ KuOEepIpecTymHOCThI0 YMECTHO COCIAaThCsS Ha MHCHHE
paHee YINOMSHYTBIX YUY€HBIX, KOTOpble YOEXAeHBl, 4YTO B Ipolecce
omepaTuBHOW pabOTBI OYEHb BAXKHO MPHUMEHATh TaKHE OIEPATUBHO-
PO3BICKHBIE MEPOIpPHUATHS, KOTOpble B CIydae HX OCYLIECTBICHUS HE
TpeOYIOT CaHKIMH CO CTOPOHBI PYKOBOJIMTENS ONEPaTHBHO-PO3BICKHOTO
opraHa WiIM cyzaa. Bce 3TO 3HAUMTENBHO YHPOCTHT paboTy B
nH(OpPMaMOHHOM TIPOCTpaHCTBE VIHTEpPHET, CAOKOHOMHT BpeMs U PECypCHhl,
TIO3BOJIUT AEHCTBOBATH M30HMpartensHO 1 3ddektusHo [1, c. 68].

VYuuteiBas CKa3aHHOE, 11€1eco00pa3HO PacCMOTPETh  METO/IbI,
KOTOPBIE HCTIOIB3YIOT B CBOCH JAEATEIBHOCTH CaMH MPABOHAPYIIUTEIH IS
MONyYCHNUSI MHTEPECYIOIINX WX [aHHBIX O TIIOJb30BaTelsiXx ceT. [l
TIOJIYYEHHUsI JIOTHHOB W TMapojiell Ha calTax OHM 4Yallle BCETr0 MPUOETarT K
CO3JIaHWI0O W HCIOJL30BaHUIO0 (HUINMHTOBBIX CAWTOB (CAaNTOB-JOBYIIEK).
@UIIMHT - BHA HMHTEPHET-MOIICHHHYECTBA, LENBIO KOTOPOTO SBISIETCA
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MOJyYCHHUE JOCTYNMa K KOHQUICHIMATHHBIM JaHHBIM MOJB30BATEICH -
JlorvHaM ¥ mapodsim [13].

I0.B. TonbueBckuit u A.H. HekpacoB BBIIECHAIOT camble
pacupocTpaHeHHbIe  (UIIMHTOBBIC  CAWTBI -  HOJJICIBHBIC WA
HECYIICCTBYIOIIUE WHTCPHET-MAara3vHbl, a TaKKe CaWThl, KOTOPHIC
MIOJTHOCTRIO KOMHMPYIOT O(UITMaNbHBIC CANHTHl OaHKOB WM (PHHAHCOBBIX
OpraHM3aINi, U3BECTHBIX COIUANBHBIX CeTeH U T. 1. [3, ¢. 254]. Ins Haganma
paboThl Ha TakMX calTtax TpeOyeTcs BBOJ JIOTHHOB, IMapoiieil, HOMEpOB
IUTACTHUKOBBIX KapT M IPYTHX JaHHBIX, KOTOPBIE KHOEPIPECTYIHUK MOXKET
HCTIOJB30BaTh B TPOTHUBOIMPABHBIX IIEIX.

Hanpumep, nacTosimuii aapec momyJspHEWIIEH COIUATBLHON CETH
«OTHOKIIACCHUKIY BBITJISITUT TaK: www.odnoklassniki.ru.
KubeprpecTynHUKM ¢ Lelpl0 OOMaHa IMOJb30BaTeNsi PErHCTPHPYIOT
AOMCHHBIC HMCHA, MaKCHUMAJbHO TIIOXOXXHMC Ha OpUTruHall, IpU STOM
JOMEHHOE UM TMOJJENIBHOIO caiiTa OTIMYaeTcss JHIIb OJHON-ABYyMS
oykBamu (www.odnoklasniki.ru, www.odnokassniki.ru u 1.11.). Ha Gerbrit
B3IJISL AJIS TOJIb30BaTeNs TAaKOW ajipec MOKaKeTcsl MOAIMHHBIM. Jlanee Ha
9TH ajpeca MOIICHHWKH 3arpy’kaloT [ONHBIC BU3yallbHBIC KOIIHU
Hacrosero caiita «OMHOKIACCHUKM» W 3aMaHUBAIOT II0JB30BaTeNs Ha
CBOM CalT JyIs OJIy4Y€HHUs JOTMHA, apois U T. 1. [6].

B3sB Ha BOOpyXEHHE TAaKOH CIIOCOO0 «KOMITBIOTEPHOW Pa3BEIKID»
OTIePATUBHBIA COTPYAHUK TaKXKe MOXKET CO3JaTh U UCIIOJIE30BaTh CBOM CalT
JUI1 YCTaHOBJIEGHUS JaHHBIX O KHOEpHpecTymHHKe. 3aKoHOJaTeldb He
3amnpeniaer co3naBarh caiitel corpyaaukam OBJI. bonee toro, B 4. 1 ct. 11
3akoHa «O monMIMHU» YKa3bIBa€TCSs Ha TO, YTO TOJMUIUS B CBOEH
JeSITEJIBHOCTA 00s3aHa HCIOJIb30BATh JIOCTHKCHUS HAYKH W TEXHHKH,
HH(POPMAIIMOHHBIE CHUCTEMbI, CETH CBSI3M, a TaKXe COBPEMCHHYIO
“H(OPMAMOHHO-TEJIEKOMMYHUKAITUOHHYIO HHPPACTPYKTYPY.

[Ipomecc co3maHus caiiTa HE SIBIISICTCS JTOPOTOCTOSIIMM M HE
TpeOyeT CaHKIMOHHPOBAHHOTO paspemieHus. [ co3maHus — caiita
HEOOXOIUMO TIpHOOpecTH JoMeH (.ru, .coM, .net), co3maTh caliT npu
MIOMOIIM CIIEMUANBHBIX CepBHCOB wwiu mporpamMm (AdobeDreamweaver,
WordPress, Joomla) u pa3mecTuTh €ro Ha XOCTHHIE. YKe ceidac BCe 3TO
000MIETCT B CUMTaHHBIE KONEWKH: TO cocTosiHuio Ha 12.10.2017 r.
MTOKYITKa JOMEHA B 30HE «.IU» Ha OQHINAIBHOM PETUCTPATOpe JOMEHHBIX
nmMéH REG.RU cocraBnser 199 pybneit, a mMecsidHass CTOMMOCTH YCIIYT
XOCTHHTa Ha 3TOM caiite cocraBister 126 py6umeit [5]. Ilocme co3manus
caiita W pa3MemeHus ero Ha XOCTHHIE, ONECPAaTHBHOMY COTPYIHHKY
HEO0OXOMMO BKIIOYHTHh HHCTPYMEHT AWstats. OH CIIy)KUT HHCTPYMEHTOM
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Be0-aHAINTHKH, KOTOPBI OyneT coOMpaTh CTaTHCTHKY O TpadHUKe Ha caiTe
U O MOCETUBIIMX CAaWT mosib3oBarensix [16]. Ha naHHBIII MOMEHT HE TOJIBKO
REG.RU, HO 1 GOJBIIMHCTBO XOCTHHT-TIPOBAIIEpPOB NPEIOCTABISIOT TAKOH
WHCTPYMEHT BeO-aHAINTHKH, Kak AWstats.

B mporpamMHoM obecniedenun AWstats peaqn3zoBaHa BO3MOXKHOCTb
MOJTYyYEHHsI [AHHBIX, CIOCOOCTBYIOMIMX (DAaKTUYECKOMY YCTAHOBJICHHIO
KOMIIBIOTEpA, IIPU TIOMOIIM KOTOPOrO KHOEPIIPECTYIHUK COBEPIIACT
npotuBonpasHble AeiicTBus. [lpu momomm AWstats Mbl MOXKEM MOITYYUTH
TaKHe JTaHHbIE!

- IP-agpec xoMmbrOTEpa, ¢ KOTOPOrO OCYLIECTBISUICA MEPEXOJ Ha
HaIll CaiT;

- Bpems iepexoja Ha CailT;

- aKTUBHOCTb Ha caiiTe;

- IIOCEIaeMble CTPaHMIIBI CAMTa.

OTH JaHHBIE MOTYT XPaHUTHCS M 00padaThIBATBECS B DPEXUME
peampHOrO BpeMeHH. IIpu 3TOM OIEpaTHBHOMY COTPYIHHKY HE
00s13aTeNBHO TOCTOSHHO HAOJII0AaTh 32 KOHKPETHBIM IOJIb30BaTEJIEM.
HyxHO co3maTh Takue YCIOBHS, YTOOBI KHOEPIIPECTYIHUK IIEperien Ha
CO3IaHHBIN UM calT. 3aiinsa B uHTEpdeiic mporpammbl A Wstats, mporpamMma
MOKaXKeT, Korja u ¢ kakoro IP-anpeca 3axoaui momp3oBarens Ha CaiT. OToO
JacT BO3MOXHOCTb, HE HMMes IOJHOrO AOCTyHa K CaWTy, IpHU HOMOIIU
KOTOPOr0 MOLIEHHUK COBEPIIAET MIPOTHBOIPABHBIE JEUCTBUS, ONEPATHBHO
yCTaHaBIMBaTh CTaTHCTHYECKUE JaHHBIC, a IMEHHO BpeMs mnepexoxa u IP-
ajpec  KOMIIBIOTEpa, c KOTOpPOTO OCYIIECTBIISUICA ~ IEPEX0n
KHOEPIPECTYIIHUKOM 10  cchUIKe. [loiydeHHble JlaHHBIE [O3BOJISIT
3HAYUTENIBHO CY3UTh KPYT MO/103PEBAEMBIX.

Ilocne TtoOro, kak CcOTpyAHHMKY craHeT u3BecTeH [P-anpec
KOMIIBIOTEPA, OH MOXKET YCTaHOBUThH IIPUHAJUIEKHOCTh JaHHOrO IP-anpeca
K nposaiinepy. ust 3TOro mydiie BCero MOAXOAMT OeCIUIaTHBIA caifT
http://2whois.ru/, KOTOpbIH MOKAaXKET, KaKOMY MpOBaWJepy MNPHHAAIECIKUT
3anpammBaemMblii  [P-agpec, ¢usuyecknii anpec mpoBaiizepa U ero
BaZieNblla C KOHTakTHBIM TenedoHoM. OrnepaTHBHOMY COTPYJHHUKY
OCTaHEeTCAd YCTaHOBUTb CBSI3b C MpOBaepoM MJIsl TPEJOCTaBICHUS
aHKETHBIX JaHHBIX Bhajensua IP-anpeca.

He oOpamasce Kk Bhagenslly cadTa, TA€ 3JOYMBIIIJICHHHK
OCYIIECTBIIIET CBOIO TIPOTHUBOIIPABHYIO JIESTEIBHOCTH, OIEPATUBHBIN
COTPYOHMK HPHU TOMOIMIN (HUIIHHTOBOTO CaliTa MOXET MOJYYHUTh JIOTHH U
Maposib  3JIOyMBINUIEHHHKA. Takue OEeWCTBUS HAaAyT BO3MOXKHOCTB
O3HAKOMHUTBCA C MEPENUCKON 3II0YMBINUIEHHHKA U OIEPATUBHO BBIIBUTH
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JIOIIOJIHUTENBHYI0 HMH(GOPMAIMIO O IPOTHBONPABHOW JEATENBHOCTH |
YCTAHOBUTbH KPUMUHAJIBHBIE CBSI3H.

CrouT Takxke OTMETHTb, YTO YyMEHHE IPOBOJUTH Pa3BEIKY C
UCTIONB30BaHUEM COBPEMEHHBIX KOMIIBIOTEPHBIX TEXHOJOTHMM HMeeT
OoylpIlIOE 3HAUCHHWE B IIOWCKE IPABOHAPYIUWTENIEH W BBIBICHHHM HX
MIPOTUBOIIPABHBIX ACHCTBUI HE TONBKO B BHPTYaJbHOM, HO U B PEaIbHOM
MIPOCTPAHCTBE.

B nmnouckax mnyrtell BHeIpeHHs KOMIIBIOTEPHOM pa3BEeIKH Kak
HEOOXOANMOTO COBPEMEHHOTO MEPONPHATHS B OIEPATHBHO-PO3BICKHOM
pabore, HamMu OBIT PacCMOTPEH U TPEUIOKEH BapuUaHT CO3IAHUS U
HAaCTpPOMKM JIMYHOIO caidTa omepaTuBHoro corpyaauka OBJI, mnocne
nepexojja Ha KOTOPbIl KMOEPIPECTYITHUK OCTABUT ONEPaTHBHO-3HAUUMYIO
nHdopmanuio o cebe. Takue naesHHUS I[OMOTYT HE TOJIBKO YCTaHOBUTH
MECTOHAXOXAECHHUE JIMIA, COBEPIIABIIErO MPOTUBO3aKOHHBIE AEHCTBUS, HO
TaKXKe y3HaTb JIOTMH, [apoJib, DJEKTpOHHYyK mnouty, [P-agpec
KHOEpIPecTYIHUKA, YTO JACT BO3MOXKHOCTH TI0OJIy4aTh JOCTYI K aKKayHTY
MOCJIEAHETO.

N B 3axmoueHue. JlomonHEHHE ITEPEdHs ONEPaTHBHO-PO3BICKHBIX
MEpONPUATHIA, YKa3aHHBIX B cTaThe 6 O3 PO «OO6 omepaTuBHO-PO3BICKHON
JEeATeIbHOCTHY, HE W3MEHWIIO Halle MHEHHE O IeJIeCO00pa3HOCTH
JIOTIOJTHEHUSI €r0 TaKWM MEPOIIPUSATHEM KaK «KOMIIBIOTEpHAs pa3BelKay.
[Mono6HsIi mar MOBBICUT 3¢ (GEKTUBHOCTD ONIEPATUBHO-PO3BICKHON PabOTHI
B cetu MHTEpHET.
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OCMOTP MECTA NIPOUCIIECTBUSA ITPU
MPEJABAPUTEJIbHOM IMTPOBEPKE COOBIIEHUM O
KOMIIBIOTEPHBIX ITPECTYILJIEHUSX.

I. OPTAHU3AIIMOHHBIE OCHOBBI!

B.B. Ilonskos, k.10.H., doyeHm Kaghedpwvl y20i06H020 npoyecca u
KPUMUHATUCTIUKY ATMATICKO20 20CY0apcmeeHHo20 YHueepcumema
A.C. Huxumun, cnedosamensy Cnageopoocko20 MedlcpatioHHO20
cedcmeenHo2o omoena ciedcmeennozo ynpasienus CiedcmeeHHo2o
xomumema P® no Anmaiickomy xpato

[onsarue «OpraHU3anus MpeaBapUTEeILHON TIPOBEPKH
MIPECTYIUICHUI» TECHO CBA3aHO C TMOHITHEM «OPTaHU3aIMA PacCiIeJOBaHUSL
MIPECTYIUICHUI» U COOTHOCUTCS C TIOCIETHUM, KaK 4acTHOE ¢ OOIMM, Ipu
9TOM CaM TEPMHUH «OPTaHH3aILHsI», COTJIACHO 3aKOHaM (pOpMaITbHOH JIOTHKH,
B HayKe PacCMaTpPUBACTCSA B TPEX 3HAUCHUAX: KaK IPOIECC, KadyeCTBO U
o0bekt [1]. B Hacrosmieid craThe OOBEKTOM HCCIICIOBAHMS SBIIICTCS
OpraHu3aIysl MpeaBapUTeIbHON NMPOBEPKH KOMIBIOTEPHBIX NMPECTYIICHUH
B KadecTBe IIpolecca, T.e. IIEJICHANPABICHHON JESTENbHOCTH IO
YIOPAJOYCHUIO CBA3EH MEXKIY YacTsIMH OJTHOTO U3 BHI0OB IOCYAapCTBEHHOMN
BJIACTHOM JESATENHLHOCTH, peann3yeMoil B (hopMe TaKoro mpoleccyaibHOro
JeHCTBUS KaK OCMOTp MecTa IpowuciiecTsus [1].

CymecTBylomue  peKOMECHIANWK  TPOBEICHHUS  MPOBEPOYHBIX
MEPOIPHUATHIA TI0 TPECTYIUICHUSIM B cepe KOMIBIOTEPHOU MH(OpMAIH,
O0COOCHHO KacamoImpecss WX Hauboliee OMNACHBIX Pa3HOBHUIHOCTEH,
OTCYTCTBYIOT WJIM UMEIOT THIIOBOW XapaKTep, HE B IMOJHOW Mepe YIUTHIBas
KOHKPETHBIE OOCTOSATENLCTBA W Pa3NUYHBIE CHUTYallid B  IICJIOM.
BosHukaromue npu 3TOM Ha IPakTHKE 3aTPyJHEHHsT TPeOYIOT CBOETo
HAyYHOTO WCCIEJOBAaHUS W TpakTHUeckoro paspemeHus. Cremnyer
3aMeTHTh, YTO B KPUMHUHAJUCTUYECKOH JHTEpaType 3HAUYUTEIHHOE
BHUMaHHE YAETSAETCS 0COOCHHOCTSM NPOBEICHHUS CIICICTBEHHBIX AeHCTBUI
B CTaguM  MPEIBApUTEIBHOTO  pAcCleOBaHMA  KOMITBIOTEPHBIX
npectymiennii. OnHako He yIENeHO MOJDKHOE BHUMAaHHE IpobieMam,
CTOAIIMM Ha TYTH TOBBIIICHHS A(PQPEKTUBHOCTH CIEIACTBEHHOH U
OTIEPaTHBHO-PO3BICKHOM PabOTHI 10 AOCIEICTBEHHOH POBEPKE COOOIICHN
0 KOMIBIOTEPHBIX MPECTYIUIEHUSX, OT PE3yJIbTaTOB KOTOPOH 3auyacTyro

! TlyOnukanust MoAroTOBIEHA B paMKax moanep:xkanHoro PTH® naydnOro
npoekTa Nel6-33-01160.
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3aBUCHT YCIIEX pacclefoBaHUs. B mTore ocraroTcs Hepas3pelIeHHBIMU
MHOTHE  TaKTHYECKHE  BONPOCHl  TNOMYYEHHS W HCIOJB30BAHUS
KPUMHUHATUCTHIECKH 3HAUYMMOH WH(pOpMaIH, OCOOCHHO HMEIOIEH
JTIOKa3aTeIbCTBEHHBIHN MOTEHITHAT [2].

IIpu mpoBepke CcOOOMmIEHHHT O KOMIIBIOTEPHBIX IPECTYIUICHHUSIX
MoJyuyeHue CyneOHBIX JOKa3aTeJIbCTB BO3MOXKHO, KakK IIPaBWIIO, ITyTEM:
UCTPEeOOBaHUS U UIBATHUSI JIOKYMEHTOB, CPEJICTB KOMITBIOTEPHOI TEXHUKH U
UHBIX MPEIMETOB; HA3HAUYEHUS KOMIIBIOTEPHBIX AKCIEPTHU3; NMPOU3BOACTBA
OCMOTpa MeCTa NpPOMCLIECTBUS, MPOrpaMMHO-AMMapaTHBIX CPEACTB
KOMIIBIOTEPHON TEXHMKH, OJJIEKTPOHHBIX JOKYMEHTOB. B Xome HHBIX
JeHcTBUI OOBIYHO MPOMCXOJUT IMOJIYYEHHE TMOMCKOBO-OPHEHTHpYOUIEH U
TIONCKOBOW KPUMHUHAIMCTHYECKH U OTIEPATHBHO 3HAYMMOi nHpopManum.

OmanM w3 Hambomee SQQEKTUBHBIX ICHCTBHH IIPH MPOBEPKE
COOOIIEHNH 0 KOMITBIOTEPHBIX MPECTYIUICHUAX, C TOUKU 3PECHUS ITOTyUCHUS
CyIeOHBIX /I0KAa3aTEeNbCTB, SBISIETCS OCMOTP MECTa NPOHCLIECTBHA. JTO
CBSI3aHO C TEM, YTO B €r0 XOAE pa3pelacTcsi JOBOJBHO MIMPOKHHA KpPyr
pazHopoaHbix BompocoB [5]. K ux uuciay, B YacTHOCTH, OTHOCSTCS:
HabroleHHe, U3y4YeHHe OOCTAaHOBKH M CYIIECTBOBAHHS TEeX WM HHBIX
MIPU3HAKOB Yy OCMAaTpPUBAaEeMBIX OOBEKTOB, BBIIBMKEHHE M TIPOBEpKa
KPUMHMHAIUCTHUECKUX BEPCHH, MPOM3BOJCTBO PA3IUYHBIX BBIYHCICHUH,
CpaBHEHUI HaOJIOJAaeMbIX OOBEKTOB MEXIY COOOH, ONMUCaHHEe M HWHOE
3anevyarijeHue KPUMHMHAIUCTUYECKH 3Ha4uMMoW uHpopmauuy, Qukcanms,
U3BSATHE W OIEHKAa OOHApYKEHHBIX cJieqoB mnpectymieHnid [4]. Takum
obOpazoM, 3((eKTHBHOE TPOU3BOACTBO IaHHBIX MACHCTBHH B paMKax
TIPEABAPUTEIHHON TPOBEPKH COOOIIEHUH HEBO3MOXHO 0€3 MX I'PaMOTHOM
OpraHU3aLUH.

OcMoOTp MecTa NPOMCHIECTBHS COCTOMT M3 TPEX IOCIEI0BATEIbHO
Pa3BHBAIOIINXCS CTaJIUI: TOATOTOBUTEIBEHON, paboueil U 3aKIIIOUNTEIbHON
[6]. TIpm paccnemoBaHWM MPECTYIUICHWH, COBEpIIAEMBIX B cdepe
KOMIBIOTEPHON HWH(pOpManuu, MO0 CBOGH CyTH U o00peMy paboT Ha
MMOJTOTOBUTENFHON  CTaJWM  HMEETCS  3HAYWTENBHOE  KOJHMYECTBO
crnenu(UIecKuXx MOMEHTOB, OOYCIOBIEHHBIX KOMIBIOTEPHO-TEXHHYECKON
COCTaBIIAIONIEH TaHHBIX NMpecTymieHnid. Tak, caenoBarenn, CIenNHalIuCTh U
MOHATBIE JOJDKHBI 00J7a/1aTh MHHUMAIBHBIMH 3HAHUSAMH KOMIBIOTEPHOM
nHpopManny, TEXHUKA MW TEXHOJOIWH, IO3BOJIIOIIMMH TOHHMATh
cHenuduKy NIEKTPOHHO-IN(PPOBBIX CIEJOB, MEXaHU3Ma MX 00pa3oBaHM,
TUIMYHBIX ~ CPEJICTB M CHOCOOOB  COBEPUICHHMS  KOMITBIOTEPHBIX
MPECTYIIEHUI 1 MHOTOro Apyroro [7].

Ha mamr B3risg, BaKHO BBIAEIMTh TAKTHUECKHE OCOOEHHOCTH
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OCMOTpa MecTa MPOWCIIECTBUS Ha 3Tale MNpPeABapUTEIBHON IPOBEPKU
COO0OIIEHNH 0 KOMIIBIOTEPHBIX MPECTYIUICHHUAX B CICIYIONINX CUTYaIHSIX:

- KOT/1a TIOCTYTIAaeT COOOIIECHNE WM 3asIBIICHUE O MPECTYIIICHUM;

- KOrzJa IIPEAOCTaBJICHbI ONEPATHBHO-PO3BICKHBIC MAaTEpPHAbI,
coJeprKalye CBeICHNS 00 00HaPYKEHHBIX MIPU3HAKaX MPECTYIUICHNUS.

B nepBoii cuTyanuu ocMOTp MecTa MpOoMCLIeCTBHs OyneT o0nanarh
MIPU3HAKOM HEOTJIOKHOCTH, BO BTOPOM CHTYallMH, KaK IPaBHIO, OCMOTP
HOCHT 33/1a4y IONCKa U (PUKCALMH KOHKPETHBIX JI0Ka3aTeNIbCTB, TEM CaMbIM
HMest HEKOTOPOE CXOJCTBO C OOBICKOM.

B CUTyallud, KOoraa OCMOTp MECTa IPOUCHICCTBUA IMPOU3BOAUTCA
HEeoTJIaraTenbHO, JII000e MPOMEIJICHHE MOXET OOCpPHYThCS IOTepeit
JIOKa3aTeNbCTB U HACTYIUICHHEM MHBIX HEOJIarompUsATHBIX MOCIEACTBHNA. B
CBSI3M C 3TUM CIEIOBaTEIsIM M JIO3HABATENSIM HEOOXOANMO IPEIJIOKHUTH
YETKHEC  HAYYHO-NPAaKTHYECKHE PEKOMEHAAUUH 10  3(PPEKTUBHOMY
MIPOMU3BOJICTBY JTAHHOTO CIIEICTBEHHOTO JEHCTBYS U HEIOMYIIECHHIO TIPH €r0
MIPOBEJCHUH THITUYHBIX OMINOOK.

Ha mnoaroroBuTenbHOH CcTaguM OCMOTpa MECTa IPOWCIIECTBUS
cleoBaTeNlb JODKEH OPraHW30BaTh CIIEICTBCHHO-ONEPATHBHYIO TPYIINY,
KoTopas Obl cmorna 3((eKTHBHO BBINOJHUTH paboTy TMOA  ero
PYKOBOJCTBOM. Or MpaBUJIBHOIO0 COCTaBa TPYyIIlbI BO MHOI'OM 3aBUCHUT
Ka4yecTBO INPOBENEHMs CIeICTBEHHOTo JeicTBus. [lpu ee dhopmupoBaHuu
cienyeT o0ecHeunTh ydacTHe MHHHMYM OJHOTO CyOBeKTa, CBOOOIHO
BJIAJICIONIET0 HABBIKAMHU PabOTHI ¢ KOMITBIOTEPHOH TEXHHUKOH (II0JIb30BaHHUE
CTaHAAPTHBIM TPOTPaMMHBIM OOECIIEYeHHEM KOMIIBIOTEPa, HABBIKH 110
J0oCTyIy B ceTh «VIHTepHeT», MCIIOIb30BaHMIO OHJIAWH-CEPBHUCOB W TIP.).
HexoTopble TpyZHOCTH BBI3BIBAET HEOOXOANMOCTD 00ECIIEUECHHUS YIACTHS B
0CMOTpE MecTa MPOUCLIECTBHS KOMIICTEHTHBIX CIICIIMAIIMCTOB M MOHSTHIX.
Vx npusiieueHne, 0COOEHHO B YCIOBHSX NMEpPHPEPUITHBIX paiiOHOB, MOXKET
OBITHh HEBO3MOXKHO WJIM KpalHe 3aTPyIHEHO B CHJIY WX OTCYTCTBHSA WIH
COMMPSAKEHO C CYHICCTBECHHBIMU MaTepI/IaHBHO—q)I/IHaHCOBBIMI/I 3aTpaTaMu.
Pemenne maHHBIX TPOOJIEM 3aHMMAaeT MHOTO BPEMEHH, B XOJi€ KOTOPOTO
00CTaHOBKa MecTa IPOUCIIECTBUA MOKET KPUTHYCCKU H3MECHUTHCA. B
CiIydasix, Korja coOHMpaHHe [0Ka3aTelIbCTB HE BBI3BIBACT 3aTPyTHEHUI
(M3psATHE  CUCTEMHOro OJIoKa KOMIBbIOTEpa, 3amuch (aiaoB Ha
JIEKTPOHHBI HOCHTENb HMH(GOPMALMHM W IIp.), INpPUBJICYEHHE IOHATHIX,
HMEIOINX CIIEIHUaIbHble TEXHUYECKNE MO3HAHMUs, He 003aTeNbHO, TaK KaK
MIPOMUCXOJIAIINE JIEHCTBUST MOXHO 3a(MKCHUPOBAaTH C IIOMOIIBIO CPEACTB
BU/ICO3AITUCH.

B rtex ciywasix, korga TpeOyercsi He3aMeUIMTENIbHO OCYIIECTBUTH
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OCMOTp MECTa MPOUCHISCTBHS, HO OTCYTCTBYIOT HEOOXOIHMMBIE JJISi 3TOTO
YYaCTHHKH, B TOM 4YHCIE, KOrJa caM CcJe[oBarelb HE MOXKEeT
HEe3aMEJIUTENILHO MPUOBITh Ha OOBEKT OCMOTpPA, TO BO3HUKAET MPAKTHKA
MOpYYeHHsT  MPOBEICHUS]  CJICJCTBEHHOTO  JCHUCTBUS  COTPYIHHUKAM
OTIepPaTUBHO-PO3BICKHON nestensHOoCcTH (4. 4 cr. 38 VIIK P®). [Topyuenue
MOXET COIEpKaTh TAKTHUECKHE PEKOMEHIALNH, KOTOPBIC OJKHBI
HEYKOCHHUTEIIBHO COOIIOAATHCS, HAMPUMEpP, 00 OJIHOBPEMEHHOM OCMOTpPE
HECKOJBKUX MECT MPOHCIIECTBHSI.

MecTo TOpOHCIICCTBHS MO KOMITBIOTCPHBIM MPECTYIUICHUSM, B
KOTOPBIX OB 3aﬂeﬁCTBOBaH y}laﬂeHHLIﬁ JO0CTYyIl, MOXET OXBaTbIBaTh
JIOCTAaTOYHO OOJIBIIYI0 TEPPUTOPHUIO. DTO O0OYCIABIMBACT MOTPEOHOCTH B
OKa3aHUM OMEPATUBHOW momouy cieactBuio. CoaeicTBUE ClIeICTBEHHBIM
opraHaM MOXET ObITh OKa3aHO B pPa3AMYHBIX (OpMax M Ppa3IUYHBIMH
cyobekTamu. Tak, moTepneBlIMEe ¥  OYEBUALBI, COOOLIMBIINE O
NPECTYIJICHUH, MOTYT  y4acTBOBaTh B  IPECEUYEHHH MPECTYIMHOM
JICSATSIHOCTH UITH €€ HeOIaronpHUsITHBIX MMOCIEACTBHMA, a TAKIKE OHU MOTYT
MPUHSTH MEPBI [0 COXPAHEHHIO CIeN0B npecTymieHus. OJHaKO MOMOIIb
CIIEICTBUIO CO CTOPOHBI HEMPO(ECCHOHATIOB BCET/Ia CBSA3aHA C TAKTHYCCKUM
puckoMm. BronHe BO3MOXHA CHTYyaIlis, KOTJa CIIe[OBaTellb MO ONIHOKe
o0paTuTcsl 3a TIOMOIIBIO K JIMIAM, 3aHMHTEPECOBAHHBIM B HCXOJE [ela,
KOTOPbBIC CBOUMU YMBIIIJIICHHBIMHA ﬂeﬁCTBHﬂMH MOI'yT YAaJuTb WA
TOBPE€ANUTL CJICAblI NPECTYIIJICHUA. Co CTOPOHBI HO}IO6HLIX JIMIT BO3MOXKHO
TaK)Ke BBEJCHHE CIEJACTBUS B 3a0NyXICHHE MNYTeM HCKKEHHS WHON
KPUMUHAIUCTHIECKH 3HAaunMod uHpopmanuu. Takue HAeWCTBHS MOTYT
OBITh MMPOJUKTOBAHBI PA3JIMYHBIMH MOTHBAMH, HAPHUMED, OTBEACHHEM OT
cebsi BHUMAaHUs MPABOOXPAHUTEIBHBIX OpPraHoB. He HCKIIOYEHO TaKKe
XaJaTHOE OTHOIICHUE OCYIIECTBIISIOIINX MOMOIIIb JIUI], KOTOPhIE HE HECYT
3a 3TO OTBETCTBEHHOCTH. J[pyroii mpoOmemoii sBiseTcs 10OpPOCOBECTHOE
3a0JTy’K/IEHHE WIIH HEKOMITCTEHTHOCTh JIHI], COACHCTBYIOMINX CIIEICTBHIO,
HAapUMep,  OKCTPeHHOoe  o0ecTouMBaHWE  OOBEKTA  MPECTYITHOTO
ocATaTeJIbCTBA IMPU MMOJO3PCHUHN, YTO MPECTYIUICHUEC NMECT HHHmHﬁCH NI
SMU30ANYECKHI XapakTep. Takoe penieHne MOKeT ObITh HEOOOCHOBAHHBIM,
a ero IOCIEACTBUS MOTYT NPUBECTH K IMOTEepe HMH(POPMAIUH, MMEIOIIeH
Ba)XHOE JI0KA3aTEILCTBEHHOE 3HAUCHHE.

B ciyuyae mpeamonaraeMoil CIOXKHOCTH HPOU3BOJACTBA OCMOTpa
MecTa TMPOMCIIECTBHS PYKOBOJICTBOM CIICACTBEHHOTO IMOAPAa3eiICHHs
Leeco00pa3HO pa3pelInTh BONPoc 0 (OPMUPOBAHUM JABYX CIEACTBEHHBIX
rpynn  (pemko Gomee) ¢ 0O0s3aTENbHBIM HA3HAYCHHEM CJICAOBATEINS,
PYKOBOJAIIEr0 UMH. PyKOBOMSIIMIA CIIEJOBATEb OMPEACIASTCS ¢ COCTABOM
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o0oux Tpymm, MO CBOEMY YCMOTPEHHMIO Ha3HAdasi «CTapIIero» IEepBOH
TPYyIIbI, KOTOPBIM OyZeT ee KypupoBaTh, BBINOJHATE IOPYYECHUS U
JIOKIanpBaTh o pabore. BwIOOp  «cTapmiero» mepBOH  IpYMIIBI
ONpenemsieTcs, Kak MpaBMIO, HCXOAS U3 €ro KOMIIETEHTHOCTH U
MIPEATIONAaraéMbIX MEKJIMIHOCTHBIX B3aHMOOTHOIIEHUH B TPYTIIE.

[Tonaraem, 9YTO 1O KOMIBIOTEPHBIM MPECTYIJICHUSM 3a4acTyio
BbIE3]] HAa MECTO TPOMCLIECTBHS MABYX CIIEICTBEHHBIX Tpymm Ooiee
s¢pdexTuBeH. B 3aBHCHMOCTH OT KOHKPETHBIX OOCTOSITENIHCTB Jejla Ha
MECTO NPOMCHIECTBHSI OBIBAET 1€JIECO00Pa3HO OTIPABUTH MEPBYIO TPYIITY
Kak MOXHO ObicTpee. B ee cocTtaB MOXHO BKJIIOYHTH COTPYAHHUKA
YTOJIOBHOTO PO3BICKA COBMECTHO C YYaCTKOBBIM YIOJIHOMOYEHHBIM
nojuiuy. BMecte ¢ yka3aHHBIMH JIMIIAMU LIENECOOOPa3HO OTHPABHUTH JBYX
TPaKAAHCKHX JINIL, KOTOPHIE CMOTYT BBICTYIHTh B KauecTBE MOHATHIX. [1pn
HaJIMYUH Y CJIEZ0BaTeNs OOIIECTBEHHOTO MOMOIIHHKA, B 3aBUCHMOCTH OT
YPOBHS €ro KOMIIETCHIINH, BO3MOXKHO, TaKKe €ro npusiedeHue. Ilomaraem,
YTO UMEETCSI MPAKTHUECKass HEOOXOANMOCTD B CO3/JaHNHU Ha OOIIECTBEHHBIX
Havyajgax TPYMIbl «IEXKYPHBIX CIICIMAINCTOB» B cdepe KOMIBIOTECPHOMH
nHdopmanuy (BKJIIOYAs IOCICTHHX, HAalNpuUMep, B psjbl BHELITATHBIX
COTPYIHHKOB HEKOTOPBIX MPAaBOOXPAHHUTENBHBIX OPraHoB), KOTOPBIX
MOXXHO ObUIO OBl TpUBJIEKaTh B COCTaB IEPBOIl TpPymIbl, Tak Kak
MOTPeOHOCTh B HUX Hauboee BeIHKa.

IlepBas ciencTBeHHas TpyIa MOXKeT Hanbosee OBICTPEIM 0Opa3oM
BBITIOJTHATD CJICAYIOLIHE 3a/1a9H.

[lepBoouepennble — TMpecedeHne MPECTYIHOW JAESTENbHOCTH U
HeOJIaronpHuATHBIX MOCIEACTBUN NMPECTYIUICHNUS, a TAKXKe 0XpaHy 00BEKTOB
1 JIUIL, TIPEJICTABIIAIONINX KPUMUHAIMCTHIECKOE 3HaUCHNE, HAallpHIMep, MECT
HaXOXJICHNUS! KOMITBIOTEPHOH TEXHHWKH C SBHBIMH CII€AaMH IPECTYIUICHHMS,
M0JI03pEBAEMbIX,  NMOTEHUHMAJIBHBIX  OOBEKTOB  HOBBIX  IPECTYIIHBIX
MOCATAaTeIbCTB, yAaJeHHE IOCTOPOHHMX JIUI[ C MECTa IPOWCIIECTBUS U
p. [3]

Pa3BenpiBaTenlbHBIE —  BBISICHEHHE M OLIGHKY  OOCTaHOBKH,
CJIOKMBIIEHCS HAa MECTE IMPOUCIIECTBUS (HAaIIpUMep, KOJIMYECTBA M KauecTB
anmapaTHbIX CPEACTB KOMIIBIOTEPHOH TEXHMKM M HX I[POrPaMMHOIO
obecrieueHns, B TOM 4YHCIE, IO 3almIUTe HH(POPMAINH, BPEIOHOCHBIX
porpamMM, HajW4he TEXHWYECKOW BO3MOXKHOCTH ISl JlAJIbHEHIIEero
COBEpILICHUsS MPECTYIUICHWH WM  COKPBITHS  CIEAO0B  IPECTYITHOMH
JIeATeIbHOCTH, OCOOCHHOCTH CIEJIOBOM HMH(pOpPMAIMH, OOIIECTBEHHOTO
MHEHUS O TIPON30LIeIeM COOBITHH | 11p.). JlaHHas HHpOpMAIHS TOMOXKET
PYKOBOAWTENIO  OOBEJMHEHHOW  CIEICTBEHHOM  TPYNNBl  YTOYHHUTH
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KPUMHUHATHCTHIECKUE BEPCUU M BHECTH HEOOXOANMBIE KOPPEKTUBHI B TUIAaH
paccienoBaHus U CIEICTBEHHOTO ICHCTBUS.

@akynbTaTUBHBIC - YCTAHOBJIECHHE KPyra OYCBH/IEB MPOUCIIECTBHA
U UX «OTpaboTKay», BH3yallbHOE 00CiIeoBaHHE OOBEKTa M TOMCK CIICHOB
MIPECTYIJICHUs (HanpUMep, MOUCK HETHIHMYHON KOMITBIOTEPHOH TEXHUKH),
(uKcayst 0OHapY>KEHHBIX CJIEJOB C BO3MOXHBIM MX U3BSATHEM (KOTHA JJIs
9TOr0 He TpeOyloTCs CHeUualibHbIE IO03HAHMs), NPHHATHE Mep K
COXpaHEHHIO NMOTEHINAIBHBIX NCTOYHUKOB JI0Ka3aTeNIbCTB, OCYLIECTBICHNE
MEpOIPUSATHH, CBSI3aHHBIX C IIPOBEPKOW IOBOAOB JUIs BO30YKICHUS
YIroJIOBHBIX JCJI, @ TAKIKC UHBIC ﬂeﬁCTBHH.

B nepuox BpemeHu, Kkoraa TmepBas rpynma Oyner 3aHsATa
UCTIOTHEHUEM CBOMX 3a/ad, y ciefoBarens OyneT BO3MOXKHOCTh yTOUYHHUTh
COCTaB BTOPOIl Ipymnmbl, 0OCOOEHHO B YacTH NPHBJICYCHUS CIICIMAINCTOB B
KOHKPETHBIX, Y3KHX OO0JIacTSAX 3HAHHH, HAIPHUMEpP, CETEBBIX TEXHOJIOTHH,
3aMuTHl HHPOPMAINH, IPOrpaMMHUpOBaHus U 1p. st 6onee TIIATEIHFHOTO
OCMOTpa, B TOM YHCIIC AOMOJHHUTEIBHOTO, a TaKKe IMPOBEINCHHS HHBIX
CIIEICTBEHHBIX JEUCTBHH, NMOTPEOHOCTh B KOTOPHIX MOXKET BO3HHUKHYTB,
cleioBaTelb TaKxe CMOXKET MOATOTOBUTH HEOOXOAUMYIO
KPUMHWHAJINUCTUICCKYIO U CICUAJIBHYIO TEXHUKY, HAIPUMEDP, TPOTrpaMMHO-
ammapaTHble CPeICTBA Ui KOIMMPOBAHUS KOMITBIOTEPHOW MH(POPMALUU H
CpeACTBa JIMYHOM 0E30MaCHOCTH.

Takum oOpa3omM, mpejyioxkeHHass (popMa Bble3a Ha OCMOTP MecTa
MIPOMCIIECTBUS IBYX TPYIII UMEET CIEAYIOINE IPEUMYIIIECTBA:

- DKOHOMHIO BPEMEHHM, CBS3aHHOTO C IIOJIOTOBKOM K BBIE3Ty Ha
MECTO NPOUCIIECTBUS;

- OTIEpaTHBHOE MPHOBITHE Ha MECTO MPOUCIIECTBHS;

- TIpecevyeHHe IMPECTYIHOW IESATEIFHOCTH M HEOJIaronpHsITHBIX ee
MOCHEICTBHIA;

- OXpaHy MecTa MPOUCLIECTBHS U CIIE0B MPECTYILICHNUS;

- ¢hopMupoBanue 0oJiee MOJHON KapTHHBI MPOU30IIESIIETO COOBITHS
Omaromaps TOMy, Y4TO «CTapIIMM» HEPBOH TPYIIBl OyIyT HOKIAaIBIBATHCS
KPUMHWHAJIUCTUICCKN 3HAYUMBIC CBCIACHHUA, KOTOPBIC HECKOMIICTCHTHBIC
JIMLIA MOTJIM OBl HE Y4eCTb, JINOO UCKA3UTh.

HecMoTpst Ha TOJIOKHUTENBHBIE CTOPOHBI BbIE3/la HA OCMOTP MecTa
MIPOMCILECTBUSL JIBYX TPYNI HMMEIOTCA TaKXKE HEKOTOphle HeraTHBHBIC
MOMEHTBI, CPEIH KOTOPBIX MOXKHO BBIICIHUTH CIEAYIOIIHUE:

- JKOHOMHYECKHE, CBSI3aHHBIE C YBEJIMYEHHBIMH MaTepUalibHO-
(PMHAHCOBBIMH PacX0aMHu;

- KaJpoBble — 3aJeHCTBOBAHUE JOIOJHHUTEIHLHOTO KOJIMYECTBA
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JMYHOTO COCTaBa CTPYKTYPHBIX MOJPa3ACIeHUH IPaBOOXPaHUTEIbHbBIX
OpraHoOB.

B curyamun, Korja B X0JIe OCMOTpa MeCTa MPOUCIIECTBUSI HMEETCS
MOTPEOHOCTh B ONEPATUBHOM COIPOBOKACHHH, CIIEIOBATEIb NPHUBICKACT
COTPYIHHKOB  OIEPATUBHO-PO3BICKHBIX  OPTaHOB. NUvu  moxer
OCYIIECTBIISITHCSL HE TOJBKO CHATHE MH(OPMAIMH C TEXHUYECKHX KaHAJIOB
CBSI3W,  TOJNyYeHHWE  KOMIBIOTEPHOM  WH(MOpMAluH,  ONEepaTUBHOE
oOclieoBaHle TOMENICHUS, a TakKe MWHBIE ONEepPaTUBHO-PO3BICKHBIC
MEpOIpHUATHS, HO ¥ OCYLIECTBICHHWE HAONIONCHUS 32 HETHITHYHBIM
MOBEACHUEM KaKUX-JH0O JIMIL, MpeceueHne HETaTUBHBIX IOCIEICTBUH OT
s dekra «BHE3AMHOCTHY», MPEISATCTBHE COMPOTHUBICHHUIO 3aJepPKaHHBIX H
T.JI.

B curyanmsx npow3BOACTBA OCMOTpa MecTa IPOMCIIECTBHSA Ha
OCHOBE  OIEPAaTUBHO-PO3BICKHBIX ~ MarepuasoB  HEOOXOIUMOCTh B
HEOTJIOXKHOCTH €r0 MPOBEICHUS BO3HHKAET pexe. B  ommmume ot
«HEOTJIOKHOTO» OCMOTpA yX€ Ha IOJrOTOBUTEIHHONW CTAaIUU CIIEI0BATEIb
MOXeET 00J1alaTh HEKOTOPOH MPOBEPEHHOH HHpOPMAIHEil 0 IpeCcTyIUICHNH,
HampuMep, O KOJHUYECTBE M XapaKTepPHCTHUKaX H3bIMaeMbIX o0bekToB. Ha
OCHOBAaHMM MOJYYEHHBIX CBEJEHUH cJleJoBaTelb ONpelelsieTcsl C
KOJIMYECTBOM CIEACTBEHHBIX TIpymnm H UX coctaBoM. [Ipm 3TOM Ha
MIOJITOTOBUTENFHON CTAaM K OCMOTPY MecTa IPOWCIIECTBUS BO3HHUKAET
MOTPEOHOCTh B KOHKPETHBIX OPTaHM3AIMOHHBIX JEHCTBUAX, HaAIpUMep,
NIPUBJICYEHNS CHENUAINCTOB B  OMNPEACNEHHBIX O0JAcTAX  3HAHHM.
CnenmanicTsl MOTYT HOMOYb KOHKPETU3UPOBATh JEHCTBHS CIICIOBATENS 110
MOATOTOBKE K ocMOTpy. OcMOTp MecTa NpOMCHIECTBHS, NTPOBOJUMBIN 110
OTIEpPaTHBHO-PO3BICKHOMY MaTepually, UMeeT CBOM HpEHMYIIEeCTBa Iepen
OCMOTpPOM, IIPOBOJIMMBIM B YCIIOBHSX HEOTJIOKHOCTH, 2 UMEHHO, ITO3BOJISIET
CIeJ0BATEINIO:

- Oonee feTanbHO CINIAHUPOBATH MIPOBEJICHUE OCMOTPA;

- BEIOpaTh y00HOE BpeMs JUISI €ro IPOBEICHNUS;

- 3aTpaTUTh MEHbIIE BpeMeHH (U3-3a IMOWCKAa WM (UKCAIMH, KaK
MIPaBUJIO0, KOHKPETHOW MHTEpECYIomei HHpopMaIyn);

- BKJIIOYUTH B COCTaB CIICACTBEHHOW TPYIIBI ONTHMAIBHOE YHCIIO
YY9aCTHHUKOB (Y9UTHIBasi KOHKPETHBIE CBEICHUS W3 ONEPATHBHO-PO3BICKHBIX
MaTepHalIoB).

OTMeTuM, YTO Ha OPraHU3AlMIO IPEJBAPUTEIBHOW MPOBEPKU IO
ONEepaTUBHO-PO3BICKHBIM MaTepHadaM HEraTUBHO BIIUSET HU3KUI ypOBEHb
OCHAIIIEHHOCTH CIELUATbHBIMU TEXHUYECKHMU CPEACTBAMHU OIEPaTHBHBIX
MOJpa3eNeHNl  NPaBOOXPAHUTENBHBIX  OPraHoOB,  3aTPyIHSIOIIUN
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MIPOBEICHUE UMU MEPOIIPUATHM 0 JaHHOW KaTeropuu NnpecTyIuieHud. Tak,
JUISL PACKPBITHSA KOMIBIOTEPHBIX MPECTYIICHUH HE0OX0AnMa COBPEMEHHAs
KPUMHUHAIUCTHIECKAsT TEXHUKA, KOTOpas, KaK IPaBWJIO, HAXOIWTCS B
CIMHWYHBIX  JK3EMIULIpaX TNpH  [EHTPAIN30BAHHBIX  YIPAaBICHHAX
(obmactHOTO W (emepanbHOrO 3HadeHHs). [IOpSIOK €e HMCIONBb30BaHUA
CJIOKEH, a TaKKe HEepa3pbIBHO CBs3aH C IMPOOIEMON OdYepesHOCTH. DTO
YBEJIMYMBACT CPOKH €€ MOJyYCHUsI B OTJalIeHHbIX paiioHax. [ToMmumo sroro,
UCTEKIIasi WIM OrpaHWYECHHas TOJHOCTh JIMLUEH3MH Ha TNpPHUMEHEHUE
CHeLUaIbHBIX IPOTPaMM U 000pYyJIOBaHHUS TaK)Ke HETATUBHO OTPayKaeTcs Ha
HCIOJIb30BaHUH COBPEMEHHBIX KpHMHHaHHCTH‘-IeCKOﬁ TCXHHUYCCKU.
[IpennoxkeHHbIE  OpPraHM3allMOHHO-TAKTUYECKHE  PEKOMEHIAINU
MOJTYYCHHsI CYAEOHBIX JOKAa3aTeNbCTB M WHONW KPUMHHAIHCTHYECKH U
ONEpaTHBHO 3HAYMMOH HWH(OpMAnMM B PA3NUYHBIX  CIECICTBEHHBIX
CUTyallsIX MOTYT OKa3aTh IIOMOINb B PAacCIEIOBAHHHM KOMIBIOTEPHBIX
NPECTYIJICHHH, OCOOEHHO 1O Hauboiee CIOXHBIM M ONAacHbIM HX
Pa3sHOBHIHOCTSIM, COBEPIIAEMBIM BEICOKOTEXHOJIOTHYHBIMH CIIOCOOaMH.
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OCMOTP MECTA NIPOUCIIECTBUSA ITPU
MPEJABAPUTEJIbHOM IMIPOBEPKE COOBIIEHUM O
KOMIIBIOTEPHBIX ITPECTYILIEHUSAX. II. TEOPETUYECKHUE
U MIPAKTUYECKHUE MNPOBJIEMbI?

B.B. Ilonskos, k.10.H., doyeHm Kaghedpwvl y20i06H020 npoyecca u
KPUMUHATUCTUKY ATMATiCK020 20Cy0apcmeenHo20 yHugepcumema
A.C. Huxumun, cnedosamens Cnageopoocko20 MeicpaioHHO20
credcmeenno2o omoena ciedcmeenno2o ynpaenenus CnedcmeeHHo2o
xomumema P® no Anmaiickomy xparo

OCMOTp MECTa npoucuIeCTBU, HpOI/ICXOZ[SIH.[I/Iﬁ B Xoac

IIPeABAPUTEIHHON MIPOBEPKH cooOmmeHniH 0 KOMITBIOTEPHBIX
MPECTYIJICHUSIX, TOMHMO  OPTaHHM3aI[MOHHO-TAKTHYECKUX  BOINPOCOB
IIPOBECHNUS, UMEeT  pSAA  TEOPETHKO-IPAaKTHUECKHX  IpodieMm,

HEpa3peIIeHHOCTh KOTOPBIX NPEMATCTBYET IOBBILCHHUIO 3(P(PEKTHBHOCTH
IIPaBOIPUMEHUTEIIBHOM  TNpPaKTUKE TPH  PACCIEOBaHUM  JaHHBIX
NIPECTYIUICHUH.

JIMCKYCCHOHHBIMHM OCTAOTCSI BOIIPOCHI O BO3MOKHOCTH M CTETIEHH
BMEIIATENIECTBA B JIMUHYIO *KU3Hb TPAXKAAH MPH MPOU3BOJCTBE OCMOTpPA MX
KUJIMIIA Ha JTalle [PeABAPUTENHLHON MPOBEPKHU MOCTYIHUBILETO COOOLICHUS
0 KOMIbIOTEpHOM mpecTyruieHu. B 4. 2 ct. 176 YIIK P® rosoputcs o
TOM, YTO JI0 BO30Y)XKIECHHS YTOJIOBHOTO JIeJa BO3MOXKEH OCMOTp MecTa
MIPOMCIIECTBHUS, JOKYMEHTOB U MPEAMETOB, HO 00 OCMOTpEe >KWIHIIA,
YIIOMHHAEMOT0 B 4acTH | JaHHOW cTaTh, peun He uaer. BeposTHo, 31O
CBSI3aHO C IOSBIEHHUEM 3aKOHOMEPHBIX HEYHOOCTB, a TAK)KE BO3MOXKHBIX
HapyIIEHUH 4aCTHOM JKU3HU I 3aKOHHBIX IIPaB U MHTEPECOB IpaxkJaH, B
KIJTUINE KOTOPBIX MPOM3BOAUTCA OCMOTp. IIpobiema 3akitodaeTcst B TOM,
YTO B XOJI¢ TNPEIBAPHUTEIBHOW NMPOBEPKH COOOMICHHH O KOMITBIOTEPHBIX
MIPECTYIUICHUSIX MpeanoIaraeTcs MeHbIIas 000CHOBaHHOCTH
HEOOXOIUMOCTH TPOM3BOJACTBA OCMOTpPA B JKWIHIIE TPAKAAH, YEM B XOJ1e
BO30Y)KJIEHHOTO yrOJOBHOTO jefia. JTO K€ BeIeT K BO3MOXHBIM
37OYTIOTPEOICHUSIM CO CTOPOHBI CIEICTBEHHBIX OpraHoB. HexoTopsiMu
YUEHBIMHU BBICKAa3bIBa€TCSI MHEHHE, 4YTO HA OCMOTp JKWIHIIA BO BpeMs
NIPOBEPKH COOOILIEHUsT O TNPECTYIUICHMH JOJDKHO B IIONHOH Mepe

2 [ly6nukanusl MOATOTOBIEHA B paMkax nojuepsxkanHoro PTH® HaydHOro
npoekTa Nel6-33-01160.
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pacIpoCTpaHITECST TMPAaBWIO O BO3MOXHOCTH €ro TPOBEICHHSA B
HETEPIIINX OTJIaraTresibCTBA W HWHBIX HCKIIOYUTENBHBIX CIydasx o
BO30yKIEHHS  YrOJOBHOTO Jella Ha OCHOBAHHHM  ITOCTAHOBIICHUS
cremoBarensi 0e3 MONydeHHs CyAeOHOTO pEIIeHWsA, C TOCIEAYIOIUM
YBEIOMIICHHEM CynsH M Tpokypopa [9, c. 14]. [lpuHUMas BO BHHMaHHE
0c00yI0 3HAUUMOCTh MEPBUYHOTO OCMOTpa MECTa MPOMCIIECTBUS, HA Hall
B3IV, HEOOXOJMMO MONOJIHUTH cojepkaHue 4. 2 cr. 176 YIIK PO
OCMOTPOM O KWIMINA, pa3peliMB €ro IMPOM3BOACTBO OO BO30YXAEHUS
YTOJIOBHOTO JIeJIa B HCKIIOUUTENBHBIX CIyJasiX.

Cyny mnpu IpoBepKe 3aKOHHOCTH OCMOTpa JKHJMINA Ha JTale
IpeBapUTEIbHON MPOBEPKH, Ha HAIl B3IJIAM, CIEAyeT YAEIATh 0codoe
BHUMaHHE OOCTOSTENBCTBAM, M3 4YHCJIA TAK HA3bIBAEMBIX «HETEPIIAIINX
oTiararenscTB». K mocieqHMM CiieayeT OTHECTH: KaTeropuio COCTaBa
MIPECTYIIICHUs, IO KOTOPOMY MPOBOANTCS IPOBEPKA; POJIb JIUIA, B SKUITHUIIE
KOTOpOT'O  TNPOBOAMIICS OCMOTpP; CTEMEHb €ro MPUYacTHOCTH K
MIPOM3OILIEIIEMY COOBITHIO; CIIOXHOCTh MaTepuaia IPOBEPKU; BpPEeMs
MPOBEJCHUSI OCMOTpa W Jp. YuuTbiBasg CHEU(UKY NPECTYIUICHUH,
coBeplIaeMbIX B cdepe KOMIIBIOTEpHOW HWH(OpMaluH, HUX, 3a4acTylo,
MOYKHO OTHOCHTH K KaT€rOphuH 0CO00 CIIOKHBIX, YTO JOJDKHO YUHUTHIBATHCS
CYAOM IIpH IpPOBEpKE 3aKOHHOCTH MPOU3BEIEHHOTO OCMOTpA JKHIHIIA.
Orcroga cregyer, 4TO CIIENOBATENIO LEJIecOOOPa3sHO IpPU BHIHECEHUU
[IOCTAQHOBJIEHHS O IIPOU3BOACTBE OCMOTPAa B JKWIHUIIE CChUIATHCA Ha
BBIIIETIEPEUUCIICHHBIE 00CTOSITEILCTBA.

Kak rmoxaspIBaeT npakTuka, (paKTHIECKH HEOOXOANMOCTb B OCMOTpE
BCET0 KWJMINA B XOJ€ IPEIBApUTEIFHON IIPOBEPKH COOOMIEHUH O
KOMITBIOTEPHBIX TIPECTYIUICHHSAX HE BCErjJa CYIIECTBYET. 3adacTylo,
OCHOBHasi ~ KPUMHMHAJIUCTHYECKH 3Ha4MMas HMH(pOpMaLus, KOTopas
TIOJVIEKUT TIPOBEPKE, HAXOJUTCS B CPEJICTBAX KOMIBIOTEPHOH TEXHHKH H
HOCHUTENSIX WH(OpMAllMK, TO €CTh B «BHUPTYaJbHOM IPOCTPAHCTBE». B
CBSI3U C OTHM HMHOT/IAa BO3MOXHO OTPAaHUYUTHCS OCMOTPOM KOHKPETHBIX
MPEJIMETOB KOMITBIOTEPHOW TEXHUKH U JOKYMEHTOB, KOTOPBIE COJAEpIKAT
KPUMHHAIACTHYECKN 3HAUMMyr0 MHpopmanuu [2]. OxHako cremats 3To,
NPU  HEKENAHWH COTPYJHUYECTBA CO CIICJCTBHEM BIAJCIbBLEB TaKHUX
MpeIMETOB, OBIBAET MPAKTUUECKH HEBO3MOXKHO. [lisl moJTydeHHs JOCTyma K
TaKUM MpeaAMeTaM TNoTpedyeTcs (HU3MYecKn K HHMM J100paThes, TO €CTb
NpOCJeoBaTh 10 JKWIMILY B COOTBETCTBYIOUIME KOMHAThl, IJle OHH
HaxoZsiTcs. B HacTtosmiee Bpemsl 3aKOHHO CHEJaTh 3TO MOKHO TOJIBKO
IIyTeM ITIPOM3BOJICTBA OCMOTpA >XWJMIIA. B TMPOTHBHOM ciydae He SICHO
OyleT OTKyJa B YTrOJIOBHOM Jejie HOSIBHJIMCH OCMaTpUBAaEeMBbIC IMPEIMETHI,
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BO3HHMKHET BOIIPOC O TOM, YTO MX MOINIM MogOpocuth u T.n. OcMoOTp He
BCETO MOMEIIEHHS, a TOJIBKO TeX KOMHAT, B KOTOPBIX HAXOISITCS MPEAMETEI
KOMITBIOTEPHOW  TEXHHUKH, MpPEACTaBISAETCS HE HMEIOIUM  0co00i
nemecoodpasHocTr. Takum o0Opa3oM, He THOKOCTH 3aKOHOIATEIbCTBA
MOXET TPHBOANTH K HEOOOCHOBAHHOMY BMEINATEIbCTBY B JINUHYIO JKU3Hb
rpakaaH B TeX CIIydasx, KOTAa 3TOr0 MOXKHO OBIJIO ObI M30€XaTh.

CIIO)XKHOCTB  BBI3BIBAET BOIPOC O «IIIyOMHE» OCMOTpa MecTa
MIPOUCIIECTBUS, CPEACTB KOMIBIOTEPHOM TEXHMKM M 3JIEKTPOHHBIX
JOKYMEHTOB. DTO CBSI3aHO C NOTPAaHUYHBIM XapaKTepOM OCMOTpa ¢ MHBIMU
CJIeICTBEHHBIMH JISHCTBUSMHU, HampuMmep, OOBICKOM, 3KcmepTu3oil. Tak,
HampuMep, MpH OCMOTpe 3alyIleHHBIX B ONEPallMOHHOW CHCTeMe
MIPOLECCOB WJIM JIOT-(aiiIoB, CBHICTEIBCTBYIONIMX O MPOU3OLICIIINX
JCHCTBUAX, ONMCAHWUHM IPOTPAaMMHOTO OOECIIEUEHHs, YCTAaHOBJICHHOTO HA
CpeAcTBa KOMIBIOTEPHOH TEXHHWKH, MJOCTATOYHO TIIPOCTO TEPEeHTH K
MIONCKOBOW HAMPABICHHOCTH CBOMX JACHCTBHUIL, TEM CaMbIM COBEPILIHNTbH
OomKOKy, CBA3aHHYI0 C MOAMEHOH OJHOTO CIIEACTBEHHOTO JEHCTBUA
IpyTUM, a WMEHHO — oObpickoM [6]. Ha wmHam B3rmsim, oOBEKTHBHO
YCTAaHOBHUTH TI'PAHUIly OCMOTpa M OOBICKa IIpU paboTe ¢ KOMIBIOTEPHOM
nHpopMmanmeii 10CTaTOYHO CIOKHO. DTOMY BOIPOCY HEOOXOJUMO Y/AEIUTh
OTJIEJIFHOE YIOJIOBHO-IIPOIIECCYaIbHOE M KPUMHHAIMCTHUECKOEe BHUMAHNE.
Ha npaktuke 3TO 03Ha4aeT, 4TO JIydllle JOMOJHHUTENIBHO IIOCIE OCMOTpa
IIPOBECTH OOBICK, THOO cpa3y ero u30paTh eIUHCTBEHHOH MpoIeccyaTbHON
(dopMoii TPOM3BOAUMBIX AelcTBHA. [loxXokel MO3HINU TpPHUICP)KUBACTCS
P.U. Oxonenxo. [To ero MHEHHIO, UCCIIEIOBAaHIE KOMIIBIOTEpa HEOOXOIMMO
ocymecTBISITh B (popmMe OOBICKa M TOJBKO Ha OCHOBAHUM CyJeOHOTO
pewienus [5], 4yTO JenaeT HEBO3MOXKHBIM MPOBEACHUE STUX ACHCTBUI B
paMKax J0CiIeCTBEHHON poBepKH [3].

Ha mpakTuke Hepegko BO3HHMKAeT BOIPOC O TOM, KaK MOCTYNUTh C
BBISIBIIGHHBIMH B OOCTaHOBKE  MeCTa  TPOWCIIECTBHS  CIEJIaMHU
KOMIBIOTEepHBIX npectymiernii [8]. [lomaraem, 4ro B Tex cirydasx, Korja
OCMOTp KOMIIBIOTEpHOH HHGpopManmuu TpedyeT MPOAOIKUTEIHHOTO
BPEMEHH, a TaKXe MOXXET OBITh PHUCKOBAHHBIM WJIM 3aTPYAHEHHBIM B
KOHKPETHBIX YCIIOBHSIX MECTa M BPEMEHH, CIe/bl NPECTYIJICHNUs CHaJaya
mojyIeXxar (UKCAMd W U3BATHIO, a B IIOCJIEAYIOIIEM JOJDKHBI OBITh
JIeTalbHO OCMOTPEHBI B KauecTBE MPEAMETOB WM MHBIX JOKYMEHTOB. Tak,
rnocie TNpHOBITHS Ha MECTO MPOWCIIECTBUS CJIEJCTBEHHOW TIPYHIIBI
CIEeOBATENII0 COBMECTHO CO CIEHUAIUCTOM CIENyeT BBIIBUTbH IPEIAMETSHI,
PHCK yTpaThl KOTOPBIX MO HUCTEUYEHHIO BpeMEeHHU OyneT Haubojee BENHK,
NPUCTYNIUTh K (HUKCAIMM TOCJIEAHUX He3aMeuTenbHo. Ob6patum
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BHHUMaHHE, 9TO (hUKCAIH 0OBEKTOB, UX U3BSITHE U COCTABIICHHUE MIPOTOKOJIA
CIIEICTBEHHOTO NEWCTBHSA IO BPEMEHM MOTYT HE COBHAIaTh, IMOSTOMY
CIIeIOBAaTENII0  HEOOXOOUMO  HM3HAYANBHO 3aHAThCA  OOHApy>KEHHEM,
¢ukcameli W W3BATHEM OOBEKTOB, MPEACTABIMIOMNX HAMOOIBIIUI
HWHTEpEC, W JIUIIb IOCJE STOr0 MPUCTYHAaTh K COCTaBJICHHIO MPOTOKOJA
0CMOTpa MeCTa MPOUCIIECTBUS.

AHanmu3 CyneOHO-CIICICTBEHHONH TMPAaKTHKH BBISBHI —MPOOIIEMY
HEOOXOIMMOCTH  OCMOTpa  3aKpBITOW  OT  MOYOJWYHOTO  JOCTyIa
KOMIBIOTEPHON HH(OpMAIMK, HAXOMANICHCS Ha YHAJICHHBIX pecypcax
(Hampumep, B COIMANBHBIX CETAX, MECCEHKepax, DJIEKTPOHHOH MouTe,
00JaYHBIX XpaHWIHIIAX), KOTJa CICICTBHIO HE OKa3bIBacTCs Tpedyemoe
coneiictBre. B Takmx ciaydasx cieqoBaTeNi0 CTOMT cOOpaTh WHPOPMALHIO,
HaXOIAIYIOCS B OOIIEM IOCTYIIE, MOCTapaThCs MOIYYHTh OOBSICHCHUS OT
COOCTBEHHHKOB W TIONIb30BATEJICH NaHHBIX pecypcoB. [lamee, HEOOXOIMMO
HUCTpeOOBaTh W W3BATH JOKYMEHTHI, KOTOpPBIE MOTYT CIOCOOCTBOBATh
MTONYYCHHUIO WACHTU(PUKAIMOHHBIX JaHHBIX W WHBIX WCKOMBIX CBEACHUH, U
Ha3HAYaTh 110 HUM COOTBETCTBYIOIIHE HCCIENOBaHUA. Tarke HEOOXOIMMO
HampaBUTh  MOPYYEHUS O  TPOU3BOACTBE  ONMEPATHBHO-PO3BICKHBIX
MEPOIPUATHHA, TO3BOJISIONMX YCTAHOBUTH K TPOBEPUTH KOHKPETHBIC
cBefieHus. Kak MmokaspIBaeT MpaKTHUKA, PE3YNIbTAT YCUIIMH MO pa3peiieHHIo
ONHMCAHHON TPOOJEMBI PEAKO MPUBOJAWT K TMOIYYSHHIO CYJAeOHBIX
JIOKA3aTEeNbCTB, 4Yalle TMO3BOJSS TMOIYYHTh TOJBKO OPHUEHTHPYIOIIYIO
nHpopManuioo. B Tex caywasx, Korma ygaeTrcs IMONY4YHTb COTJIACHs
COOCTBCHHUKOB YHAJICHHBIX PECYpPCOB, HAIpUMEp, Ha OTKPBITHE JOCTYIA K
X MpoQWISIM B COLMAIBHBIX CETAX, TIE COAEPIKATCS TeperrcKa W HHas
TUgHas HHQOPMAIHS, Ha HAIl B3TJISLI, IeJIecO00pa3HO Ha 3aKOHOIATEIIFHOM
YpOBHE pa3peminTh «YNPOIICHHBII» (T.e. HECyHeOHBI) MOPSIIOK
MONYYCHHsT TAKHAX CBEICHHM, KOTOPHIC TII03BOJIAT BKIIOYHTH HX B
MIPOBOJIMMBIE TIPOBEPOYHBIE TCHCTBUSI.

I[Ipu oOHapyXeHHUM BEPOATHO OTHOCAIIUXCA K MPECTYIICHHIO
KaKux-T1u00 MIPOTPaMMHO-aIapaTHBIX CpeacTB (TeneoHOB,
KOMITBIOTEPOB, OHJIAWH-CEPBUCOB M JIp.), CIEAYyeT YCTaHOBUTh UX
BIajenpieB. WM HeoOXoauMO pa3bsICHUTh MO0 KaKUM TPUYIUHAM
00Hapy>KEHHOE MMEET WHTEpeC JIs CIEICTBUS, U TMOCTapaThCs MOJIYYHUTHh
corjacue Ha TNpoOBeAeHME OcMoTpa. B ciywyae, Korga moJiyuyeH
HEOOOCHOBAaHHBIA OTKa3 BIAJENBIEB MPOTrPaMMHO-AMIAPATHBIX CPEICTB,
MPEJCTaBUTh UX Ha OCMOTP, 3TO (PUKCHPYETCSI CIICAOBATENIEM B IIPOTOKOJIE,
Iocje 4Yero MaHHBIC NPEAMETHl OCMATPUBAIOTCS W IOMJICIKAT U3BATHIO
MPUHYIUTEIHHO. B OTHENBHBIX ClTydasx, HApUMEp, BO U30ekKaHUE OTJIACKU
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MIOJIYYEHHBIX CBEIEHUH, COIEpXKAIUUXCS B H3BIMAEMBIX IPOrPAMMHO-
anmnapaTHBIX CPENCTBAX, UX OCMOTpP Ha MECTE IIPOUCIIECTBUS IPOBOJUTH HE
cleqyeT, TaKk KaK Ha JTale IPOBEPKH COOOMICHHH O MPECTYIUICHHSIX
OTCYTCTBYET  3allpeT, AHAJIOTMYHBIM  pas3rJalleHHI0  JaHHBIX  Ha
npeaBapuTensHOM paccienoBannu (ct. 161 YIIK PO).

Crnenyer OTMETUTb, YTO B HACTOSIEE BpeMsl 3aKOHOAATENbHO HE
periaMeHTHpPOBaH HOPSJIOK OCMOTpa KOMIIBIOTEpHOW —HH(pOpMAaIHy,
XpaHseics Ha N3bATHIX IPOrpaMMHO-aINMapaTHbIX CpecTBax, TeM OoJee,
YTO TaM MOXET COJICPIKATHCS MHPOPMALIUS O YACTHOMN JKU3HH, TUIHON HITU
ceMeMHON TalfHe, 3JIeKTPOHHAs INEpelucKa M WHbIC JUYHBIE COOOILICHHS.
CyneOHasi mpakTUKa B TakWX ClydasX OOBIYHO TPHU3HAET JeHCTBUA
clenoBaTeNs HE3aKOHHBIMM, CChbUIAsCh HAa HApyILIEHUE MpaB Tpa)xaaH Ha
YACTHYIO >KU3Hb, YTO BEJIET K MCKIIOUEHUIO MOITYYEHHBIX B XOAE OCMOTpa
nokazatenbetB [1, 4]. Ha Ham B3mian, ogHUM M3 IMyTed paspelieHus
JAHHOW CHTyallull SBISCTCS BHECCHHE JIOTONHEHWH B (enepaabHoe
3aKOHOJATEIhCTBO, 3aKNIIOYAlOIIeecs B HEOOXOIUMOCTH  TONXYYCHUSI
CcyneOHBIX CaHKIMA HA OCMOTP MPOTPaMMHO-aIMapaTHEIX cpeacTB. OqHAKO
9Ta TMpoleAypa TpUMEHHMa JIMIIb Ha CTaJAdd MpeJBapUTEIHLHOTO
CIENCTBHA, YTO OTPAHWYMBAET BO3MOXKHOCTH TIPOBEPKH COOOIICHHH O
NIpECTYIUICHHUsX [7].

[onaraem, 4to pa3paboTka KPUMHHAIUCTHYECKHX PEKOMEHIALUi
M0  TpPEABAPUTEIBHON  MpPOBEPKE COOOMICHHIT O  KOMIBIOTEPHBIX
MIPECTYIUICHUH OCIIOKHSETCSI OONBIINM KOJMYECTBOM IIPABOBBIX MPOOEIIOB
U KOJUIM3WH, BO3HMKIIHUX BCJEACTBHE OTCYTCTBHUS CIIELIMAJbHBIX HOPM B
YIrOJOBHO-TIPOLIECCYAIbHOM 3aKOHOAATENbCTBE, a TaKXe YCTOsBIIEHCS
MPaKTUKU NpaBONpUMEHEHMs. B cBs3u ¢ 3TUM JaHHas TeMa COXpaHseT
CBOIO aKTYaJIbHOCTh H TpeOyeT KOMIUIEKCHOTO IOAX0/a K €€ JalbHeHIeMy
HCCIIEJ0BAHUIO.
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CIIEIU®UKA TPOU3BOACTBA OCMOTPA 11O
KOMIIBIOTEPHBIM INPECTYIIVIEHUAM

JIL.I". Cyxanosa, accucmenm kageopul y201068H020 npoyecca u
KpUMUHATUCIUKY ANMATICKO20 20CY0apCmMEenHo20 YHueepcumema
JLB. ['pebenwurosa, Anmaiickuii 20Cy0apCcmeenHblll yHusepcumem

Pa3BuTne KOMNBIOTEPHBIX TEXHOJIOTUI COMPOBOKAAETCS POCTOM
KOMITBIOTEPHOH MPECTYIHOCTH |, 4TO emle Ooiee BaKHO, €€ Ka4eCTBEHHBIM
n3MeHeHneM. llpecTymuieHus  coBepmuaroTcsi  Oosnee  M3OLIPCHHBIMH
crnocobamMy ¢ TPUMEHEHHEM CIEHHMAIbHBIX IPOrPaMMHO-AMIIAPATHBIX
CPEJCTB U CeTEBBIX TexHouyoruil [1, c. 124].

Jos KBaM(UIUPOBAHHON 60pBOBI c KOMIIBIOTEPHOM
MIPECTYIIHOCTBI0  CO3JAHO  CHENHMANTM3UPOBAHHOE  MOApa3feleHue -
VYmopasnenne «K» BCTM MBJI Poccun, koTopoe mOMOraeT B CIOKHBIX
CUTYalsIX BBISBICHHS, PACCIeIOBaHHS U IIpecedeHus (pakToB COBEPLICHUS
KOMITbIOTepHBIX TpecTyruienuid. [lo cnoBam HawanbHuka BCTM MBJI
Poccun renepan-maiiopa monmumim A. Momkosa, B chepe KOMIBIOTEPHOM
IIPECTYITHOCTH CYIIECTBYET ABE YCTONUMBBIE TeHAeHIMH. [lepBas cBa3aHa ¢
MIPECTYIJICHUSIMH, COBEpIIAeMBIMU Tpo(eccnoHanaMu, KOTOpBIE CO31al0T
MOIIIHbIE BUPYCHbIE IPOTPaMMBI, CIIOCOOHBIE MapaM30BaTh PadOTy LENbIX
OpeJnpusTUd ¥ opraHusanui. BTopas rpynma - 3TO MOIIEHHHKH,
pasMeliaroliMe B MHTEpHeTe OOBSIBICHUS O MpOJaKe ONTOM TOBapa IO
HU3KUM IIeHaM. PaHee KOMIIBIOTEpHBIE TIPECTYIUICHHS B OCHOBHOM
COBEpIIATHCh  JIUI[AMH, OOJANAIOMMMU  ONpEAETICHHBIM  YPOBHEM
CHeNMaNTbHBIX TMO3HAHUH B cepe BBHICOKHX TEXHOJOTHH, TO B HACTOSIIEE
BpeMs, B CBA3M C TOABICHHEM B ceTd LHTepHeT mporpamm,
MIpeJHAa3HAYCHHBIX U1 HECAHKIIMOHHPYEMOI'0 JOCTyNa K HH(pOpMAalHud U
WHCTPYKIMH K HHM, MX MOXXET OCYIIECTBHTH OOBIYHBIN IOJIB30BATEIb.
V3meHneHus, mNpoucXoAdlive B  KHOEPHIPECTYHNHOCTH BO  MHOTOM
o0yciiaBIuBaroT HE00X0IMMOCTh COBEPIIIEHCTBOBAHUS
KPUMHUHAIUCTHIECKUX MTPUEMOB OOpHObI C HUMH B paMKax CIEJCTBEHHBIX
JeHCTBHI. DTO B MEPBYIO OYepeb KacaeTcs Hauboiiee pacrpoCTPaHEHHBIX
CIEICTBEHHBIX JEHCTBUH 1O JaHHONM KATETOpUM MPECTYIUIEHUH —
CJIEICTBEHHBIX OCMOTPOB.

B cB3M C aKTyaJdbHOCTBIO HAHHOW TIPOONEMBI, CYUTAEM
11eJ1IecO00pa3HBIM PacCMOTPETh MPONECCyalbHbIE W KPUMHHAIHCTHYECKUE
aCIIeKThl NPOBENEHHs OCMOTpa Kak CIEACTBEHHOTO JEWCTBUS IO
KOMIIBIOTEPHBIM NTPECTYTIIICHUSIM.
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B xome ocMOoTpa  CKIaAbIBAIOTCA  HECKOJIBKO  THIHMYHBIX
CIEJCTBEHHBIX CUTyaIlMi: OCMOTp MecTa NPOUCIIECTBHSA; OCMOTP MECTa,
OTKyz1a OBbUT IPOM3BEIEH HENPABOMEPHBIH JOCTYI; OCMOTP KOMIIBIOTEPHOTO
000py/IOBaHUs, U3BATOTO B XO/I€ IPYTUX CIEICTBEHHBIX JCHCTBUH.

Jnst monmydeHuss HEOOXOAMMBIX CBEACHHH IO YrOJIOBHBIM JIEJIaM,
KOTOpBIE TIOCTY)XaT B JalbHEHIIEM JOKa3aTelbCTBAMH, HEOOXOIMMO
[IPEIBAPUTEIILHO TLIATEIBHO MIOATOTOBUTHCS K [IPOBEJICHUIO
ciencTBeHHoro  nmeiictBua.  He  mioOble  cBemeHUs,  IOJyYCHHBIE
cleoBaTeNsIM, NPUOOPETYT CHIIy JOKa3aTeNbCTB, ISl 3TOTO WX
HEOOXOIMMO OLEHUTH C TOYKHA 3PCHHS OTHOCHMOCTH, JOIYCTHMOCTH,
JIOCTOBEPHOCTH.

B mpaBompuUMEHHTENBPHONW NpaKTHKE BCTPEYAIOTCS TNPOOJIEMHbIE
CUTyalluM, KOTJa WHTEpecylomas CJIeACTBUS HHpOpMalus SIBISETCS
TPYAHOAOCTYIHOI 1711 ocMoTpa. B 1aHHOM cityyae MOMOIIs MOTYT OKa3aTh
CHEeNMAINCThl, O0Jajarolie CHEeNUaNbHBIMU TO3HAaHMSIMM B 00JacTu
KOMITBIOTepHOH MH(popMaruu. CyuTaeMm, 4To CIle0BaTelb TAKXKe JOJDKEH
o0nasaTh BBIIEYKa3aHHBIMU 3HAHUSMH, B YaCTHOCTH, JIOCTATOYHBIMHU JJIS
MPAaBUJIBHOTO  BBIABICHUS, W3BATHSA, (QUKCAIlMA IOKA3aTeIbCTB  II0
KOMIIBIOTEPHBIM ~MPECTYIUIEHUsIM. B mpakThyeckodl AesTeapHOCTH
BCTPEUAIOTCA CJIEI0BATENM, KOTOpPblE HMMEIOT IOMHUMO IOPUINYECKOIO
o0Opa3oBaHue B 00JTaCTH TEXHUYECKOTO W HH)OPMAIIMOHHOTO 00CCIIeYCHUS,
YTO  CYIIECTBEHHOTO  TOBHIMIAeT  3(PQPEKTHBHOCTh  MPOU3BOJCTBA
CIIEICTBEHHBIX JACHCTBUH.

B  KpUMUHaJIMCTHYECKOM  JMTEpaType  BBICKA3bIBAETCS  psif
peKOMEHAAaui AN NpPOBENEHHS  BBIMIEYKAa3aHHOTO  CIEJICTBEHHOIO
necTBus, Takhe KaKk o0eclie4eHHe Y4YacTHs COOTBETCTBYIOIIMX
CHENMaTNCTOB B 00JACTH KOMIBIOTEPHON TEXHUKH, MHCTPYKTaX UJICHOB
CJIEICTBEHHO-OTIEPATUBHON TPYIIBI, OOECIEYeHNE YyJacTUS TOHSTHIX,
oOnajaomux IO3HAHWSIMH B O0JIACTH  KOMIIBIOTEPHOW TEXHHKH |
TexHojorui 2, c. 70].

ITockonbky cnenoBaTenb BBIE3)KAET Ha MECTO OCMOTpa B COCTaBe
CIeJCTBEHHO-ONEPATUBHON TpYTIIBL, ONepaTUBHUKU oOmnanator
IpOLECCyallbHBIM ~ CTAaTyCOM,  KOTOpBI  IpeAmnonaraeT  HaJd4ue
CyOBEKTHBHBIX NpaB M O0S3aHHOCTEH IIPU YYacTHH B CIICICTBEHHOM
neiicteum  [3, c. 113]. B o00sf3aHHOCTH ONEPAaTHBHOTO COTPYIHHUKA
TO/Ipa3IeNICHUs, 3aHUMAIOIIErocss OOpb0Oi C TpecTymieHUusIMU B cdepe
BBICOKMX TEXHOJOTHH, BXOIWT OKa3aHHE I[IOMOINM CJIEJJOBATENI0 B
MIPOU3BOJCTBE OCMOTPA MECTA NIPOUCIIECTBHUS, BBIIIOJHEHUE €T0 OPYYEHUN
1 TIPOBEICHUE PO3BICKHBIX MEepOTpUsATHH [4, ¢. 255]. VM ocymecTBIsSIOTCS
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ONpPOCHl TPaXJIaH C UEJbI0 BBUBICHUS CBHJIETENEH, IOJMy4eHHs WHOM
nH(pOopMaNnK BaXXHOH ISl YCTAHOBJICHUS JINYHOCTH NPECTYIHHUKA, PO3BICKA
MOXMIIEHHOH MH(pOpPMAalMK; KOOPAWHALMS JEHCTBHH  CIIEACTBEHHO-
OIIEPaTUBHOMN IPYIIBI U JPYTUX ONEPATHBHBIX COTPYIHUKOB, MapajjieIbHO
OCYILIECTBIISIIOIINX ~ ONEPAaTHBHO-PO3BICKHBIE MEPONIPHUATUS U JApYyrue
MOPYYEHHs, KOTOPbIE €My YKaKeT CIleloBaTelb. HEKOTOPBIMH ydYEHBIMHU
BBICKa3BIBACTCSI MBICIIE O HEOOXOMUMOCTH yKazaHUs (akra oOmamaHus y
MOHSTHIX CIEIMANBHBIX MO3HAHWH B 00JAaCTH KOMITBIOTEPHOW TEXHHUKH H
naopmanmn. C 3TUM OOBOJOM MOMKHO HE COTJIACHTHCS, IOCKOJIBKY
YTOJIOBHO-TIPOLIECCYAIbHBIN KOAEKC MMIIEPAaTHBHO yCTAHABIMBAET Y4acTHE
TIOHATHIX TOJBKO B KOHKPETHBIX COCTAaBaX MPECTYIUICHUH, 3aKPEIUICHHBIX B
4.1 ct. 170 YIIK P®. U3 3TOro cieayer, 4To y ciaeaoBaTes, JO3HABATEIs
€CTh BBIOOp BapHaHTa MOBEJCHUS, KOTOPBIH peraaMeHTHpoBaH cTaTtbeit 170
VIIK P®, a uMeHHO — CyIIecTByeT ajJbTepHATHBA YYACTHIO MOHATHIX - B
cllyyae TPOW3BOJCTBA CJICJACTBEHHOTO JAEHCTBUS 0€3 y4yacTHs HOHSTBHIX
MIPUMEHSIOTCS TEXHUYECKHE CPEICTBA (PMKCAIIMH €TO XO/ia U Pe3yJIbTaToB.

Ha Hamr B3z, ydacTue MOHATHIX CIYKHUT (QUKIMEH T0Ka3aTebCTB,
YCTAQHABIMBAaCT HEKYI0 IIPE3yMIIIHI0 JOCTOBEPHOCTH  pE3yJIbTAaTOB
MIPOBEJICHHOTO  CJIEJCTBEHHOTO  JIEHCTBHS. Ecnm  crnepoBareinio
3a0J1arOBpEMEHHO  OOECIIEYMTh  y4acTHe  MOHSTOro,  00JIa/IaloIIero
CHeluuaIbHBIMU 3HAHUSAMHU, 3TO OyneT NyOJMpOBaHHWEM ITOJHOMOYHMIT IO
MIPUBJICYCHHUIO CIICIHAINCTA, KOTOPOMY CIIEAOBATENIO TAKXKE HYXKHO
MIpUBJIeYb. 3alaeMCs BOIIPOCOM, 3a4€M YCJIOXKHATH 3a7ady cJeloBaTens Mo
NMPUUCKAHUN  «CIICHHUAJIBHOTO» IIOHATOTO, KOIrZa MNEpea YKasaHHbBIM
CJIICACTBCHHBIM I[eﬁCTBHeM My HYKHO COBECPUINTH n HUHBbIC
MOATOTOBUTCIIBHBIC MCPOIIPUATHUSA, BKIIIOYas IMOUCK OOBIYHBIX MOHATHIX?
HeobxonnMo y4uTHIBaTh, UTO Y ClIEIOBATENsl B MPOU3BOJICTBE JTOCTATOYHO
Jel, W Tepel HAM CTOUT MHOXXECTBO IPOLECCyalbHBIX 3ajad s
paspeleHnsi, COOTBETCTBEHHO HYXXHO BBIOMpaTh 0oJiee SKOHOMHYECKH-
3aTpaTHBIH BAPHAHT €T0 NOBE/ICHMUSI.

OO0o6mast npeyaraemMble B HAyYHOH JIMTepaType PeKOMEHAINH 110
MIPOM3BOJICTBY CJIEACTBEHHOI'O OCMOTpa IO JejaM O MPecTYIUICHHUSAX B
cepe KOMIBIOTEPHOH WH(OPMAIMK, BBIIEINM CIEIYIONINE MOMEHTHI,
UMeIolMe  NPUHLIUIIMAIBHOE  3HayeHWe: B XOJE  IIPOM3BOJCTBA
CJIE/ICTBEHHOTO JISHCTBHS CJIEIOBATENb JOJIKEH 3alPeTHTh IPHKACATHCS K
KOMIBIOTEPHOMY 000PYAOBAaHHIO, HaXOISIIEMYCS B MECTE OCMOTpPa BCEM,
KpoME cCHnenuanmcTa; 3apaHeC IMOATOTOBUTH TCXHHUYCCKHUE HOCHUTCINU JJIA
KOIMPOBAHUE HHTEPECYIOUWIEH CIEACTBUE, YIAKOBATh H3BSTHIE OOBEKTHI
CIIeMyeT CIIOCOOOM, NCKITIOYAIOINM UX TOBpeXIeHHE [5, ¢. 46].
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Ilpu mpoBemeHuu ocMmoTpa B mopsaake cr. 144-145 VIIK P®
YYaCTHHKH ellle He 00J1a/latoT MPOLeCCYalbHBIM CTaTyCOM, COOTBETCTBEHHO
HE MMEIOT TpaB M OOS3aHHOCTEH, U HE MOTYT HECTH OTBETCTBEHHOCTHh B
COOTBETCTBUU C 3aKOHOAATENbCTBOM PD [6, c. 16]. TlosTOMy cunTaem, 4To
clefoBaTeNlb TNPHU TMPOU3BOACTBE CIEACTBEHHBIX M  IPOLECCYaNbHBIX
JOEHCTBUH 10 BO30YXIEHHA YTOJOBHOTO J€da IO KOMIBIOTEPHBIM
MPECTYIJICHUSIM JIOJDKEH OBITh TPENENbHO BHUMATEIBHBIM B  IIEIAX
coxpaHeHH HH()OPMAINH TTOJTydCHHOH B XOI¢ BBHIIICYKa3aHHBIX JEHCTBHMH,
MIOCKOJIBKY BOCCTAHOBHUTH IAaHHBIE CBEACHHSA B OyXyIIeM HE MPEACTABHUTCS
BO3MOJXKHBIM.
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KUBEPITPECTYITHOCTb: IIPOBJIEMbBI YI'OJIOBHO-
MPABOBOM OLIEHKHU Y OPTAHU3ALIMA
NPOTUBOJENCTBUSI

A.B. Pviocenxosa, FO20-3anaouwiil cocyoapcmeennbiil yHusepcumem
AI1. Panonosa, K.10.H., 00yeHm Kagheopvl y20106H020 npoyecca u
kpumunanucmuxu FOeo-3anaounoeo cocyoapcmeennozo ynugepcumema

ITapamoxc pa3BUTHA YEIOBEUECTBA 3aKIIOYAETCA B TOM, YTO BO BCE
HCTOPHYECKHE TEPHUOIBI JIFOAM HAKAIUIMBAIH, TIEPEAaBaI, 3aAIOMUHAIN U
UCTIONB30Bany MH(pOpManuio, odmanucs mnocpeacTsoM  Hee. [Ipomecc
nHpopmaTu3anum, 1o cBoeH NpUpoje, HENPEPHIBHO OXBATHIBAET BCe CHephl
KU3HU: B TOJUTHYECKONW pErynupyeT OTHOIIEHUS HallMOHAJIBHOMN
0€301acHOCTH, MEXIYHapOAHbIe KOH(DIMKTB, B COLMAIBHON TOBBIIIAET
YPOBEHB 3/IpaBOOXPaHEHUS M 00pa3oBaHME; B IKOHOMMYECKOI OGopercs c
Oe3paboTHieii, ynpapiser (UHAHCOBOW AEATEIbHOCTHIO T'OCYIapCTBa; B
JyXOBHOM xKe CIOCOOCTBYET MEXIJIMYHOCTHOMY 00I11eHHIO,
OKYJIBTYPHBAaHHIO WHAWBHUIOB. B coBpeMEHHOM MHpe, Tl TaKue MOHITHS
Kak miobanm3anus, BceoOmass wWHTErpanuss W OypHOE  pa3BHUTHE
KOMITBIOTEPHBIX TE€XHOJIOTHH, HEpa3phIBHO COCYIIECTBYIOT B OOIECTBE, Ha
pyOexxe XX Beka, C MOMEHTa CO3IaHus mepBoit DBM, mMmosBUIOCE TOHATHE
«kubepmpectymHOcTE». C 1990 Toma BceMupHasi mayTHHA HHTEPHETA CTaja
pacpoCTpaHAThCA MO IUIAHETE C OTPOMHON CKOPOCTHIO.

JKu3up GONBIIMHCTBA COBPEMEHHBIX JII0JICH HE3aMEeTHO Bce boiiee U
OoJiee MEPEXOAUT B BUPTYabHYIO pealibHOCTh. CoLMalbHbIE CETH IAroT
ITUPOKHE BO3MOKHOCTH JUISI HOBBIX 3HAKOMCTB, IS OOIICHHUS C JTIOJbMH U3
JIpYTUX CTpaH, C KOTOPBIMH MOXXHO OOMEHHUBAThCA KYJIBTYPHBIM,
HCTOPUYECKUM ONBITOM, YIYUTh HHOCTPAHHBIE SI3BIKH, B KOHIIE KOHIIOB, U3
WHTEpHETa, MBI PETYISIPHO YepraeM MHOXKECTBO WHTEpecCyIoleil Hac
nHdopmannu u HoBocTell. ExxeronHo unciio kubepnpecTyruieHHi pacTer, a
crnocoObl M METOAbl WX  COBEpIICHHS  CTAaHOBATCS  Oolee
poeCCHOHANBHBIMM, BCJICACTBHE YEro HECYT YIrpo3bl HE TOJIBKO
rpakAaHaM M IOPHIMYECKMM JIMIaM, HO TaKXXe ONACHBI JUISl OTIEIbHBIX
TOCYAapCTB M JUII MHPOBOTO COOOILIECTBA B ILEJNOM. Jlaske HECKOJIBKO
XOpoIIo OOyYeHHBIX MPECTYIHHUKOB MOTYT MOCTaBHTH B OIIACHOCTH BCE
MHPOBOE COOOIECTBO, a CYOBEKTHBIH COCTaB IKEPTB JOCTATOYHO
Pa3HOIUTAHOBBIN: OT CPEAHECTATHCTHYECKOTO TpakJaHWHA J0 TOCYAapcTBa
B JIUIIE €TO TOCYAAapCTBEHHBIX OPraHoB B IeroM. CIenuanucTsl B 001acTH
“H(POPMAMOHHON 0€30TaCHOCTH OTMEYAOT OYKBAJILHO JIABHHOOOPA3HBIN
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POCT KHOEPIIPECTYITHOCTH, IPUYEM CBSI3aHHBIH HE TOJBKO C BHEIITHHMH
aTakaMM, HO ¥ C BHYTPCHHMMHU (pakTOpaMH, MOATOMY B CBS3U C TaKOii
HECIIOKOIHOW BUPTYaJIbHOH OOCTaHOBKOH, B OOMXOJ BXOAWUT TEPMHUH
«KHOEPTEPPOP».

CormacHo  exeromHoMy nokimaay llentpa 1o  Oopsbe ¢
npecrymwieHusMia B cetu MaTtepHer (ICCC), coBokymHBIA ymep0d oOT
kubeprnpectymuieHuit B 2015 r. moctur ypoBHS 495,3 MuH. Oommapos, a
cpemHmii ymepO B pacueTe Ha OAHO MpecTyIuieHHe coctasmi 6700
nommapoB [2, c. 134]. ITo maHHBIM HEKOTOPBIX HAYYHBIX NeATeNei, ymepo
OT MHpPOBO# kubeprpecTymHOocTH B 2016 TOIy cOCTaBMI MPUOIM3UTEIHHO
600 MuIIMapA0B JOJUIAPOB, UTO COCTAaBISIET MpoueHT MupoBoro BBIL. B to
BpeMsi, Kak packpbiBaeTcsi MeHee 3-4 % KkuOeprpecTyIUieHud, UX pa3max
exeqHeBHO yBenmuuBaetrcs. [lo onenkam Coepbanka, B 2017 roay ymiepo
MHUPOBOI SKOHOMHUKH OT YYaCTUBILUXCS KHOepaTak MOXKET IepeBaltnuTh 3a 1
TPJIH. AOJJIAPOB, a Yepe3 TPU roja - BEIPacTy 10 2 TPJIH JOUIApOB, B CBOIO
ouepenb, MOpPOBOH 000pOoT HapkoTOproBmu cocrasiaser 500 mipa.
JoJutapoB B rox [2, ¢.351].

KubepripecTynmHOCTS - 3TO OJHA W3 TJaBHBIX mpobimem 21 Beka,
KOTOpasi MMeeT psAl CBouxX ocobeHHocreil. Hampumep, makcumaibHas
CKPBITHOCTD JIESHHUH, KOTOpas 3aKiIio4aeTcs B AHOHMMHOCTH JIFOOBIX
JCHCTBUI, B WCIOJNB30BaHUM aHOHWMaif3epoB. Takke K OCOOCHHOCTSIM
JaHHOTO (DEHOMEHA OTHOCST THUTaHTCKHE PAacCTOSHUS MEXKAY JKePTBOH H
NPECTYIIHUKOM W HECTAHIAPTHOCTh JEWCTBHH IPECTYMHUKOB, BElb
KHOEPIIPECTYIUICHUS] ¥ MX MOCIIEACTBHSI HEBO3MOXKHO MPEIyrajarh (XaKepbl
MOTYT pa3pabaTeIBaTh MPOTPAMMBI, KOTOPHIE 06€3 MOMOIIHN CO3/1aTeNs MOTYT
CHHUMAaTh JIeHBIM ¢ OaHKOBCKHX KapT). KoHeuHO, mpaBOOXpaHUTEIHHBIE
OpraHpl, B JHUIE CIEICTy>X0, MOTyT ONPEAEIUTh MECTOHAXOXKACHUSI
npectynHuka no ero IP- aapecy, onHako e, HpH HCIOJIB30BAHUU
YEJIOBEKOM CIENUAIbHBIX IIHU(QPOBAIBHBIX IPOrpaMM, 3TO CIEaTh
MIPAaKTHYECKH HEBO3MOJKHO.

Ha ceropnsmHuid eHs €CTh CTPaHBI - JIUAEPHI 10 YNCTy KHOeparax,
sto Kuraii, Poccus u CIIA. Tak kak NpencTaBICHHbIE CTPaHbl UMEIOT
JIOCTaTOYHO OOJBLIYI0 TEPPUTOPHIO, 3a4acTyl0 HEBO3MOXKHO JIOCTATOYHO
(G QEKTUBHO CKOOPAMHMUPOBATh IEHCTBUS CIIELCIYXO depe3 Ipeessl
IOPUCOUKIINA  TOCYZApCTBEHHBIX TPaHUIl M dYepe3 MHOrooOpasne
3aKOHOAATENbHOW 0a3bl cTpaH. JlymaeTcs, YTO TOJLKO Ha OCHOBE
MEXXTOCYIapCTBEHHOTO COTPYAHMYECTBA, BO3MOXKHO CO3JaHWE HOBBIX,
cnenu(pUIecKnX MEXaHW3MOB  BBUIBICHHS  KHOEPIPECTYIHOCTH, €€
paccienoBaHus u  npecedeHus. Ckopee BCETO, 3TUMHU  HOBBIMH

107



MEeXaHU3MaMH JOJDKHBI CTaTh HOBEWIINE KOMIIBIOTEPHBIE TEXHOJOTHH,
KOTOpble OynyT ycToW4YMBHIMH K KuOeparakam. B Hacrosiiiee Bpems, B
OoJIBIIMHCTBE CTpaH (B TOM uuciae M B Poccuu) HET 3aKOHOAATENbCTBA,
KOTOpOE OBl PeryIMpoBaio 00pbs0y ¢ HHPOPMALMOHHBIMHU IPECTYIUICHUAMH
1 0TBEYaJI0 Obl COBPEMEHHBIM PEansiM MPaBOIPUMEHEHHSI.

I'maa 28 VK P® mocsameHa TnpecTyIsieHHsM B cdepe
KOMIIbIOTepHOH wuHGpopManuu. COCTaBbl [aHHBIX MPECTYIUIEHHMH HOCAT
MaTepHalbHBIA  XapakTep ©  MNPEANONaraloT  HACTYIJIGHHE  TaKHX
MOCNIEACTBMH Kak: YHHYTOXKEHHEe uHpopmanuyu, e¢ OJIOKHpOBaHME,
nepepaboTka, BHECEHHE W3MEHEHUH, NMEpPEeHOC WH(OpPMamuu Ha Ipyroi
JIEKTPOHHBIM HOCUTENb. Bce 3TO BHOCIENCTBHM MOJDKHO IPHUBECTH K
HapyLIEHHIO pPa0OThl KOMIBIOTEpa WIJIM OTENBHBIX €r0  MpPOrpaMM.
CyObekTHBHAsI CTOpPOHa BCErJa XapaKTepU3yeTcs YMBIIUIEHHOH (opMoii
BHUHBI, TO €CThb IPECTYNHHK 3HAeT, KaKhe IOCJIEACTBUA B JalbHEHIEeM
JIOJDKHBI HACTYIIUTh U BCE- TaKM CO3HATEIbHO UAET Ha MpecTymuieHue. Yo
e KacaeTcsi CaHKIMH 3a JaHHOe JesHHe, TO OHU aJIbTePHATHBHO
NpeAyCcMaTpuBalOT WTpadbl, HCHPABHUTENBHBIE pPAa0OTHl W JIMIICHUE
cBOOOMBI, 3TO 3aBUCHT OT XapaKTepa COBEPLICHHOTO MPECTYIUICHHUS U €ro
nocneacTBuid. OnHAaKoO, HU B KOJEKCE, HM B KOMMEHTapHsX K HEMY, HH B
KaKoH OO MHOW 3aKOoHONATeNbHOU Oa3e P®, mpuMmeHeHHE 3IMEKTPOHHBIX
nH(pOPMAMOHHO-KOMMYHHKAIIHOHHBIX ~ CHOCOOOB M CpeAcTB  cOopa,
HaKOIUICHHUS! M PACIPOCTPAHEHUS DJIEKTPOHHOM WH(POPMAIUU IIHPOKOTO
oTpaxeHus1 He moiyuminn. Takke B YK He oTpakeHbl Takue TOHSATHS Kak
(GUIIMHT, CKMMMHHI W TpOYMe BaXKHblEe TEPMHHBI B  00JacTH
kubeprpectyiiennit. [lepBoe - 3TO BHJ HMHTEPHET - MOUICHHHUYECTBA,
LEJBI0  KOTOPOrO  fABISIETCA  MOJIy4YeHHE JOCTyHa K  CpeAcTBaM
ayTeHTU(UKAIMN KIMEHTa, KOH(UACHIIMAIBHBIM JTaHHBIM II0JIb30BaTelei
— JIOTMHAM | MapoJIsiM YYETHON 3arrcy. BTopoe moHsTHE BKITIOYAET B ce0st
BHJ] MOLLIEHHUYECTBA, B X0J1€¢ KOTOPOTO 3J0YMBIIUIEHHUKOM MPOU3BOAUTCS
CKpbITasi OT jaepkaresisi OAaHKOBCKOM KapThl OIlepalysi ¢ HCIOJIb30BaHHEM
caMOi KapThl, €€ PpEeKBU3UTOB. VIHBIMM clOBaMHM, CKHUMMEp 3TO
onpeneNeHHas HaKIalKa, KOTopas IpU YCTAHOBJIEHUU Ha KapTONPUEMHUK,
MOXET CUUTHIBATh ¢ OaHKOBCKOH KapThl Mr00yto nudopmanuio. Tak, B 2011
TOAy C JaHHBIM SIBIICHHEM CTOJIKHYJIMCh MHOTHE KineHThl OaHka «BTh-
24y, a B manmpHEUIIEM >KepTBAMH CKPUMMEHTA CTalN KJIWEHTH «Anbda -
O6ankay. C DJIEKTPOHHBIX KapT oOnamareneil ObUIM CIUCAHBI JICHEXKHBIC
cpenctBa, W nanHas omepamms B 2011 romy kocHymace Gomee 75%
pabotHrKOoB «2I'MIC», y KOTOpBIX 3apIuiaTa MEpeuuCIsiiach Ha KapThl
«BTB-24» [1, c. 35].
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HekoTopble cnenuanicTsl CHELCTYKO CYHUTAIOT HEOOXOAUMBIM U
BO3MOJKHBIM BHECEHHUE MCIIPaBICHUH B YTOJOBHBIM kojekc PD c¢ mensio
BBECTH OTJENbHBIN COCTAaB 00 YroJIOBHOW OTBETCTBEHHOCTH 3a NPOBEICHUE
DDoS-atak. /laHHbIe XaKepcKHe aTaky CTaBAT Iepe] coOoH Lienb co3aaTh
JUISL. KOMIIBIOTEPHOM CHCTEMBI TaKHe YCIOBHUS, NPU KOTOPHIX IOIb30BaTENN
HE CMOTYT MOJYYHTh JOCTYyIA K CepBepaM, TO €CTh JOCTYI K caliTaM W K
moboit  mHpopMammm Oymer 3arpygHeH. Takwe aTakd  SBISIOTCS
BPEIOHOCHBIMH U HECYT CEPhE3HYI0 OMACHOCTH I 3(h(HheKTUBHON pabOTHI C
NIEKTPOHHON HMH(PACTPYKTypoH, MOITOMY CIIEAYET CUUTaTh pPa3yMHBIM
BBEJCHHE M YXKECTOUEHHE CAaHKIUI 3a CO3[JaHHMe TaKoro IUIaHa
BPEIOHOCHBIX IIPOrPaMM.

C kaxIpIM ToJ0M NpodeccHOHAM3M XaKepoB BO3pacTaeT H
KHOCPIPECTYIUICHUS] CTAHOBITCS CEPhE3HOM MPOOIeMOi rocynapCTBEHHOM
BakHOCTH. KuOepnpecTyrmHOCTh NpeBpaTHIach B HEKWH BBITOJHBIH,
LUMHUYHBIN, CKPBITHBIA OM3HEC, JOXOJbI OT KOTOPOTO MPEBBILIAIOT J0XO0IbI
OT TOPTOBJIH OpY>KHEM WM HapkoTukamu [1, c. 67]. Ilo nanasiM Group-IB,
(MHAHCOBBIE TIOKa3aTeJd 00OpPOTa MHPOBOTO pPBIHKA KOMIIBIOTEPHOM
npecrynHoctd B 2012 romy cocraBuiau 12,5 mipa. Aomnapos, A
cpaBHeHus, K 2015 romy mokasaTtenmu Bozpocim Ooinee ueM B 2 pa3a. Ha
JIOJII0 PYCCKHUX XaKepOB MPUILIOCH 4,5 MIpJ. I0JJIapoB, U3 HUX 2,3 MIIpA.
JI0JUTAPOB  COCTABJIIOT JIOXOABI OT KHOEPIpPECTYNJIEHUH, COBEPIICHHBIX
HENOCPEACTBEHHO Ha Tepputopuu Poccuiickoit ®denepanuu. 310 Takue
NPECTYIJICHUsI KaK CllaM, OOHAJIMYMBAHUE JCHEXKHBIX CPEACTB, XUILEHHE
SJIEKTPOHHBIX JEHET W Jpyroe. B paccienoBaHMM BO3HUKAIOT MPOOIEMBI
oOHapyXeHHs W NpefoTBpalleHus HHPOPMALMK O COBEPLICHHOM
MIPECTYIUICHNH, TaK Kak MHOTHE TPEANPHATHS M OpPraHu3aIllh He
3aMHTEPECOBaHBl B OTJIACKEe JAHHOTO COOBITHS M B IMOTEPE pEIyTalud U
KIMEHTCKOW 0a3bl, Mo3ToMy mpoOieMa COKPHITHS (DaKTOB - BaKHEHIIAs
npo0JiemMa Ha CETOHSIIHUH AEHb.

Heo6xoauMo OTMETHTB, YTO BaXKHEHIITMM ()aKTOPOM CTPEMHTEIHHOM
SBOJIOUMM M Pa3BUTUS NPECTyIUIEHMH B 007acTH HMH(MOPMAIMOHHBIX
TEXHOJIOTHI SBIISIETCS. HECOBEpLICHHas [opuaudeckas 0Oa3a B cdepe
IIpeciIeJOBaHUsl XaKepoB B IIPABOBOM IIOJIE, MOTOMY KaK B YTOJIOBHOM U
YrOJIOBHO - IpPOLECCYaJbHOM KOJIeKCe HeT KBaIM(HUKALUK U COCTaBOB
KuOepHpecTymieH!u. ITO JaeT MPECTYIMHUKAM OIyIIeHHe CBOSCOoOpa3HOM
3aIIUIICHHOCTH ¥ O€3HaKa3aHHOCTH. TaKk Kak Ha CETOAHANIHWH JIeHb
cynebHas W MPaBONPUMEHHTENbHAS MPAaKTHKAa HE JOCTATOYHO INMHUPOKA U
COBEpIICHHA, MNOAOOHBIC WHIMICHTHl 3a49acTyl0 CKpBIBAIOTCA, U 3TO
JOMOJHUTENBHO CTUMYJIHPYET COBEPIICHUS TAaKOTO poja IMPECTYIICHUN.
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YroObl mpenaympexaaTh KuOepaTakd, a BIIOCICACTBUU M COBCPIICHUS
KHOCPIPECTYIUICHUH, TPAaBOOXPAHUTEIBHBIM OpraHaM U  CICICTyX0am
HEOOXOMUMO pACIIUPATh TEOPETUYCCKUE U TNPAKTUYCCKUE 3HAHUS B
o0mactu pa3dopa, pearupoBaHHE U MPEIOTBPAINCHHUS WHIMICHTOB B
o0nactu WHOOPMAIIMOHHON O€30MacHOCTH, 3THM JOJDKHBI 3aHHUMATHCS
BBICOKOKBAU(UIIIPOBAHHBIE CIICIIHAINCTHI.

CymecTByeTr  cucTeMa  OCHOBHBIX ~ JTallOB  PacCIICOBaHUS
KHOEepIpPeCTYIUICH!I: AN  Hadaja  CIICHCIYy)KOaMH TOIDKEH  OBITh
ycTaHOBIIEH (DaKT HEMPaBOMEPHOTO AOCTYNAa M NPOHUKHOBEHHUS B UYXKYIO
KOMIBIOTEPHYIO CUCTEMY, Jajiee CIICIIHATUCTHI JOJDKHBI YCTAHOBHUTH BPEMS
COBEpIICHUS TPECTYIUICHHUS, CIIOCO0 HECAHKIIMOHMPOBAHHOTO IOCTyIMa K
CCTHU, YCTAHOBHUTL KpPYI' MOJO3PEBACMBIX U OINPEACIUTL HX BHUHOBHOCTD,
LIeJI ¥ MOTHUBBI, Janiee TpeOyeTcs 3aHsAThCSl COOPOM JI0Ka3aTeabHOU 0a3bl U
BBISIBUTH OOCTOSITENBCTBA, CIIOCOOCTBYIOIIME IpecTymuieHuto. [locneanum
3TAallOM  CUHHUTACTCA q)aKT YCTAHOBJICHUA  BPCAHBIX HOCHe}ICTBI/Iﬁ u
pa3paboTKa 1 IpeIoCTaBICHNE PEKOMEHAAINN 110 MUHUMH3allui PUCKOB.

ECTCCTBGHHO, PAAOBBIC COTPYAHUKH MOJHUIUKU IO CBOEMY pony
JEeSITeIBPHOCTH HEe 00J1a1al0T TOJDKHBIMH 3HAaHUSMH B c(epe KOMITBIOTEPHBIX
TEXHOJIOTHH, IMO3TOMY HE MMEIOT BO3MOXXHOCTH W HABBIKOB JJIsi OOPBOBI €
kubeprnpecTymHuKamu. [losToMy mis O6opbObl ¢ mpectymieHusmMu B 1T-
ctepe, ObIIO co3maHo cnenuanbHOe mojpasaencHue MBJ] «Otmenr K». B
YHCIIO €T0 3a/1a4 BXOAWT: OOHapy)KeHHE MPOHUKHOBCHHS B KOMIIBIOTEPHEIC
0a3bl U CIIHUCAHUE CPEICTB ¢ OAHKOBCKHX KapTOYEK M0JIb30BaTelei, 0ophda
C HapylmIeHHEM aBTOPCKHMX TIpaB, Ooppba ¢ pacnpocTpaHEHHEM
mopHorpaduy B HHTEPHETE M Yepe3 CheMHble Hocurenan. Ho mosHyio
uHpOpPMALIUI0 00 3TOM MOAPA3ACICHUU OOBIYHBIM TPaKAaHAM HAWTH
HEBO3MOXHO, MMOTOMY YTO MHOTHE JaHHBbIC 3acekpeucHbl. OIHAKO eCTh
CBEZICHHUS O TOM, 49TO B HEM TPYIATCS OBIBIINE «XaKEPHI», KOTOPHIE PEIININ
BCTaTh HA CTOPOHY 3aKOHA M [IOMOTATh BIACTSIM OOPOTHCS C TAKMMU JKE, KaK
on# [3, c. 57].

UeMm e OOYCIOBIICHBI CIIOKHOCTH pacciienoBanmsa? OpHa u3
CIIO)KHOCTEH 3aKJIOYaeTcs B OMNpEICICHHE COCTaBa, MeCTa M BPEMEHHU
MPECTYIUICHUSI, K TOMY € BBIYHCIUTH MPECTYIMHHKA 33a4acTyI) TOXKE
ObIBaCT MaKCHMAJBHO CJIOKHO. Psii mcciemoBateneddl ONpemeliia Kpyr
MIPUYHH, U3-32 KOTOPBIX PACKPHITH KHOEPIIPECTYIUIEHNSI HAMHOTO CIIOXKHEE,
YeM [PECTYIUIEHUs pealbHble, & HE BUpPTyalbHble. J[OBOJILHO 4YacTo
CIICIICTYObl OKa3bIBAIOTCS B CUTYal[MH, KOTAa aaxe (akT COBEPIICHHUS
MPECTYIUICHUSI OCTaeTCs HE3aMEUYCHHBIM, €ro CIIOKHO YCTaHOBHTb.
[IpecTymHUK MOXET TMOJyYaTh JIOOYIO, CKPBITYI0 HHTEPECYIOIIYIO0 ero
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uHpOpMAIHUIO ¥ 00 3TO HE Y3HAIOT, [0 KpaiHeH Mepe, MoKa He OOHapykaT
yTeuky MH(OpMalLuH, 3/1eCb CTOUT TOBOPUTH O JIATEHTHOCTH IMPECTYITHBIX
TEeSTHU.

Taxoke NMpecTymieHus B CETH MOTYT OBITh KpaifHe MacIITaOHBIMH.
VY CIOBHBIN CTY/EHT, XOPOIIO pa3duparoIuiicss B IporpaMMax M UMEIOIIHii
HaBBIKM B XaKEPCKOH AEATENIBHOCTH, MOXXET B3JIOMaTh 0a3y IaHHBIX,
MIPOHUKHYTh B CEKPETHBIE apXWBBI W BEIb COBEPIICHHE AAHHOTO NESHUS
MIOJIBJIACTHO OJHOMY YEJIOBEKY.

Cpenn mnpuduH, 0OYCIABIMBAIOIIMX CIIOKHOCTH pacCleAOBaHUS,
BBIJIEIISIIOT TPAHCHAIIMOHAIBHYIO COCTaBIIONIy0. OHa IIPOSIBISETCS B TOM,
MIPECTYIHHUK W HOTEPIEBIINI MOTYT HAXOIUTHCS B Pa3HBIX TOUKaxX MHUpPA U B
JAHHOM acIieKTe IIo0aiu3anysi paccMaTpUBAeTCsl Kak OTPHUIATENbHBIH
(dakTop, KOTOPBIA HECET JUIIb OTPUIATEIbHOE BIHUSHHE. XaKephl, Kak
NpaBWJIO, 00JaJal0T JOCTATOYHO BBICOKUM HHTEIUIEKTOM, MX NEHCTBHS U
XO/Ibl 3a4YacTyl0 HEBO3MOXKHO Mpenyrajaarh, HO3TOMY CTOMT T'OBOPUTbH, B
OIIpEeJIeTICHHOM cTe3e, 00 NX BBICOKOH 00pa30BaHHOCTH.

Ha MPaKTUKE B YT'OJOBHBIX JCJIax 00s13aTEIbHBIM TAllOM CJIICACTBUA
SIBISIETCSI COCTABJICHHE COTPYAHHKOM IPAaBOOXPAaHHUTEIBHOTO OpraHa Ipu
TIOMOIIX U yYaCTHH MICHXOJIOTa MPHOJIM3UTENFHOTO 00pa3a MPeCcTyHNKA, 1
3a4acTyl0  JaHHble  (OTOPOOOTHI  OKAa3bIBAIOTCS  BEPHBIMH IO
XapaKkTepUCTUKaM ToTepreBiiero. Yro ke KacaeTcs CHUTyalMid C
KNOepIpeCTYINICHUSIMH, TO HAPYIIUTEIIM MOKET OBITh aOCOIOTHO JII000MH
YeJIOBeK, KOTOPOI'0 HHKaK HeJb3sl OXapaKTepu3OoBaTh [0 TI'eHICPHOMY
MIPU3HAKY, OIUCATh €ro YepThI JIMIA, MAaHEPY MOBEACHHS, OICXKIY U Ipoyee.

Ha cerogusimiamii neHb, CyIecTByeT BakHas IpoOieMa, HalpsMyIo
cBsi3aHHAas ¢ 3(PEKTUBHOCTBIO PACCIEOBAHMS M JOBEACHHIO JIO Cy/a e O
KHOepIIpecTyINIeHNsIX. DTO OOILECTBEHHOE MHEHHE, KOTOPOE HE JyMaeT O
CEpBE3HBIX IOCIEACTBUAX JAAHHON KAaTErOpuu IPECTYIUIEHUH, IOTOMY 4TO
JIONM  yBEpEHBI, YTO KOMIBIOTEPHBIE TPECTYIHHKH, JaXe ecin
pacciesioBaHME JIOBEJEHO JIO KOHIA M BBIHECEH IIPUTOBOp CyJa,
OT/ETBIBAIOTCS  JISTKMMH ~ HaKa3aHWSAMH, 3a4acTyl0 -  yCJIOBHBIMHU
npuroBopamu. OTCIOfla BO3HMKAeT MOHSATHE INPABOBOTO HHUTHMIM3MA M Y
NIPECTYITHUKOB M Yy IIOTEPHEBIINX, TaK KaK IIEPBBIE OCO3HAIOT CBOIO
OTHOCHTENIFHYIO O€3HAKa3aHHOCTh, a BTOPBIE JJayKe HE XOTIT 00paIaThes B
IIPaBOOXPAHUTEIIBHBIC OPTaHbI, IIa6BI 3ad4BUTh O HECAHKIHOHHUPOBAHHOM
JCSAHUH, 6y}1y‘II/I YBEPEHHBIMHU, YTO JOJDKHOTO U PAa3yMHOTI'O HaKa3aHUA JIA
MIPECTYITHUKOB OHHM HE a00bioTcs. M Ha caMoM Jene Takoe IOBEACHHE
MOTEPIEBIINX 0OOCHOBAHHO, BE/lb B COBPEMEHHOM OOIIECTBE MPAKTUYECKU
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OTCYTCTBYET 3aKOHOJarenbHas 0a3a, KoTopas Obl  peryiaupoBaia
npoLeccyajbHbIe ISHCTBUS 10 KHOSPIPECTYIIICHUSIM.

[ToaBoas UTOT BBHIIEH3IIOKEHHOMY, XOUETCS OTMETUTD, YTO COLMYM
elle He MPUBBIK U HE YCIIEN MOJIrOTOBUTHCS K TAKOTO pojia MPecTyIICHUSIM
Kak KHOepnpecTyIuieH!s, BeJb 3T0O OTHOCUTEIILHO HOBBIH BHJ HE3aKOHHBIX
nesHuil. Jlymaercs, 9To HEoOXOIMMO IOIOJIHUTENBHOE OOy4YeHHE BCEX
KaTEeropuil IOPHUCTOB COBPEMEHHBIM HH(POPMAIMOHHBIM TEXHOJOTHSIM HE
TOJIBKO KaK IPOJABHHYTHIX MOJIB30BaTENECil OHUCHBIX IPOrpaMmM, a Kak JIHLI,
OCBEIOMJICHHBIX B CTaHZapTax M HoBauusax IT B 1menoM, ocoOeHHO
OCBEIIOMJICHHBIX B IOPUINYECKUX acIeKTax obecredeHns
¢yaxunornpoBanus IT. UToObr 60poThCS ¢ KHOEPIIPECTYIIICHUAMH, HYKHO
co3laBaTh M COBEPILEHCTBOBaTh  I(PQPEKTUBHYI0O ¥  I'PaMOTHYIO
3aKOHOJATENbHYI0 0a3y, Bellb UMEHHO MPAaBUIILHO TIPHUMEHSISI 3aKOH, MOYHO
BBIHECTH CIIPABEIMBOE PEIlCHHE.
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KHUBEPIIPECTYIIHOCTb B COBPEMEHHOM MMUPE:
INOHATHUE U ITPOBJIEMbBI PACCJIEJOBAHUA

Al Panonosa, k.10.H., doyenm Kagheopul y20106H020 npoyecca u
kpumunanucmuxu FO2o0-3anaonozo cocydapcmeennoz2o ynugepcumema

B XXI Beke TeXHOJIOTUU CTPEMUTENBHO Pa3BUBAIOTCS U BBIXOASAT HA
Ooniee BBICOKHH YpPOBEHb. B CBSI3M C 3THM MOSIBISIOTCS HOBBIE BHJBI
MPECTYIJICHUH, HMEHyeMble «KuOeprpecTyuieHusMm». He cymectByet
OIHO3HAYHOI'O ONpEAETCHHs JAaHHOTO MOHATHA. BO MHOrMX HMCTOYHHMKAX
0] KHOEPIPECTYIUICHUAMH MOHMMAIOT: «KOMIIBIOTEPHBIC MPECTYILICHUS,
«mpecTymiieHuss B cdepe BBICOKMX TEXHOJIOTHI», «WH(POPMaIMOHHbBIE
MPECTYIJICHUS», COOCTBEHHO «KHOEPIPECTYIUICHHS», «IIPECTYIUICHHS B
chepe OesomacHOCTH  OOpalIeHHs  KOMIBIOTEPHOH  MH(pOpMAaIuny,
«IpeCcTyIJIeHUs. B cdepe KOMITbIOTepHOW HH(poOpManum» U T.J1. JaHHBIH
nepedeHb BecbMa LIMPOK, HO oOluee OmpeiesicHue KUOepHIpecTYIHOCTH
3akperieHo B KOHBEHIMHM O MpecTymHOCTH B cepe KOMIBIOTEpHOM
napopmanuu ETS Ne 185 Cosera EBpormer ot 23.11.2001 1. [1, c. 187].

KubepripecTynmHOCTh B y3KOM CMBICIIE — 3TO IIPOTHBOINPABHBIC
JEsIHHs, COBEpIIAeMbIE IOCPEACTBOM  JJIEKTPOHHBIX  ONEpalui, ¢
HapylieHHeM oOecliedyeHns 0e30IacHOCTH KOMITBIOTEPHBIX CHCTEM U
oOpabaTbIBaéMBbIX HMH HaHHBIX. K 1aHHOMY OIIPEAETICHUIO OTHOCST
KOMIBIOTEPHbIE IPECTYTIICHHUS.

KubeprpectynHoct B IIUPOKOM  CMbIcie  —  JiroOble
IIPOTHBOIPABHEIE JIESTHUSA, COBEPIIAEMBIC TOCPEICTBAM HIIM CBA3aHHBIE C
KOMIIBIOTEPAMH, KOMIIBIOTEPHBIMH CETAMH WM CHCTEMaMH, BKJIIOUYas
HE3aKOHHOE NpeIoKeHNE U BiIafeHUe WM pacupocTpaHeHHe HH(YOpMaLUK
IIOCPEICTBOM  KOMIBIOTEPHBIX ceTell wmmm  cucteM. K maHHOMY
ONpPENEIECHUI0 OTHOCAT NMPECTYIIICHHUS, CBSI3aHHbIE C KOMIIBIOTEPaMH.

KubepripectynHocTs siBisieTcst IpoOsieMoi He Tosibko B Poccuiickoit
denepanyy, 3T0 oOLIENpU3HAHHAs MpoOjeMa MHPOBOTO COOOINECTBA.
Ceifuac, Kor/1a OTpOMHAs YacTh JKU3HH JIMYHOCTH, OOIIECTBa U TOCY1apCTBa
MEXaHU3UPOBaHA, CTENEHb Bpela OT JaHHBIX MPECTYMICHUN 3HAYUTEIBHO
Bo3pocna. Ho paccnenoBaHue Takux MNpecTyMIIEHUH SBISETCS BeCbMa
3aTPYAHUTENBHBIM TI0 Py IPUYHH: BO-TIEPBBIX, CETh HHTEPHETA SBISACTCS
MHPOBOM, YTO MPUBOIUT K TOMY, YTO PACCIEIOBAHUE TAKUX MPECTYIUICHUI
MPOUCXOOUT HA MEXAYHAPOTHOM YpOBHE, HEXEIH B Mpeaenax
KOHKPETHOTO TOCYIapCTBa, TAK KaK TaKHe KHOEPIPECTYITHOCTh OXBAThIBAET
BEChb MHUD M JIMIA, COBEPIUMBLIME IPECTYIJICHHS, MOTYT HaXOIUTBhCA B
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Pa3HbIX TOYKAaX 3€MHOTO Illapa, YTO MPHUBOJUT K MpoOJieMe MX 3aJepKaHus
U MpPUBJIEUEHHs] K OTBETCTBEHHOCTH 3a COBepIIeHHbIE AesHus. K tomy xe
BO3HHKaeET MpoliieMa Ha3HAYeHUsI KOMIIBIOTEPHO-TEXHUYECKOW IKCIIEPTH3HI
B OTHOILIEHHU CEPBEPOB, KOTOPHIE HAXOMIATCS Ha TEPPUTOPUU JPYroro
rOCy/AapcTBa, OTKy/Ja ObIO COBEPIIEHO IPECTYIUICHHE.

VYnomsHyTast KoHBeHIMs ompenenuia OCHOBHBIC HANpPaBICHHUS B
60ppde C TpecTymHOCTHI0O B c(epe BBHICOKHX TEXHONOTHH. B mepByro
ouepenp, IOJDKHO OBITh TIPOM3OHTH COIJIACOBAaHHME TOCYIapCTBAMH-
YYaCTHHKaMH HAI[OHAJIBbHBIX YTOJOBHO-IIPABOBBIX HOPM, CBSI3aHHBIX C
MPECTYIJICHUSIMA B KHOEpPIPOCTpaHCTBE, pa3paboTKa MpoLecCyatbHOTO
3aKOHOJATENbCTBA,  HEOOXOAMMOTO Ul pacclueJoBaHWA  TaKHX
MPECTYIUICHUA M CYJAeOHOTO MpEcleIOBaHMS JIMIl, UX COBEPIIUBIINX, a
TaKke cOOpa J0Ka3aTeNbCTB, HAXOAALIMXCS B OJEKTPOHHOU Qopme;
obecrieueHre ObICTPOro U AP(PEKTHBHOTO peXHMa MEKTYHAPOTHOTO
COTpyIHHUYEeCTBA B JaHHOW oOmactu [2, c. 94]. To ecTb BBIABUHYTHI
peanpHBIC 3aJayd  JUIA  peajM3allid  Ha  YpOBHE  HAI[MOHAJIBHOIO
3aKOHOJIATENIbCTBA, KOTOPBIE HEOOXOAMMBI It 3(PPeKTHBHOI GOpBOBI C
Takoro poja npectymieHusMu. KoHBeHus Obina moamucana Poccuiickoi
denepanyei, onHako He Obuta parnduunmponaHa. Ho Ha ee ocHOBaHUH
MOXXHO COCTaBHTh OIIPEJEIICHHYIO CTPAaTeTHIO B Pa3BUTHH OOpBOBI C
KHOEpIpecTYTHOCTBIO B PaMKaXx HAIIero rocyapcTBa.

B pamkax OOH 06bLT paccMOTPEH BOIIPOC O MPECTYIUICHUSIX B cepe
KOMIBIOTEPHBIX TEXHOJOTHMH B paMKax IpoekTa KoHBeHIuH «O
COTpyaHHYECTBE B cdepe  MPOTUBOACHCTBUS  HH(DOPMAIOHHON
MIPECTYIHOCTHY. bBBUIO NPHHATO pelIeHHe O TOM, YTO HAaIMOHAJIBHOE
3aKOHOJATEIbCTBO TOCYAAPCTB-YUYACTHUKOB HYXJaeTcsl B OOHOBICHHU B
COOTBETCTBHUHM C IMOSIBJICHUEM TaKoro npecrtyrienus. Takxke ObUIo cka3aHo
0 TOM, YTO PacClIeZIOBaHHUE NAHHBIX MPECTYIUICHUN TpeOyeT OMpeIeIeHHBIX
3Hauuii B IT-cdepe, k ToMy ke clemoBarensiM, €CJIM TOBOPUTH
HerocpeacTBeHHO 0 P®, cienyer BeIpabOTaTh HOBYIO TaKTUKY OOpBOBI C
INpeCTYIUIEHUsIMH  Takoro poga. Bsuay »ostoro, 24 wmrona 2013r.
Ipesunentom  Poccuiickoit ~ ®enepanun  yTBepxkaAeHbl  OCHOBBI
rocymapcTBeHHON monutuku Poccuiickoit ®exepanmu B obmactu
MEXIyHAPOAHOW WH(pOpManuoHHOW Oe3omacHOocTH Ha mepuox go 2020
rona [3, c. 13]. Poccuiickas ®@eneparus aenaeT onpesesieHHbIC Mark s
60pBOBI ¢ KHOEPIPECTYMHOCTHIO HA HAIIMOHAIHHOM YPOBHE, OJJHAKO Ha 3TO
moTpeOyeTcsi HECKOIBKO JIET.

Cnemyer, OmHAKO, YYWTBIBaTb pa3HUIy MEXIYy IOHATHEM
«IpecTymieHus B chepe KOMIBIOTEPHOH HH(POPMAIIMN» U IIPECTYIIICHUS,
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COBepIlIaeMble c HCIOJIb30BaHHEM BBICOKHUX TEXHOJIOTHID».
OTBeTCTBEHHOCTD 3a NEpBbIe MpeaycMoTpeHa rnasoil 28 YK P®, xoropas
COJIEPXKUT TPU COCTaBa — HEMPABOMEPHBIM JOCTYH K KOMIIBIOTEpHOU
nHdopmanuu (cT. 272); co3maHue, HCIOJNB30BAHUE M PaclpOCTpaHEHUE
BPEJOHOCHBIX KOMITBIOTEPHBIX Nporpamm (cT. 273); HapylleHHe MpaBHII
9KCITyaTallid  CPEICTB  XpaHEHWs, o0pabOTKM  WiIM  Iepenadu
KOMIBIOTEPHOH nHpOpMAIH u nH(pOPMAITMOHHO-
TEIeKOMMYHUKAIIMOHHBIX ceTei (ct. 274). IloHsATHE «IIpecTyIUIeHHUs,
COBEpIIAEMBIE  C  HCIIONB30BAHMEM  BBICOKMX  TEXHOJOTHIH»  —
cobuparenbHoe, YHoTpeOnseTcs B TeX CiIydasx, KOrja Ui COBEPLICHUS
TPAIMLMOHHBIX  MNPECTYIJICHHH  HMCIONB3YIOTCS  MH(GOPMAIOHHBIC
TexHoJIOTHH. OTBETCTBEHHOCTH 3a JIeSTHUS TAaKOTO Pojia MpeIycMaTpUBaeTCs
cTaThaMu U3 paznuyHbiX r1aB YK P®, nanpumep, 159.3 (MommeHHIUECTBO C
HCTIONB30BaHUEM IUIATSKHBIX KapT), 159.6 (MomieHHHYECTBO B cdepe
KOMITBIOTepHOH HMH(pOpManuu), 146 (HapylleHHEe aBTOPCKUX W CMEKHBIX
IIpaB NpPH HE3aKOHHOM HCIIOJIb30BAaHUM IIPOrPaMMHBIX HPOAYKTOB), 187
(M3roTOBJIEHHE WK COBIT MOAJIEIBHBIX KPEAUTHBIX MO0 pacyeTHBIX KapT U
MHBIX IUIATEXXHBIX JTOKYMEHTOB C HCIIOJIb30BAHHEM CPEIICTB KOMITBIOTEPHOH
TEXHUKH) ¥ T.II.

Beiiensgror Takke psAAx M APYyrHX INPOOJIeM, CBS3aHHBIX C
paccienoBaHueM KHOepIpecTyIICHUH. Bricokas JIaTeHTHOCTh
NIPECTYIJICHUH B CETH HWHTEPHET, CIIOKHOCTh cOOpa IO0Ka3aTeNbCTB |
MOSIBJICHHE TaK HAa3BIBAEMOT0 «BHUPTYaJIBHOTO» WM «HMH(OPMAIIOHHOTO
ciena», OJHAKO B KPUMHHAIHCTHUKE CYLIECTBYIOT CIIOPBI OTHOCHUTENIBHO
CyIIECTBOBaHMA W TPU3HAHMWS TaKOro cClefa KakK JI0Ka3aTelIbCTBa,
OTCYTCTBUE CYAeOHON W CIENCTBEHHOW NPAKTHKU — BCE JTO SBISIETCA
npoOieMoil /iJIsl pacKpbITHS TMPECTYIUICHWH B cdepe HHGPOPMAIMOHHBIX
texHonoruii. Emie ogHOW TpoOieMoil SBIsieTCS BBICOKAs KBaTU(UKAIIHS
MIPECTYITHUKOB, KOTOPBIE HE OCTABIIIOT MOCIHE ceOs MPaKTUYECKH HUKAKHUX
CIeJOB, MOPOH JKEpTBAa TAKOTO MPECTYMJIEHUS Jake HE MOJ03pPEBAET O
COBEpLICHNH TakoBOro. MakT coBepIICHNUS NPECTYIUICHNsT 00HAPYKUBAETCS
UMM MHOTUM 1o3:xe. K ToMy ke Heo0X0IMMO cKazaTh, YTO OOJBIIMHCTBO
KHOEpIPEeCTYIIHUKOB,  XaKepoB  IPOAOJDKAIOT  pa3BUBaTh  CBOIO
JESITeNbHOCTh, 3HAag O TOM, 4YTO B 3aKOHOJATENbCTBE CYILECTBYIOT
OTIpe/ieIeHHBIE MPOOEIBI, ¢ MOMOIIBI0 KOTOPBIX MOXKHO HpPEINPUHUMATH
TIOTIHITKA OOXOJUThH 3aKOHBI U M30erath oTBEeTCTBEeHHOCTH [4, ¢. 161]. Tak
Ke CcJemyeT OTMETHTh Takylo NpoOieMy Kak HEOHpeIeNIeHHBIH KpyT
MOTEPIEBIINX IIPU COBEPIIEHUN JaHHOTO mpecTymieHus. He Bceraa MoxHO
YEeTKO  OMPENEeNUTh  KpPyr  JHI, KOTOpble  CTalM  JKEPTBAMH
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KHOepIpecTyIUIeHni BBUAY TOTO, YTO MHOTHE IpakAaaHe He apHIIMPYIOT
Toro (axTa, 4TO CTalW >KEpTBaMM NpecTyruieHus. Eme oxHoit nmpobiemoit
MOJKHO CUUTATh IOCTOSHHOE IepeMElICHUE NMPECTYNHUKA 110 TePPUTOPUU
KaK OJIHOTO, TaK U MHOTUX T'OCYAApCTB, B TO ke BpeMsl KaK OTCIEIUTh €ro
cien KpailHe HEOOXOOUMO JUIsl CIICACTBHS M NPHUBICUCHHS JIMLIA K
OTBETCTBEHHOCTH.

Kpyr mpobiem BeckMa MIMPOK U pa3HOOOpa3eH KaK C TOUYKH 3PECHUSL
HAIIMOHAJIPHOTO TpaBa, TaK U C TOYKM 3PEHUs MEXKIYHApOIHOrO IpaBa.
BwMmecte ¢ TeM HEOOXOANMO ITOIHOCTBIO CO37aTh 0a3y paccieI0BaHUA TAKUX
MPECTYIJICHHI Ha YPOBHE clefoBaTenell U pao3HaBaTeneil. CoTpyIHUKH
OMEpaTUBHBIX MNOAPA3JECICHUH OpraHoB BHYTPEHHHUX J€l1 HE HMEIOT
JIOCTaTOYHBIX 3HAHUI B 3TOM 001acTH, YTO MPHUBOIUT K yTpaTe CIEI0B
COBEpLICHUs XHIIEHHH, K HEI()(PEKTHUBHOMY HMCIOJIB30BAHUIO OIEPATHBHO
3HAUYMMOIl MHQOpPMalWK, NOIYYECHHOUW B XOJAE IPOBEICHHS ONEPATUBHO-
TeXHUUECKHX Meponpuatuii [5, c. 44]. JlesaTenbHOCTh OKCHEPTHO-
KpUMUHaIMCTHYECKUX  nonpasgeneHuii MBJ[  P® He  orBeuaer
TpeOOBAaHUAM B PACCIIEIOBAHUH TaKOTO POJia MPECTYIUICHHUH, TaK KaK CPOKU
MIPOBEJCHUS SKCIEPTU3BI, KACAIOMUXCS HWH(POPMAIMOHHBIX TEXHOJIOTHH,
SIBIISIFOTCSL ZIOCTATOYHO JUTMHHBIMH. Bcee 3TH 00cTosTeIhcTBA HAXOASTCS B
OpsIMOMl M HENOCPEICTBEHHOW CBS3M C PE3ylbTaTaMU JAEATEIIbHOCTU
OpraHoB NpeABapUTENbHOTO cieacTBus B cucreMe MBI Poccuu.

Taxoke TOBOpsL O KHOEPIPECTYITHOCTH, HEOOXOIMMO YUYHUTHIBATDH
CTEeTIeHb HE3AIMIICHHOCTH JaHHBIX IPABOOXPAHUTEIBHBIX OpPraHOB,
KOTOpBbIE TaK >K€ MOIYT IOABEPrHYTbCSA AaTaKe XakepoB. BakHeuium
aCIieKTOM  BHEApPEHHWs WHGOPMALMOHHBIX TEXHOJIOTHIl  CTaHOBUTCA
IIOCTPOCHHUE Ha WX OCHOBE JIEATETHHOCTH MPABOOXPAHUTEIBHBIX CTPYKTYP.
B curyanuu, xoraa mpecTymHBIE COOOIIECTBa pacloyiaraloT COBPEMEHHOM
TEXHHUKOH, MPHUBIEKAIOT K paboTe BHICOKOKBANMH(UIIMIPOBAHHBIX XaKEPOB,
HEM3MEpUMO  TIOBBILAIOTCS  TpeOOBaHMA K  3aIlluUTe  CIIy)KeOHOM
nHdopmannn. HeoOXonMMOCTh 3amUTBl OT IOCATATENLCTB, a TAKXKE
CBOEBPEMEHHOM  pEaklIUH ONEPATUBHOIO BOCCTAHOBJIEHUS  JAHHBIX
NoOYXKIal0T CO3aBaTh CHENUaAbHbIE OT/IENbl, 3aHUMAIOIINECS BOIIPOCAMHU
nH}popMannoOHHOH 0e30macHOCTH M 3amuThl nHpopMauuu. [6, c. 15]. B
psine 3apyOeXHBIX CTpaH CO3JaHbl CHENMANIbHbIE OTAENBI Uil OOpBOBI C
KHOEpIPeCTYITHOCTRIO, CO3MAHMEM M METOJUKOW pPACCIEeOBAHUS TAKHX
MIPECTYIUICHNH M TpPEeceueHHs] MX, YTO, BIPOYEM, SBIIIETCS JOCTaTOYHO
TPYAHBIM, YYUTHIBAs CIIEIM(PHUKY TaHHOTO TPECTYIICHHS.

Cnenyet otMeTuTh mosunuto A. I'. BoyeBozaza, KOTOPBIN CUWTAeT,
YTO paccielOBaHME TPECTYIUICHHH B WH()OPMALMOHHBIX CETAX OOBIYHO
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TpeOyeT OBICTPOrO aHajdM3a M COXPAaHEHUS KOMIIBIOTEPHBIX JaHHBIX,
KOTOpBbIE OYEHb YSI3BUMBI 0 CBOEH NPHPOIE W MOTYT OBITH OBICTPO
YHUYTOXKEHBI. B 3TOH cuTyaumu TpaJulMOHHBIE MEXaHM3MbI B3aMMHOM
NIPaBOBOW MOMOIIM M TPHHLMII CYBEpEHHUTETa, OJHHM M3 HPOSBICHUH
KOTOPOI'O SIBJISIETCSL TO, 4YTO TOJBKO IPAaBOOXPAHUTEIbHBIE OpPraHbl
TOCyAapcTBa MOTYT TIPOBOAWTH CICICTBEHHbIC JACHCTBUS Ha €ro
TEPPUTOPHH, TPEOYIOT MHOXKECTBO (HOPMANBHBIX COTJIACOBAaHMH, Aemas
paccienoBaHus TpaHCHAIMOHAIBHBIX KHOepIpecTyIICHNI
npobmematnaHbiM [7, c. 228-229]. menno mostomy Poccus Tak m He
parudunuposana EBpomeiickylo KOHBEHIMIO, CCBUIASICh Ha TO, 4TO
«KoHBeHIMS TpeycMaTpuBaeT BO3MOXKHOCTh, HE CTaBs B W3BECTHOCTH TO
WIN WHOE TOCYAapCTBO, MPAaBOOXPAHUTEIbHBIM OpraHaM Jpyroro
rocyJapcTBa MMeTh JJOCTYIl K pecypcaM, pa3sMELIeHHBIM B CETSX OOILIEro
MOJB30BAHUSl ITOTO TOCYJapcTBay», 4YTO HapyllaeT BbIIICyKa3aHHBIC
TIPUHLIUTIBL.

OnHako HccieoBaHus, MPOBEICHHBIE KaK OTEYECTBEHHBIMH, TaK U
3apyOeXHBIMHM CIIELHAINCTAMH, IOKa3aJld, YTO IPOLECC CACPKUBAHUS
NPECTYIIHOCTH HMEET J(B€ CTOPOHBI. BO-NEpBBIX, MOTEHIMAIbHBIC
MIPECTYITHUKK JIOJDKHBI OBITH yOS)KZEHBI B TOM, 4YTO HX O003aTENIBHO
oOHapyXkaT, T... HEOOXOJUM OIpPENCIICHHBI YpPOBEHb IOATOTOBKH
MIPAaBOOXPAHHUTENBHBIX OPraHOB, YTOOBI HEIOCPEICTBEHHO IPHBICYb
BUHOBHOE JIMIIO K OTBETCTBEHHOCTH HE3aBUCHMO OT €TI0 MECTOIIOJIOXKEHHS 1
YCUIINH, IPUIIOKEHHBIX JIJISI COKPBITHSI CBOMX TAHHBIX.

Bo-BTOpBIX, OHU JOJKHBI OBITh YOEXIIEHBI, YTO Haka3zaHue Oyaer
HEMPEMEHHO CYpPOBBIM, TO €CTh TpeOyercst pedopMalus YyrojoBHOTO
3aKOHOJIATENIbCTBA B OTHOIICHUU MPECTYIUICHUI B CETH MHTEPHET, a TaK¥Ke
COBMeCTHasg paboTa rocyJapcTB IO JaHHOMY BOIpPOCY, Ja0bl IpaBoCyque
BOCTOP>KECTBOBAJIO.

Hnst >pdexkTuBHON paboTHl B naHHOW cdepe HEOOXOIUMO CAenaTh
JIOCTaTOYHO, YTOOBI YCIIEITHO OOPOTHCS ¢ KMOEpIpecTyMTHOCTHI0. B repByro
ouepenib, 3TO IOJDKHO IPOBOAMTHCS HE TOJBKO HAa YPOBHE OTHEJILHOTO
roCyapcTBa, HO M BCErO0 MHPOBOrO coodmiectBa. HoBbIE TeXHOIOTHH
MO3BOJISIIOT ~ NIPABOOXPAHHUTENIFHBIM ~ OpPTaHaM — 3aHUMAThCSl  YCIICITHOM
COBMECTHOH O0prOOW C NPECTYyMHOCTBIO B MEXIYHApOAHOM Macmitade,
MO3BOJISISL HAWTH B3aMMOIPUEMIIEMbIE MOJXO/bI K CIOXKHEUIIEMY BOIIPOCY
TEPPUTOPUAIBHOM MOJICYAHOCTH, KOTOPBIH SIBIISIETCS] KIIOYEBBIM B O0pbOE ¢
KHOEepIpeCTYITHOCTBHIO.

ITogBoas uTOT BCEeMy CKa3aHHOMY, CIEIyeT €lIe pa3 MOJYEPKHYTH,
YTO KHOEPHPECTYIMHOCTh 3TO IMPECTYIJICHHE TII00ANBPHOTO XapakTepa, HO
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BMECTE C TEM OHO JIOCTaToyHO HoBoe. [IpecTymHuku B HaHHO# obnacTu
MIOCTOSTHHO COBEPILEHCTBYIOTCS, BBUY YETO BCEMY MUPOBOMY COOOIIECTBY
cleqyeT COBEpLICHCTBOBATH PACCIEOBAaHUE TaKUX IPECTYIICHUH, TO e
camMoe cleAyeT cAelaTb M Ha HAllMOHAIBHOM YpPOBHE, TaK Kak
HemocpencTBeHHO B Poccuiickoit ®epepauuu moka He BbeIpaboTaH
MEXaHM3M pAacClEfOBaHUS MPECTYyIIIEHHH B cdepe KOMIBIOTEPHBIX
TEXHOJOTHH M HENOCTaTOYHO OTiaxeH. CymiecTByeT MHOTO (hakTOpOB,
KOTOpBIE CIEAYET YUeCTb W YCTPAHUTb, TAKUX, KaK, HAIPUMEP, OTCYTCTBHUE
y clemoBaTens WM JO3HABATEIs COOTBETCTBYIOIIMX 3HAHWH B IAHHOMN
TE€MEe, WIN TPONOJDKHUTEIBHOCTh 3KCIEpTH3. Takke CIeAayeT 3amoilHHTh
mpo0ensl B 3aKOHOJATEIbCTBE, Aa0bl HCKIIOYUTH BO3MOXKHBIE Oymymme
npectymienus. Heo6xoaumo co3naTh Takod MeXaHU3M, KOTOPBIH YCIEIIHO
Obl OOpoJICS ¢ TaKUM BHJOM MpecTyIUieHuid. U HaiiTh Ty camylo rpaHb B
paboTe ¢ MHPOBBIM  COOOIIECTBOM, YTOOBI OoOppba C  TaKUMHU
MPECTYIJICHUSIMU ObliIa YCIELTHOM.
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