[BBeaute TeKCT]

Ha npasax pyxonucu

MAKCHUMOBHNY Anna bopucoBna

CPEJICTBA COTOBOI CBSA3U KAK OFBEKT
KPUMHUHAJIMCTHYECKOI'O HCCIEJOBAHUSA

CneunanbHocTh: 12.00.12 — KpuMHUHATUCTUKA; CYACOHO-IKCIIEpTHAsS
NEATENBHOCTD; ONIEPATUBHO-PO3BICKHAS IESITENBHOCTD
ABTOpedepar

JUCCCPTai Ha COMCKAaHUC yquoﬁ CTCIICHHU

KaHIMAaTa FOPUINYECKUX HAYK

MockBa — 2018



PaGora BbimonHeHa Ha Kadeape YrojJoBHOrO IpaBa, YrOJOBHOIO IIpoliecca U
KPUMUHAIUCTUKN DefepasbHOro ToCyAapCTBEHHOTO aBTOHOMHOTO 00Opa3oBaTEIbHOIO
yUpeXIeHUS BbICIIETO 00pa3oBaHus «Poccuiickuii yHUBEPCUTET JPY>KOBI HAPOJIOBY.

Hayunbrii beprosckuii JleB BiaguMmupoBuy

PYKOBOAUTE/Ib: JIOKTOP IOPUAMYECKUX HayK, Mpodeccop, mpodeccop Kadeapsl
YTOJIOBHOTO TpaBa, YrOJOBHOIO TMpolecca U KPUMHUHAIUCTHKU
opuandeckoro  MHCTUTyTa  denepalbHOTO  TOCYAApCTBEHHOTO
aBTOHOMHOTO 00pa30BaTEILHOTO VAP ICHUS BBICIIIETO
oOpa3zoBanus «Poccuiickuil yHUBEPCUTET JIPY>KOBI HAPOIOBY

Odunuansbublie KycroB AnaTtouaunii MuxaiijioBu4

ONIOHEHTHI: JIOKTOP IOPUIUYECKUX HayK, Ipodeccop, 3aBeayromuii kadeapoit
KPUMHHAIUCTUKUA U yroioBHoro npaBa ®I'BOY BO «Poccuiickuii
XUMHUKO-TEXHOJOrnuecknii ynupepcuter umenu .. Menneneea»

I'nazynoBa Muecca BiaguMmupoBHa

KaHIWJAAT IOPUAMYECKUX HAyK, JOLIEHT, BEAYIIUA HayYHBIN
COTPpYAHHUK OTJeNa KOOpPJIWHAIIMM, BEIACHUS HAy4YHOU paboThl U
nokropantypel [ KOY BO «Poccuiickast TaMOK€HHas1 aKaJeMHUsI»

Benymas denepalbHOE  TOCYJapCTBEHHOE  Ka3eHHOE  00pa3oBaTeIbHOE
OpPraHu3anmsi: yupexJaeHue Bwiciiero oOpaszoBaHusi «MOCKOBCKas —axKajaeMus
CnencrBeHHoro komutera Poccuiickoit denepannmy

3amura coctoutcs «18» pmexabps 2018 roma B 11.00 uwacoB Ha 3acenaHuu
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OBIIIAA XAPAKTEPUCTUKA PABOTBI

AKTYaJIbHOCTh TeMbI HccJieoBanud. [lepBasi cotoBasi cuctema Hayasia CBOIO
paboty B paiione Yukaro (CIIIA) B 1981 roz[yl, a B Poccuu 1aHHBIN BUJ PaaOCBSI3U
ucnoaszyercss ¢ 1992 roga. 3a KOpOTKUU MEPHUOJT CYIIECTBOBAHMS COTOBAsl CBS3b
NOJIy4HJia OBICTPOE Pa3BUTHE U MaccoBoe BHeapeHue. Tak, ecinu B 1992 rony yncio
MOJIb30BATENICH COTOBOM CBsI3U B Hamiel ctpane — Bcero 6000 genoBek, To k 2002
rojly KOJIMYeCTBO MOOMIBHBIX TeIe(OHOB CTAHOBUTCS OOJIbIIIE YEM CTAllMOHAPHBIX,
B 2008 romy 3apeructpupoBano 199,5 munH. monb3oBareneit, B 2009 roxy — 230,5
MiH., B 2010 roxy — 237,6 MJ'IH.Z, a B 2015 — 151 aktuBHb a0oHeHT Ha 100 yeaoBeKk
HacenieHusi, B 2016 — mpOHUKHOBEHUE COTOBOM CBSI3U B PoccuM COCTaBUIIO OKOJIO
178%, urto skBuBajeHTHO 257 MiH., a K Hadamy 2018 roma uucio abOOHEHTOB
MOOMIBLHOM CBS3U YBEIUYUIIOCH 10 260 MITH. YeNI0BEK”.

Ha ceropnsmnanii gens 94% B3pocnsix crapuie 17 et umMeroT MOOUJIbHBIE
yCTpoHcTBa, 56% W3 HUX SABIAIOTCS BiaJenbliaMu cMapTdHoHOB, 29% mnoJib30BaTeNe
YTBEpKJAIOT, YTO HE CMOTYT XHTh Oe3 Temedona’. IIpu 5TOM, COBpEMCHHBIC
a0OHEHTCKHE YCTPOMCTBA O0OECIEUMBAIOT HE TOJIBKO T'OJOCOBYIO IMEpe/iauy JaHHBIX,
HO ¥ O0JajaroT MIMPOKUMH TEXHUYECKHMMH  BO3MOXKHOCTSIMH, PaBHBIMU
NepcoHaIbHOMY KoMmbioTepy. [locpencTBOM COTOBBIX YCTPOMCTB OCYIIECTBIISIETCS
yIIpaBieHHe GAHKOBCKHM CYETOM, DJIEKTPOHHBIM KOIICIBKOM’, TOCYIapCTBEHHBIMH
yCIIyramu.

C nonynspu3anued OaHHOTO BHUJIA CBSA3U, BO3HHKAET TEHEBOM PBIHOK

MOOMIBHBIX TenehoHoB. Tak, 3% OT nMpogaHHBIX A0OHEHTCKUX YCTPONCTB BBE3CHBI

! Cm.: Huxurun T [Ipumenenne QyHKIMH YOIIIaB COTOBBIX CHCTEMax CBS3M C KOIOBBIM pa3zieieHUuEM
kanainos. CII6, 2003. C 6.

2 Cm.: PUA Hosoctu «20-netne COTOBOM CBS3H B Poccun. URL:
http://ria.ru/infografika/20110909/433050639.html (zara o6pamenus 14.06.2016)

3 Utoru passutus cotoBoii cBasm 3a 2017 roma URL: https://www.protarif.info/news/new?id=2988 (nara
oOpamenus 25.03.2018)

* Crarucruka tenedoros. - 2017 URL: http://vawilon.ru/statistika-telefonov/ (zara o6pamenust 25.10.2017)
® DJIEKTPOHHBIH KOIIEJEK — INPOrpaMMa, II03BONSIOMAS BECTH SICKTPOHHBEIA CUET, MOMOIHATh €ro
JEHEeXHBIMH CPEICTBAMH, NPOHM3BOAMTH OINEPALUM, OCYLIECTBIATH IulaTeKH. OOBIYHO 3alIMINAeTCs
MOJIE30BATEILCKUM MapOJIEM.


http://www.tadviser.ru/index.php/%D0%A1%D1%82%D0%B0%D1%82%D1%8C%D1%8F:%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D1%8F
http://ria.ru/infografika/20110909/433050639.html
https://www.protarif.info/news/new?id=2988
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Ha Tepputopuio Poccum B HapymieHue TpeOOBaHMM W 3aMpPETOB TaMOXEHHOTO
3aKOHOATEIbCTBA’.

OAHOBPEMEHHO PAa3BUTHE COTOBOM CBSI3M M PACIIMPEHUE MPEIOCTaBISEMBIX
YCIYT TOBJEKIO BO3HMKHOBEHHE HOBBIX BHJOB TMPECTYIUICHUA — XUIICHUE
aOOHEHTCKUX YCTPOWCTB, HEMPABOMEPHBIN JOCTYN K KOMIBIOTEPHON HH(OpMAIIHH,
pa3IuyHbIC IEMCTBUSI MOIIEHHMYECKOro xapakrtepa. Tak, mo manasiMm ['MALL MB/,
B 2017 ron monoBuHy Bcex mpectyruieHui (52,3%) coCTaBIsIOT XUIICHHS 4YYy>KOTO
MMYIECTBA, COBEPIICHHBIC IyTeM KpaxH, rpabexa, pas6os’. IIpu stom, 20% Bcex
MOXUIIICHHBIX BEIIEH — 3TO COTOBbIE A0OHEHTCKHE yCTpoﬁCTBa8. Kpowme Toro, B 2016
rojly 3aperucTpupoBaHo 32 875 MOIIEHHUYECTB, COBEPIICHHBIX C HUCIOJIb30BAHUEM
UH(OPMAITMOHHBIX TexHooruii’, B 2017 roJly UX KOJMYECTBO BbIpOCHO Ha 6,8%, npu
3TOM, COTJIaCHO JaHHBIM | eHepanbHOU mpokypatypsl PO, B 2017 roxy naHHBINA BUA
MOIICHHIYECTBA PETHCTPUPOBAIICS B CPSIHEM KaK/IbIe TP MUHYTHI .

Yucio Kpaxx ¢ OAHKOBCKHMX KapT IOCPEICTBAM COTOBBIX yCTpoMcTB B 2016
roay coctaBuiio 107 Teic. cnydaeB — 310 Ha 43% u 78% Oonbiie, uem B 2015 u 2014
rojgax cooTBercTBeHHO. I[loutu TpeTh poccusin (31%) CTaHOBUIIUCH >KEPTBaAMU
MPECTYILICHHH, KOTOPbIE CBS3aHbI C COTOBOM CBSI3bIO MM HHTEPHET-CEPBUCAMH .

Kak ykasbiBaet nepBbiii 3amectutenb Munuctpa MBJI Poccuun A.B. I'opoBoid,
CIOKHOCTh ~ PACKpbITUA  JAHHOW  KAaTerOpMHM  MNPECTYIUICHUH  3aKIII0YaeTcs

B HEBO3MOXKHOCTH YCTaHOBUTH (DakTUdeckux BiaaenbiieB SIM-kapt, Ha KOTOphIE

6 Konauninos B. OTtTenkun ceporo ummnopra//Begomoctn - 2015 - Ne39i2

URL:https://www.vedomosti.ru/technology/articles/2015/09/08/607927-sotni-tisyach-smartfonov-
zavozyatsya-rossiyu-neofitsialno (nara oopamenus 12.07.2016).

'Cm.: CocrosiHme mpecTynmHOCTH B Poccmiickoit Denepammn 3a smBapb-aexkadps 2017. MBJI P® URL:
https://xn--blaew.xn--plai/reports/item/12167987 (nara odpamenus 25.03.2018)

® Cm.: Jlanmnosa T., Tpyxun A. Tapud aHoHMMHBIH/Poccuiickas rasera: SKOHOMHKA [IpHBOIKBS —
[DnexTponnsrii pecype] URL: https://rg.ru/2011/12/20/reg-pfo/mobiletheftpfd.html

% Toposoit A.B. PaccienoBanme TexHonoruii oomama// XKypuan MBJI P® «Ilommms Poccrm» URL:
http://www.ormvd.ru/pubs/101/the-investigation-techniques-of-deception/ (nara obpamenus 25.10.2017)

0 Cwm.: Crarucrtiueckuii c6opunk "CoCTOSHHE MPECTYMHOCTH B Poccuu 3a sHBaphb-mekadps 2017 T.
URL.: https://genproc.gov.ru/stat/data/1328502/ (mara obpamenws 25.03.2017)

"' MudopManMOHHO-aHATNTHYECKHI MaTepuail 10 NPOGHIAKTHKM NPAaBOHAPYIICHHH, COBEPIIAEMBIX C
UCIIOJIb30BaHUEM MOOWJIBHBIX CpEICTB CBA3M U ceTh- MHrepHer [JnekrponHsli pecypc] URL:
http://www.zdsamara.ru/about/info/messages/1230/(nata oopamienns 25.03.2018)


https://www.vedomosti.ru/technology/articles/2015/09/08/607927-sotni-tisyach-smartfonov-zavozyatsya-rossiyu-neofitsialno
https://www.vedomosti.ru/technology/articles/2015/09/08/607927-sotni-tisyach-smartfonov-zavozyatsya-rossiyu-neofitsialno
https://rg.ru/2011/12/20/reg-pfo/mobiletheftpfd.html
https://genproc.gov.ru/stat/data/1328502/
http://www.zdsamara.ru/about/info/messages/1230/(дата
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MIEPEBOMISITCS ICHE)KHBIE CPEJICTBA, TaK Kak aOOHEHTCKHE HOMEpa PEeTrUCTPHUPYIOTCS
Ha HECYIIECTBYIOIINX JIUII JTUOO T10 TOETHHBIM, YTEPSIHHBIM I[OKYMCHTaMlZ.

[IpoGnembl pacciemoBaHusS TPECTYIUICHUH, CBSI3aHHBIX CO CPEICTBAMH
COTOBOHM CBSI3M, BBI3BaHBI MHOTUMHU (haKTOpamMH, K KOTOPBIM, COTJIACHO aHAIIU3Y
Hay4YHbIX  pabOT, M3YYEHUIO  YIOJIOBHBIX  JIeJI, OMNPOCYy  COTPYAHHUKOB
MIPaBOOXPAHUTENIbHBIX OPraHOB, OTHOCSTCS HE3HaHUE CyObEeKTaMH IOHCKOBO-
MO3HABATENILHON JIESTEIIbHOCTH OCHOB YCTPOWMCTBA M NMPUHIMUIIOB PabOThl COTOBBIX
CUCTEM, MPABOBOM MOPSANOK IMOJYYECHHUS CBEACHUN C TEXHUYECKUX KAHAJOB CBS3H,
TPYIHOCTH B MIPOU3BOJICTBE OTAEIBHBIX CIEICTBEHHBIX IEUCTBUI, HE UCIIOJIB30BAHUE
CJIEIOBAaTEISIMU  YaCTHBIX  METOJMK  pacciieloBaHUs, pa3pabOTaHHBIX  JIA
MPaKTUYECKUX PAOOTHUKOB.

COOTBETCTBEHHO, OOJIBIIIOE KOJIMYECTBO W POCT MPECTYIJICHUM JaHHOU
KaTeropud OOYCIIOBJIEH OTCYTCTBHEM H((PEKTUBHBIX HAYYHBIX PEKOMEHJIAINU
U €MHOM METOJMYECKON 0a3bl MO PaccieIOBAHUIO NMPECTYIIEHUH, COBEPIICHHBIX C
WCIIOJIb30BaHUE CPEACTB COTOBOM CBSI3H.

Kpome TOro, coBpemMeHHass peallbHOCTb, & MMEHHO IIMPOKOE NPUMEHEHUE
KOMITBIOTEPHBIX HMH(DOPMAIMOHHBIX CHUCTEM, TPEOYIOT «COCPEIOTOUYMUTHCA Ha, Tak
HA3bIBAEMBIX, «CKBO3HBIX» TEXHOJIOTHSX - IUMPOBBIX TEXHOJOTHUAX, C MOUTHBIM
TEXHOJIOTUYECKUM TOTEHIIMAJIOM, KOTOPhIE CETOMHS OMpEeNeNsitoT 00K Bcex cdep
ku3Hm» . HeoGX0mMM TepecMOTp YCTOSBIIMXCS METOIOB M IPHEMOB BBISBICHHS,
paccieoBaHus U MPEayNpexACHUs] MpecTymieHnii. BaxkHa He TOJBKO pa3paboTka
€AUHON KOMIUIEKCHOW KPUMHHAJIMCTUYECKOM TEOPUU O CPEACTBAX COTOBOU CBS3H,
HO ¥ BHEJIPEHUE B TMPOIECC MNPOU3BOJCTBA IO  YrOJOBHBIM  J€liaMm
CHEIUAIM3UPOBAHHBIX TEXHWYECKMX ©M TPOTpaMMHBIX cpeAcTB. C  1embio
MOBBINIEHUS A()PEKTUBHOCTU paccieOBaHUS W  PACKPBITUS  MPECTYIUICHUH,
o0OecrieueHus: HEOTBPATUMOCTH HaKa3aHMs, ONTUMHU3AIMN MPOU3BOJICTBA OTICIbHBIX

CJIIEICTBEHHBIX JICWCTBUM OINEPATUBHO-PO3BICKHBIX MEPONPUATHNA, MUHHUMH3ALNU

12 Cwme: I'opoBoit A.B. PaccnenoBanue texHonoruii oomana// Xypuan MBJl P® «llomumms
Poccum».URL:  http://www.ormvd.ru/pubs/101/the-investigation-techniques-of-deception  (mata
obpamenus 25.10.2017)

¥ Ilyrmn  o6bsBun  mepexon  Poccum  Ha  «umdpoByro  dKkoHOMEHKY»  1.12.2016.URL:
http://www.cnews.ru/news/top/2016-12-01 poslanie federalnomu_sobraniyu putin_nastaivaet (mata
obpamenus Ha 03.04.2018).


http://www.ormvd.ru/pubs/101/the-investigation-techniques-of-deception

HPKOHOMHYECKHUX 3aTpaT He0OXOarMa MOIrOTOBKA TEXHUYECKUX 3aJaHui ISl TPYTIIBI
CHEIUAINCTOB B OOJACTH CO3MaHUs, Tepeladd, XpaHCHUS ¢ BOCHPHUSITHS
uH(pOopMaIuy, pazpaborathb MIPOrpaMMHO-ANIIAPATHBIE KOMILJIEKCHI,
o0ecIeunBaoIINe PEIIeHNE 3a7a4 YyTOJOBHOTO CYIOMPOU3BOICTBRA.

CreneHb Hay4yHO#l pa3pa00TaHHOCTH TeMbl HccjenoBanus. [IpoOiembl
pacciiefoBaHMs MPECTYIUICHUM, COBEPILIECHHBIX C HCIOJBb30BAHUEM CPEACTB COTOBOM
CBSI3U, paccMOTpeHbI B paboTax E.M. Bapmaxosckoii, A. Barkuna, A.I'. 'am3ukoBa,
I'.A. T'onukosa, C.1. BanoBa, P.C. KoBasibuyka, B.A. Ko3ukuna, 1.B. Kpaitnosa,
A.A. Hyxnuna, I'.B. CemenoBa, A.C. Xaponona, A.B. lllebanuna, A.M. Illax6a3oBa,
b.b. HloibkunupeipeHoBa u Ap. Bompocskl 3(ppeKTUBHOCTH PaCKPBITHUS XUIICHUMA
a0OHEHTCKMX  ycTpoiictB  m3ydeHol B.b.  baroeBeiM, B.B.  BbrlukoBbIM,
A.B. Ille6GamuupiM. Mcroab30BaHUIO CBEIEHUNM C TEXHHUYECKHUX KaHAJIOB COTOBBIX
CeTel B pacclieIOBaHUU MPECTYIUICHUM, ocBseHbl myoaukauu B.A. Ko3unkuna,
C.1O. Capamnynbuesa.

He ymansis paboT MaHHBIX YYEHBIX, CJIEAYEeT OTMETUTh, YTO BCE OHU
MOCBSIIIICHBI UCCIIETOBAHUIO 000COOJICHHBIX 3a/lady — pa3pabOTKe YAaCTHBIX METOJMK
paccienoBaHus U OTACIBbHBIM IOJIOKECHUSAM KPUMUHAIUCTAYECKOIO MCIOJIb30BaHUs
uHdopmaruu, oOHApY)KUBAaEMOM B CHUCTEMax TeleKoMMyHuKaruu. OmHaxo,
KOMITJIEKCHO JaHHBIE BOMPOCHI HE M3y4YaJUCh, YTO ONpEIEsieT HeO0OXOAMMOCTh
CO3/1aHUs €IMHON KPUMUHAIMCTUYECKON TEOPUHU O CPEICTBAX COTOBOM CBSI3H.

Kpome TOro, gacte ucciienoBaHuil MPOBOJWIACH J0 BHECEHUS W3MEHEHUU
B YIIK P® u ®enepanbubiii 3akon ot 12.08.1995 N 144-®3 "OO6 omnepaTuBHO-
PO3BICKHOM  NI€ATEIbHOCTH"  HOPM, KacCalolIUXCSA TOJy4YeHHs HMHGPOpMALMU
O COCJMHEHMSIX MEXJIy aOOHEHTaMHU, a TakXKe MepeyHs CJICACTBEHHBIX ICHCTBUM,
MPOBOJAUMBIX NP MPOBEPKE COOOIIEHUS O IPECTYIUICHUHU U Jp.

Bce 310 00yciiaBnuBaeT BaXXKHOCTh JAJIbHEHIITUX MCCIEAOBAaHUN U Pa3padOTKy
HOBBIX PEKOMEHIAIMNA, OTBEYAIOIIUX COBPEMEHHBIM PEATIUAM, UMEIOIINX CUCTEMHBIN
Xapakrtep, sl aITOPUTMU3ALMHU JEATEIbHOCTH, HANpPaBJIECHHOW Ha ONTUMU3AIUIO
paccienoBaHus MPECTYIUICHUH, Te 0ObEKThI COTOBOM CBSI3H SIBIISIOTCS MPEAMETOM
MOCATATENbCTBA, CPEACTBOM  COBEPLIECHHS  NPECTYIUIEHHSS W MCTOYHHUKOM
KPUMHUHAIMCTUYECKN 3HAYMMOU mHpopmanmu. OTHOBPEMEHHO, B IENIAX BHEAPEHUS

MH(POPMAITMOHHBIX TEXHOJOTHH B MPOIIECC pacciieIoBaHMs, He0OX0JuMa IOATOTOBKA



TeXHUYECKUX 3a7ad JJi1 TPYNIbl CHEMUAINCTOB B 00JAacTU CO3JaHMs, IMepenayd,
XPaHEHUS U BOCIPUATHS HHPOPMAIIUU, CO3/1aTh CICIIUATHN3NPOBAHHBIC MPOTPAMMHO-
anmapaTHble  KOMIUIEKCHI,  TpU3BaHHBIE  MOACPHU3UPOBATH  MPOU3BOACTBO
10 YTOJIOBHBIM JIEJIaM.

O0beKTOM JHCCePTAIMOHHOTO HCCJEeJOBAHUSA SBISICTCS MpecTymHas
NeSATEeIbHOCTbD, CBs3aHHAas C XUILIEHUSIMU a0OHEHTCKUX YCTPOMCTB
u obecneynBaroiiero 000pyI0BaHUsI COTOBBIX CETEH, a TaKKe UX HCIIOJIb30BAaHUEM
B KauecTBe CpEACTBA COBEPIIEHUS TMPECTYIUICHUS U TMpaKkTUKa MPUMEHEHHUS
MIPaBOOXPAHUTEIILHBIMA OpraHaMU COTOBOM CBSI3U B PACKPBITUHU, PaCCICIOBAHUU
U TIPEAYIPEXKICHUN TTPECTYTICHUH.

IIpenmer  mMcciaenoBaHusi  00pa3ylOT  3aKOHOMEPHOCTH  cOOMpaHus,
UCCIICIOBaHMsI, OIEHKA W HWCIOJB30BAaHUS KPUMHUHAJIUCTUYECKH 3HAUYUMOMU
uHGOpPMAIIMU O CPENICTBAX COTOBOM CBSI3M MPHU PACCIICOBAHUM M MPEJOTBPAIICHUN
MIPECTYIUICHUM.

Heap  ucciaenoBanuss —  pa3paboTka  €AMHOTO  KOMIUIEKCHOTO
KPUMHUHAIUCTUYECKOTO YYCHHsS] O CpPEACTBaX COTOBOM CBs3W. M3ydeHue maHHOTO
BUJIa TEJICKOMMYHHUKAIIMM HAa MPUMEpPE METOAMK PacCieIOBaHUS, TJ€ OH SIBISETCS
MPEAMETOM MOCATATENhCTBA U CPEJICTBOM COBEPIICHUS MpecTyruieHuid. Peanuzanus
JAHHOW LIEJTM MCCIIEOBaHMUs HENMOCPEACTBEHHO CBs3aHA C PEIIEHUEM CIIEAYIOUINX
3aja4:

- BpIsBUTH NPEANOCHUIKM BO3HUKHOBEHMS] KPUMUHAIUCTHYECKOTO YUYCHUS,
00BEKTOM KOTOPOTO SIBJISIFOTCS] CPEACTBA COTOBOM CBSI3H.

- ChopmynupoBath JeHUHUIINIO KPUMUHAIMCTUIECKOTO YUYEHUS O CPEICTBaX
COTOBOM CBSI3M, OMPEIEIUTh €r0 OOBEKT W MPEIMET, a TAKKE PACKPBITH CTPYKTYpPY
Y 3a71a4¥ JaHHOU TEOPUHU.

- IlpeanoxuTh KPUMUHAIUCTUYECKYIO KIACCHU(DHUKAIIUIO CPEICTB COTOBOM
CBSI3H.

- Pa3paboTath CyOBEKTHUBHBIN MOPTPET aOOHEHTCKOTO YCTPOMCTBA C IEIBIO
BU3yal3aliy BepOaTbHON HH(POPMAIIUH, TTOJTYYCHHOU OT TOMPOIIEHHBIX JIUII.

- Ilpennoxuth kinaccupukanuio UWHOOPMAITMOHHO-TEXHOJIOTHUECKUX CIIE/IOB,

CBSI3aHHBIX C MCIOJIL30BaHUEM OOBEKTOB COTOBOM CBSI3H.
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- Onpenenuts NOPSAAOK pabOTHl ¢ aDOHEHTCKUMH YCTPOMCTBAMH B MpOIIECCE
MPOU3BOJICTBA CJICJICTBEHHBIX JEHUCTBUI JJI1 MHUHHMU3AIMU YIPO3bl  yTPaThl
YTOJIOBHO PEJIEBAHTHON MH(OpPMAITUH.

- HccnenoBate CBSI3b 2JIEMEHTOB KPUMUHAIMCTUYECKOM XapaKTEPUCTUKU
MPECTYIUICHUN ¢ KPUMHUHAJIMCTUYECKUM YUYEHHEM O CPEACTBAX COTOBOM CBSI3H.

- Pazpaborath TakTHyeckue MpUEMbl U PEKOMEHIAIMA OCMOTpa OOBEKTOB
COTOBOM CBSI3H.

- TloaroroButh TexHUYECKHMe 3amaHusa |T-cnenmamucraMm B 001acTH
WH(POPMAITMOHHBIX TEXHOJOTHH, pa3padoTaTh MPOrpaMMHO-aIapaTHbIE KOMIUICKCHI
paccieoBaHusl TMPECTYINICHUH, CBSI3aHHBIX C MCIIOJb30BAHUEM CPEJICTB COTOBOM
CBSI3M.

MeT010/10rM4eCKY0 OCHOBY MCCJICA0OBAHUSA COCTABUIIA KATETOPUH U 3aKOHBI
MaTEepUATUCTUUECKON TUAEKTUKU M TaKUe OOIICHAyYHbIC METOJbl MO3HAHUs, KakK
UCTOPUYECKUM, COLMOJOTUYECKUN, aHaliu3 M CHUHTE3, O0O0OIIeHHE U aHaJoTus,
KOTOpBIE HCITOJIb30BaHBI B dbopmMupoBaHuU TEOPETHUYECKHUX OCHOB
KPUMHAHAIUCTAYECKOTO YUYEHUS O CPEJICTBAX COTOBOM CBS3HU.

B wyactHOCcTH, B mepBoil riaBe padboThl «OCHOBBI KPUMHUHAIUCTHYECKOTO
YUYEHHUS O CPEJICTBAX COTOBOM CBSI3W» PEAIIM30BAH UCTOPUUECKUN METOM, COCTOSAIINN
B H3yYCHUM IMpOllecCa BO3ZHUKHOBEHHUS W PA3BUTHUS COTOBOM CBSI3M M OCHOB HX
3allUTBl  OT  MPECTYNHOro  mocsiraresibcTBa. B paccMoTpeHMH — Teopuid
0 paccie0BaHUM MPECTYIUICHUM, CBSI3aHHBIX C CPEJACTBAMH COTOBOM CBSI3U, U 00 MX
HCIMOJIb30BaHWUU B PACKPBITUH MPECTYIICHUH, TPUMEHEH CUCTEMHBIN aHAJIN3.

[ToHsiTHE U CTPYKTypa KPUMHUHAUIMCTUYECKOTO YUYEHHUSI O CPEACTBAX COTOBOMU
CBSI3U pa3pabOTaHbl METOJaMU 00OOIIIEHHS U CUHTE3a YACTHBIX HAYUHbBIX MOJIOKEHUM
0 KPUMUHAJIUCTUUYECKUX TEOPUSIX.

DopManbHO-JIOTUYECKU METOJ MO3HAHUSA, NCAYKIUS, PEATU3YyEeTCs B TJIABE
BTOpOil «OCOOEHHOCTH pacclieIOBaHUS XUIEHUH CPEJCTB COTOBOM CBSI3W» W TJIaBE
Tpereii  «OCOOEHHOCTH  paccleOBaHMS ~ MOIICHHHYECTBA,  COBEPIIAEMOTO
C WCIOJIb30BAaHHUEM CPEACTB COTOBOHM CBS3H, JHUIAMH OTOBIBAIOIIMMH HaKa3aHHE
B HCHPABUTEIBHBIX  YUPEKICHUAX», TN€ DIEMEHThl KPUMHHAIMCTUYECKOU
XapaKTEPUCTHKU U CTeNH(pUKa POU3BOJICTBA IO YTOJIOBHBIM JieaM BhIPaOOTaIHCh

Ha OCHOBC HM3YUCHMHI O6IlII/IX TCOPCTUICCKUX MOJI0KEHUH O paccCiIC1O0BaHHNN
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npectymieHud. CUCTEMHBI aHalu3 TEOPUM M MPAKTHKU PACKPBITUS XHILEHUN
CPEACTB COTOBOM CBSI3M M MOIICHHUYECKHUX JEUCTBUM C HUX HCIOJIb30BAHUEM
MIPUMEHEH B KOMIUIEKCHOM HCCIEAOBAHUM OPTraHU3AIMOHHBIX, TAKTUYECKUX U
IIPABOBBIX IOJIOKEHUM HA CTaAMSAX NEPBOHAYAIBHOIO M 3aKIIOYMTEIBHOrO 3Tamna
pacciIeNOBaHUsl JAHHBIX MTPECTYIUICHUN.

[ToMmuMo yKa3aHHBIX, B pabOTE€ HCIHOJIb30BaHbl TAaKUE METOJbl HAYYHOTO
MO3HAaHUA, Kak couuojorndeckuii (ankerupoBanum cuenoBareneii CK Poccuun
u MB/] Poccun) MaremaTuyeckuii 1 CTaTUCTUYECKHUH (HCClieIoBalach CleICTBEHHAS
U cyneOHasi MPaKTUKa), a B U3YYEHUU HOPMATHUBHO-TIPABOBBIX AKTOB, OTHOCSIIIMXCS
K CpeICTBaM COTOBOM CBA3U, PEAIM30BAH METOJ FOPUANYECKOIO aHAIIN3A.

TeopernuecknM (pyHAAMEHTOM MPEANPUHITOTO UCCIECAOBAHUS MOCITYKUIN
Tpynsl yueHbIX-FopucToB: T. B. ABeppanoBoii, P. C. benkuna, JI.B. beprosckoro,
H.K. Bexosa, B. K. I'aBno, b. . I'aBpunioBa, 1. @. I'epacumona, A. B. [{ynosa, 1O.
I'. KopyxoBa, A. M. Komecanuenko, A. M. Kycrosa, B. II. JlaBposa, JI. B.
JlazapeBoii, A. A. Jleeu, . M. Jlysruna, H. I1. Omenssantoka, H. W. ITopy6oga, E. P.
Poccunckon, C. C. Camumenko, A. A. Csemnmunoro, C. A. CmupHoBoii, T. B.
Toncryxunoit, A. 1. YcoBa, A. I'. ®ununmosa, A. C. [llaranosa, H. I1. SI6;10K0Ba, 1
JIPYTHUX.

HopMaTuBHY0 IPpaBOBYI OCHOBY HCCJeI0BaHUA cocTaBWin KoHCTUTyIus
Poccuiickon ®enepanyu, HOPMBI MEXAYHAPOJHOIO, YIOJOBHOIO, YrOJOBHO-
MPOLECCYAIBHOTO,  OINEPATUBHO-PO3BICKHOIO,  TPAXKAAHCKOTO,  IPaXXIaHCKO-
MpOIIECCYaTbHOTO TIpaBa, a TaK)Ke AaKThl, PETyIUPYIOIIHEe OTHOIIeHUs B cdepe
TenekoMMyHukanuii, ®enepanbubii 3akoH ot 07.07.2003 N 126-®3 (pea. ot
13.07.2015) «O cBszu», IloctanoBnenue IlpaButenscrBa PO ot 23.01.2006 N 32
(pen. ot 12.08.2014) "O6 yrBepxaenunu [IpaBui okazaHus yCciayT CBSI3U MO Tiepeaayde
JTaHHBIX", MpUKa3bl U UH(OpMaIIMOHHbIE TMCbMa MuHKcTepcTBa cBsizu Poccuiickoit
denepani, BEIOMCTBEHHBIE aKThl IMPABOOXPAHUTEIBHBIX  OPTraHOB, HWHBIX
MUHHUCTEPCTB U CIIYKO CTpaHBI.

OMmnupudeckasi ocHoBa. IIpoBogumoe wuccienoBaHue CTPOWJIOCH Ha
uzyuyenun 150 cyneOupix pemenuii Ilnenyma BepxoBhoro cyma P®, Cynebnoi
KOJUIETUM 10 YrosoBHbIM JnenaM BepxoBHoro Cyna P®, anemisiuoHHON

¥ KacCaIlMOHHOW WHCTAHIMHU, CyNOB (pemepanpbHOro 3HaueHus u BepxoBHOTO Ccyna
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P®, a Takxe pailionHbix cynoB llentpanbHoro, Cesepo-3amaanoro, HOxHoro,
[IpuBomxckoro, Ypainbckoro u JlanbHEBOCTOUHOIO OKPYrOB M APYTHX PETHMOHOB
Poccuiickon @enepannu, a takxe mMarepuanoB 200 yroJlOBHBIX A€, HAXOASIIUXCA
B IIPOM3BOJICTBE CIEACTBEHHBIX noapasaenenui MB/l Poccun.

beuio mpoBeneHo  ankerupoBanue 117  cnemoBareneit CK  Poccunm
U COTPYAHHMKOB CIEACTBEHHBIX moapasneneHuii MBJl Poccun. Hcnosb3oBanuch
cratuctuueckue nanaeie [MALL MBJI. OG6GoGmiena MoHorpaduueckas W HHas
CIIEHHAJIbHAS OTEYECTBEHHAs KPUMHHAIMCTUYECKAS JuUTepaTypa. lcronab30BaHBbI
BO3MOYKHOCTH IJ100aJbHOM KOMIIBIOTEpHOU ceTu MIHTepHeT.

O00CHOBAHHOCTL M  JOCTOBEPHOCTb  Pe3yJbTATOB  NPOBEJCHHOIO
uccjieoBaHust 00ecreueHbl IMIUPUUECKUMU JaHHBIMH, COOpaHHBIMH B IPOIIECCE
paboThl HaJ auccepranueil: ceeneHusiMu, noiaydeHHsiMu U3 I'MALL MBJ[ Poccun,
NPUMEHEHUEM  METOJIOB  cOopa, aHaiM3a W HUHTEpIpEeTallud  JaHHBIX
0 MPECTYIUICHUSX, TJIe¢ 00OBEKTHI COTOBOM CBSI3U SIBJSIOTCS IPEAMETOM U CPEJICTBOM
COBEpIIICHHUS YTOJIOBHO HaKa3yeMbIX ACSHUM; JOKa3aTEIbCTBEHHOCTHIO BHIBOJOB, Ha
OCHOBE KOTOPBIX MTOCTPOCHBI UTOTOBBIE PEKOMEH/IAIIUH.

Hay4yHasi HOBU3HA IMCCEPTAIMOHHOIO MCCJIEOBAHUA COCTOUT B TOM, YTO
BIIEpBbIE pa3paboTaHa yacTHAas KPUMUHAIMCTHUYECKAs TEOpUsI O CPEICTBAX COTOBOMU
CBSI3H, COJIEprKalllasi KOMIUIEKCHBIE HAYYHBIE MOJI0KEHUS 00 UCTIOIb30BaHUH TAHHOTO
BH/Ia TEJIEKOMMYHHUKAIlMM B pacciefoBaHuu npectyrmieHuid. [Ipennoxkena
JBYX2JIEMEHTHAs CTPYKTypa KPUMUHAIUCTUYECKOTO YUCHHUS, COCTOSINAs U3 OOIIei
U 0cOOeHHOM yacTu. B mepBoit mpencTaBieHbl MOJ0KEeHUST 00 00BEKTe U MPEeAMETE,
BUJIaX CPEJICTB COTOBOMU CBSI3U, PACCMOTPEHA UX POJIb B MIPECTYTHOMN NEATEIBHOCTH U
cneuuduka  cienoobpazoBanus. (OcoOEHHasT 4YaCTh  COJEPKUT  METOIUKU
paccieoBaHus MPECTYIICHUM, rie aOOHEHTCKUE YCTPOMCTBA SIBIISIOTCS MPEAMETOM
MOCSATaTEIbCTBA U CPEICTBOM COBEPIICHUS NMPECTYIIIICHUM.

Pazpaborana kpuMUHAIUCTHYECKAs KiacCU(UKALIUS CPEJICTB COTOBOM CBSI3H,
OTpeJieieHbl BUIBI W OCOOCHHOCTH (OpMHUpPOBaHUSA, OOHapyXeHHs, (QuKcanuu
WCCJICIOBaHUSI CYOBEKTaMU TMOMCKOBO-TIO3HABATEILHON JEATETLHOCTH  CIIEJOB,
oOpasylomuxcsi B pe3yJbTare  dOKCIUTyaTallud  a0OHEHTCKUX  YCTPOWCTB

U 00eCreunBaroIIero 00opy10BaHusl.
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BrisiBiieHa B3aMMOCBSI3b pa3pabOTaHHOW TEOPUU C TOJIOKEHUSMU YaCTHBIX
METOJMK pacclieIoBaHus, TJE CPEICTBO COTOBOM CBSI3U SIBIISIETCS MPEIMETOM
MOCSATATEIbCTBA U CPEICTBOM COBEPIICHUS MPECTYIUICHUS, BHIPAKEHHASI B €IMHOM
MPUHITUIIE 00pa30BaHus, OOHAPYKECHHSI M HU3BATUS CIIENOB, a TAKXKE MPOBEICHUU
OTZIEJIbHBIX CJICJICTBEHHBIX JACHCTBUI, B TOM YHCJIE U CJEICTBEHHOIO OCMOTpa
a0OHEHTCKOI'0 YCTPOCTBA M 0a30BBIX CTAHITUH.

BrniepBbie, B 1I€TX BHEIPEHUS B MPOIIECC MPOU3BOJICTBA IO YIOJOBHBIM JiejiaM
COBPEMEHHBIX HH(POPMAIIMOHHBIX TEXHOJIOTHM, MOJATOTOBJICHBI TEXHUUECKUE 3aJaHuUs
JUIs pa3pabOTKH TPOrpaMMHO-AIMapaTHRIX KOMILUIEKCOB, Ha3HAUYEHHE KOTOPBIX —
palMoHanu3aIys 1 noBbilieHue YPPEKTUBHOCTU paccieoBaHus MPECTYIUICHUMN, Te
O0OBEKTHI COTOBOM CBSI3M SIBISIOTCS MPEMETOM M CPEJICTBOM COBEPIIEHUS JCSTHUM.

OcHOBHBIE M0JI02K€HN I, BBIHOCHMbI€ HA 3aIIUTY:

1. BrbisiBIEHBI  TIPEANOCHUIKM  BO3HUKHOBEHHUSI KPUMHHAIUCTHYECKOTO
YUYEHUSI O CpEIACTBaX COTOBOM CBSI3M, K KOTOPHIM OTHOCSITCSA: TOSIBJICHUE
M KA4eCTBEHHOE pa3BUTHE JIaHHOTO BHJA TEICKOMMYHUKAIUK; (HOPMUpPOBAHUE
HOPMATUBHO-TIPABOBOM  0a3bl, peryaupyronieid  oOIIeCTBEHHbIE  OTHOILICHUS
B yKa3aHHOM cdepe U TPaBOBBIX OCHOB 3alUThI AOOHEHTCKUX YCTPOUCTB
u  oOecreyuBammIero O0OpyAOBaHHS OT MPOTUBOMPABHO MOCSTATENbCTBA,;
COBEpIIICHHWE CBS3aHHBIX C HUMHU YTOJIOBHO HaKa3yeMbIX JEsHHUI; pa3paboTka
COOTBETCTBYIOIIMX YACTHBIX METOAUK PACCICAOBAHUS TAHHBIX MPECTYIIEHUN.

2. ChopmynupoBaHa  JeUHHUIMS  KPUMHHAJIUCTHYECKOTO  YUCHUS
O CpEICTBaX COTOBOM CBSI3M KAaK YAaCTHOM TEOPHHM, BKJIIOYAIONIECH KOMIUICKCHBIE
Hay4YHBIC 3HAHUS O CPEJICTBAX COTOBOM CBS3U U MX BUJAX, CIIEHU(PUKE IKCIUTyaTAlUU
a0OHEHTCKUX YCTPOMCTB M O0ECHEeUYMBaIOLIEro 000pYyI0BaHMS, 00YCIaBIMBAIOIIEH
3aKOHOMEPHOCTH O0Opa30BaHUs CJEAOB, a TaKKe OCOOCHHOCTH WX BBISIBJICHUS,
(dbuUKcalui U UCIOJIb30BaHUS CyObEKTaMU MOUCKOBO-TI03HABATEILHON JEATEIIBHOCTH
B MPOIECCE paccliefoBaHUs MpecTymieHnid. OObEeKTOM SBISIOTCS OOIIECTBEHHBIE
OTHOILICHHS, BO3HUKAIOIINE B MPOILIECCE BBISBICHUS U PACKPBITUS MPECTYIUICHUH,
CBSI3aHHBIX CO CPEICTBAMU COTOBOWM CBSI3U, KOTOpPBIE BBICTYNMAIOT B KayeCTBE
npeaMeTa MocAraTeNbCTBa U OPYAUSl COBEPUIECHUS MPECTYIIICHUM.

[IpeameToM BBICTYHAlOT OOBEKTUBHBIE 3aKOHOMEPHOCTH OOHAPY>KEHHUS

Y UCCJIEIOBAHMS CBEJCHUM, O0pa3yIoNIUXCs B PE3yIbTaTe dKCIUTyaTallud U 000poTa
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CPEICTB COTOBOM CBSI3M, B I€NIAX pPa3pabOTKH KPUMHHATUCTHYECKUX METOIUK
BBISIBJICHUS, PACKPBITHS, PACCIIEIOBAHUS U TPEAYIIPEKICHUS IPECTYTUICHHUM.

CTpykTypa TaHHOU TEOPHUHU COCTOUT W3 00IIe u ocobeHHocTn yacTu. [lepBas
BKJIFOYAET  MPEANOCHUIKA  BO3HMKHOBEHUS  KPUMHUHAJIMCTUYECKOTO  yUEHHUSA
O CpeACTBaX COTOBOM CBSI3M, HX YCTPOMCTBE, NpHHIMIAX pabOThl W BUOAX
3aKOHOMEPHOCTH  00pa30BaHUsI U  OCOOCHHOCTHM OOHapyKeHus, (UKcaluu
Y UCCJIEJOBaHMsI CIIEZIOB, 00pa3yIOLINXCs B pe3yIbTaTe UCIIOIb30BaHUs a0OHEHTCKUX
YCTPOMCTB M 0OEecneunBaroliero 0o0OpyIOBaHMs, a TaKXKe CBSI3aHHas C HHUMHU
KPUMUHAJINCTUYECKH  BaxkHass uHPopmarus. OcoOeHHass 4YacTb  COJIEPIKUT
KOMILJIEKCHBIE ~ TE€OPETHYECKHE  IIOJIOKEHUS O  METOAMKE  PacCieIOBAHMS
IPECTYIUIEHUM, TIE€ CPEACTBA COTOBOM CBSI3M SIBIIFOTCS NPEAMETOM U CPEICTBOM
COBEPLICHUS MPECTYIICHUN.

3.  Ilpemnmokena aBTOpckas KiaccuUKamus CPEACTB COTOBOM CBS3H
10 (PyHKIIMOHAJIBHBIM MTPU3HAaKaM: a0OHEHTCKUE YCTpoicTBa (TenedoHbl, TenedoHbI-
CMapTQOHBI, IUIAHIIETHI-TENE(POHBI), OCHOBHON (YHKUHMEW KOTOPBIX SBISETCA
OCYLIECTBJICHUE CBSI3W B BHUAE TOJIOCOBOM TME€pelaud JaHHbIX; O00OpYyIOBaHHE,
o0ecrnieunBaroIee MOIBHKHYIO PaIUOCBsI3b, 0a30BbI€ CTAHIIMU M MX COCTABIISIOILINE
(peTpaHCISITOPBI, IEPEAATUUKH U JIP.).

4, C uenpi0 BHU3yalM3alMu TIOJYYCHHOW BepOanbHOUW HH(OpMaIuu
O CpeICTBE COTOBOW CBSI3M pa3padOTaH CyOBEKTHBHBIM MOPTPET aOOHEHTCKOTO
yCTpOMCTBa, BKIIIOYAIOLIUN (PYHKIMOHAIbHBIE NPU3HAKU (IPUHAJIEKHOCTb, BUI,
OlepallioHHasi CUCTeMa, MapKa M MOJeNb), MpHU3HaKu KoHpUrypauuu (Kopmyc,
9KpaH, paMKa, M300pakeHue, (PoTokamepa, pPacMoOJIOKEHHE KIIABUII YIPABIICHHUS,
BXx0J0B, THe3ma SIM-kapT, BO3MOXXHOCTh 0€3 HHCTPYMEHTAIBHOTO OTICIICHUS
KPBIIIKA ~ KOpIlyca), HWHAWBHIyalbHBIE  JJIEMEHTH  (TapHHUTYpa, BHEIIHUN
aKKyMYJISITOp, CbhEMHasi MaMAThb, 4Ye€XJIbl, PaMKH, JI€KOpP) YaCTHbIE MPU3HAKU
(LlapanuHel, CKOJIbI, BMSTHHBI, TPCIIHHBI).

5.  IlpexacraBnenue o kinaccupukauuu MHHOPMALUOHHO-TEXHOIOTMUECKUX
CJIeJIOB, 00pa3ymOIIMXCS B MPOLECCe HCIOJIB30BAHUS CPEICTB COTOBOM CBSI3U, IO
CIIEIYIOIIMM OCHOBaHMUSIM: BHJI aOOHEHTCKOTO YCTPOWCTBAa-HOCHUTENS; OOBEKT
CIIETOHOCHUTEJIS; XapakTep cojaepxkaileics nHdopMmannuu; 0cOOEHHOCTU BBISBICHUS

U (UKCaIK; IPaBOBBIC MTPEATIOCHUIKH.
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6. B YCIIOBHSIX uH(POPMaLMOHHON HEONPEIEIEHHOCTH, npu
MIPOTHO3WPOBAHUHN HAJIWYUS MHOKECTBAa HMH(POPMAIMOHHBIX IIOJIE Ha CpPEICTBE
COTOBOM CBSI3M Kak OOBEKTe-CIECJOHOCUTENe, M Pa3IUYHON JIIUTEIBbHOCTU
UACHTU(UKAIIMOHHOTO  TEpHoJa KaXJIOro M3 HHUX, HAa OCHOBE METOoJa
KPUMUHAIUCTUYECKOTO  MOJCJIMPOBAHMUA  TPEUIOKEH  MOPSAOK  paboThl ¢
a0OHEHTCKUMH YCTpPOMCTBAMHU B IPOIIECCE MPOU3BOJICTBA CIEIACTBEHHBIX JIEHCTBUN
JUTSI MUHUMU3ALMK YTPO3bl YTPaThl YTOJIOBHO PEIEBAHTHON MHPOPMALIUU.

7.  IlpoBemeHHoe wuccIeAOBaHUE TO3BOJMIIO CJENaTh BBIBOJ O CBS3H
AJIEMEHTOB KPUMHUHAIUCTUYECKOW XapaKTEepPUCTUKU NPECTYIUICHUH, TIe CpelCcTBa
COTOBOM CBSI3U SIBIISIFOTCSL IIPEIMETOM M CPEJICTBOM COBEPIUEHUS YTOJIOBHO-
HAKa3yeMbIX JESHUM, ¢ KPUMHUHAIUCTUYECKUM YUYCHHUEM, 3aKITIOYAIOUIUHCI B UX
B3aMMOOOYCIIOBJICHHOCTH KaK NCTOYHUKA BaXKHBIX YTOJOBHO-TIPABOBBIX U YTOJOBHO-
IpOIECCYalbHBIX CBEACHUN, a TaKkKe B EIWHBIX OCOOCHHOCTSX MEXaHW3Ma
cJe1000pa3oBaHusl.

8.  TakTnueckwe mpHeMBbI, HAMPABICHHbIE HA TMOBBIIIEHUE d()PEKTUBHOCTH
CJIEICTBEHHOIO OCMOTpa CpEJICTB COTOBOWM CBsA3U. Pa3paboTaHbl pEKOMEHIaluu
0 TMPOU3BOACTBY OCMOTpa aOOHEHTCKOTO YCTpPOMCTBa, C(OPMYIMPOBAaHHBIE
B 3aBHCHUMOCTH OT JTamna HCCIICIOBAHUS: BHEIIHUNA OCMOTp, OIpPEICICHHE THUIIA
CpeIcTBa CBs3M, Kopmyca U (win) o0o0yiouek abOHEHTCKOTO YCTPOMCTBA, OCMOTP
MOKJTIOYEHHBIX MMOJH30BATEILCKUX YCTPOMCTB U aKCECCYapoB, BHYTPEHHUN OCMOTD,
ocMoTp SIM-kapTel, CbEMHOW KapThl MaMsATH (BHELIHErO 3allOMHHAIOIIETO
yCTpoiicTBa), cTuKepoB ¢ ykazanuem IMEI u cBemenuii, comepkammxcs B caMOM
aboHeHTCKOM ycTpoiicTBe. IIpemsoxkeHbl MeToAsl OcMOTpa 0a30BOM CTaHINH,
BKJIIOUAIOIIME: yKa3aHWE aJpeca pacroyOKEHHUs, C TMPUBABKOM K HECKOJIbKUM
MIOCTOSTHHBIM OPHUEHTHPAM W OTMETKOW HAIMpAaBJICHUS W PACCTOSIHHS; 00O3HAUYCHHE
BUJa 00BEKTa, HA KOTOPOM YCTaHOBJIGHA 0a30Bas CTAHIINS, HAJIWYUE U XapakKTep
MAaCKHPOBOYHBIX U JIEKOPATUBHBIX 3JIEMEHTOB; KOJIMYECTBO aHTCHH, PACIIOJIOXECHUE
Y KOJIMYECTBO ammapaTHbIX MKa(OB; HATUYHE COMYTCTBYIOIINX CUCTEM.

9. [ToaroroBneHo TexHuueckue 3amanuss rpynne [T-crenuanucros
B 00JIaCTH CO3/IaHUs, TIEpeIauu, XpaHEHUSI ¥ BOCIIPUATHS MHGOpMAINK pa3padoTaTh

nporpammHo-ammapatabie  komiuiekcel  (ITAK)  cyOwmektuBHOrO  mopTpeTa
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aOOHEHTCKOr0 yCTPOICTBA M PacCiIeOBaHUs MPECTYIUIEHHM, T1€ OOBEKTHI COTOBOM
CBSI3M SIBJISIOTCS MPEAMETOM U CPEICTBOM COBEPIIEHUS MPECTYIICHUN.

B pesynapraTte 00paboTkm BepOambHON HWHGOpPMAIIMH O CPEACTBE COTOBOU
CBS3M, IIOJYYEHHOM METOJOM CYOBEKTUBHOIO NOPTPETa, a TaKXKE JMJAHHBIX O
pa3nuYHbIX (110 Mapke, THUILY, KOHCTPYKIHMH U T.J.) QDOHEHTCKUX YCTPOMCTBaX H
akceccyapoB k HuM, [TAK, ¢ nienbto nocneayromeit naeHtudukanmm, coznaercsa 3-D
M300paKEeHNE paHee HaOII0aeMOro YYaCTHUKOM YTOJOBHOTO-CYJIOIPOU3BOICTBA
0oOBEeKTaA.

ITAK paccienoBaHuid XUIIEHWH CpPEICTB COTOBOM CBSA3M INIPEJHA3HAYCH
OCYHIIECTBJIATh MH(OPMAIIMOHHYIO OOpabOTKY HCXOJHBIX JIaHHBIX 00 3JIeMeHTax
KPUMHUHAJIUCTUYECKON XapaKTEpPUCTUKU JTAHHOTO TMPECTYIUICHUS, CBEACHUW O
NOXUILIEHHOM amnmnapare, 0a3 KpUMHHAJIMCTUYECKHX YYETOB, JIAaHHBIE C CEPBEPOB
XpaHEHMs BUAEOU300paKeHHl, TaHHBIX ONIEPATOPOB COTOBOM CBS3H H IIp. ,

ITAK paccrnemoBaHus MOIICHHUYECTBA, COBEPIIAEMOTO C HCIOJIb30BAHUEM
CPEIICTB COTOBOM CBSI3M, JIOJDKEH IIOCPEICTBAM TEXHMYECKMX W IMPOTrPAMMHBIX
CPEACTB OCYHICCTBIATh HWH(POPMAILMOHHYI0 00pabOTKy MCXOJHBIX JaHHBIX 00
AIEMEHTAaX KPUMUHAIMCTUYECKON XapaKTepUCTHKHU, CBEAECHUN O BCEX aHAJIOTMYHBIX
YrOJIOBHBIX Jellax, 00 a0OHEHTCKOM HOMepe armapara, MOCpPEACTBOM KOTOpPOTO
COBEpIIIEHbI MOIIEHHUYECKUE JEHCTBUA, JaHHBbIC OWUIMHTA M TMO3UIIMOHUPOBAHUS
MHTEpECyIoIIero aDOHEHTCKOI0 YCTPOICTBA, a TAKXKE annapaToB padOTaIOLUX C HUM
B OJTHOM «COTe», 0a3 KPUMUHAIUCTUUYECKUX YUETOB, CBEJCHUN 00 MCIPaBUTEIbHBIX
YUpPEKICHUSIX, CEPBEPOB XPAHCHHS BUICOM300paKEHUMN, HJaHHBIX OIEPATOPOB
COTOBOM CBA3M U OAHKOBCKUX YUPEXKICHUM,

B pesynbrate npoeaeHHoro ananu3a [TAK noikeH mpenocTaBUTh CyOBbEKTY
MIOMCKOBO-TIO3HABATEIBHON JEATENBHOCTH CBEJIEHHUS O BEPOSITHOM IMPECTYNHHUKE H
€ro COOOIIHUKAX, a Takke Hauboyiee BEPOSATHbIE KPUMHUHAIUCTUYECKHUE BEpCUU
MPOU3OIIEAIIET0 W MPEANOJIOKUTEIbHBIM IJIaH JajdbHEHIIero pacclieqoBaHus
NPECTYIICHUS.

Teopernueckass 3HAYMMOCTBH 3aKJIIOYAETC B TOM, YTO MaTepHUabl
JUCCEepTallM  MOXHO TNPUMEHHTh B  MCCIEAOBAaHUSAX, HANpaBICHHBIX Ha
COBEPIIICHCTBOBAHKWE OOIIEH TEOpUH KPUMHUHAIUCTUKA W Pa3pabOTKy 4YaCTHBIX

MCTOAUK PACCIICAOBAHUA HpeCTYHHeHHﬁ, CBA3aHHBIX CO CPCACTBAMHU COTOBOM CBi3H,
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a Takke B JajbHelmen mudpoBoil mHGOpMATH3AUKA TIPOIlecca MPOU3BOJICTBA TIO
YTOJIOBHBIM JIE€JIaM.

OmnpeneneHa CTPyKTypa KPUMHHAIUCTAYECKOTO YYEHUS, pa3pabOoTaHbl €ro
OCHOBHBIE€ NPEINOCBUIKM M 3JEMEHTHI, BBISBIEHA pPOJb AO0OHEHTCKHX YCTPOMCTB
B [IPECTYMHOMN JEATEIBHOCTH, ONPEIEICHBI BUJIBI CIEIOB B CPEACTBAX COTOBOM CBS3H,
BBISIBJICHBI OCHOBHbBIE KPUMHUHAJIMCTUYECKUA 3HAYMMbIC MPU3HAKU U XapPaKTEPUCTUKU
00BbEKTa yUCHHS.

IIpakTH4Yeckasi 3HAYUMOCTD IUCCEPTAMOHHOTO UCCIIEIOBAHUS 3aKII0YACTCS
B HCIIOJIb30BAaHUU Pa3pabOTaHHBIX MOJIOKEHUH B MpernojaBaHUM KPUMHUHAIUCTHUKH,
ONEpPaTUBHO-PO3BICKHON  NI€ATENbHOCTH;  JJII  MOBBIIEHUS  KBaJU(pUKALUU
IPAKTUUECKUX PpaOOTHUKOB IPABOOXPAHUTENBHBIX OpPraHOB UM  AKCHEPTHBIX
MOJPa3ACICHUN.

Kpome Toro, Ha OCHOBE aHajM3a TEOPUU U MPAKTUKU CHOPMYIUPOBAHBI
U O0OOCHOBaHbl COOTBETCTBYIOIIME YpPOBHIO DPa3BUTHS COBPEMEHHBIX HayK
PEKOMEHJAMU 0 PACCIEJOBAaHUIO MPECTYIUIEHUH, B COBEPUIEHUU KOTOPBIX
UCITIOJIB3YIOTCSl CPEICTBA COTOBOM CBSA3M, C BHEIPEHUEM B IPOLIECC MPOM3BOJICTBA
10 YTOJIOBHBIM JI€JIaM CIIEHUAIU3UPOBAHHBIX TEXHUYECKUX U IIPOTPAMMHBIX CPECTB.

AnpoGanuss padoTel M BHEJAPEHHE Pe3yJIbTATOB  HCCJIeI0BAHMA
OCYILIECTBJISIVIMCH 110 CJICAYIHOIIHM HANIPABJICHUSM:

— HayyHble M IPAKTUYECKHE PE3YJIbTAThl HCCIENOBAHUS, IPELIOKECHMUS,
BBIBOJIbI M PEKOMEHJAlMU JOKJIAJbIBAINCh ABTOPOM Ha KPUMHUHAIMCTUYECKUX
YTEHUSIX, PA3IMUHBIX KOH(pEpPEHIUAX, Kpyraeix crojax (B teueHue 2009-2017 rr.):
YerBeprass oOuieropojckas Hay4dHoO-NpakThuueckass KoHpepeHuus «CTyneHuyeckas
Hayka» (MockBa, Poccuiickuii rocyJapCTBEHHBI  TOProBO-3KOHOMHUYECKHMA
yauBepcuteT HoA0ps 2009); VIII MexBy30BcKkasi HayuyHass KOH(PEPEHIMs CTYJEHTOB
u acnupantoB «Poccus m mup B 21 Beke» (MockBa, MOCKOBCKHII WHCTUTYT
PKOHOMHUKHA MEHEIKMEHTa W mpasa, anpenb 2010); VIII MexnynapoaHoin HaydHOM
KoH(pepeHn «IKOHOMHUKA, TIPaBO, 00Opa30BaHUE U COBPEMEHHOE WH(DOPMAITMOHHOE
obmectBo» (MockBa, MockoBckuii yauBepcuter um. C.1HO. Butre, mapt 2012); 4
MexnyHaponHas Hay4dHO-TIpaKTH4ecKash KOH(epeHIUs «AKTyalbHblE NPOOIEMbI
coBpeMeHHOU KpuMmuHanuctukn» (MockBa, PYJIH anpens 2016); MexnynapoaHas

Hay4HO-TIpakTHdeckas KoH(pepeHnus «CoBpeMEHHOE pa3BUTHE KPUMUHAIUCTUKUA U
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cyneOHoM akcrepTu3nl Kak peanusanus uaen P.C. benkuna» (Mocksa, MI'TOA 22-
23 Hosa0pst 2017). OCHOBHBIE MOJOXEHHUS W BBIBOJBI OIyOJMKOBAaHbI B 8 HAyYHBIX
nyOJMuKalusaX, YeThlpe M3 KOTOPbIX — B  PELEH3UPYEMBIX  HM3JAHUSX,
pexoMeHoBaHHbIX BAK mnpu MuHucrepctBe BbIcHIEro 0Opa3OBaHHMs M HayKH
Poccniickonn  ®enepaunu. Meroaudeckne pEKOMEHIAMM W NPEIJIOKECHUS,
colepKallpecss B Marepualax JUCCEPTALMOHHOIO HCCIENOBaHUS, BHEIPECHBI
B IPAKTUYECKYIO JEIATEIBbHOCTh, a TAK)K€ B HAYUHYIO JEATEIbHOCTh U Yy4eOHBIN
npotrecc.

Crpykrypa M 00beM [AHCCEPTALMH OIPEACIICHBl LEIbI0 W  3aJadyaMu
uccienoBanus. Juccepranusi COCTOMT U3 BBEICHMS, TPEX IJIAB, BKIFOYAIOIIHUX CEMb

naparpadoB, 3aKJIIOUYECHHS, CIIUCKA JIUTEPATYPhI U MPUITOKESHHUS.

OCHOBHOE COAEP XAHUE PABOTbBI

Bo BBeaenMmu 0003HAUY€HA aKTyaJbHOCTb BBIOPAHHOW TEMATUKH M CTEICHb
Hay4yHOM pa3pa®oTku. OnpeneseHbl LENd U 3aJadyd, a TakkKe OOBEKT U IpeIMEeT
uccienoBanus. PackpbeIBaeTcst €ro METO10JIOTHs, HOpMaTUBHAs, SMIUpUUeckas 0asa
YW HaydHas HOBH3HA. DOPMYIUPYIOTCSI OCHOBHBIE IIOJIO)KEHHS, BBIHOCUMBIE Ha
3amuty. Onpenensercs TeopeThIecKas U MpakTUYeCcKasi 3Ha4uMoCTh. 1IpencraBiieHsl
JaHHBIE 00 anpoOaIuu pe3yabTaTOB UCCIICTIOBAHMUS.

[lepBasg rmaBa — «OCHOBbI KPMMMHAJMCTHYECKOI0 YYEHHSI O CPeICTBax
COTOBOM CBSI3W» BKJIIOYAET Tpu naparpada.

B nepBoM naparpade - «IIpeanocbuiku BO3HUKHOBEHUSA
KPMMHUHAJIUCTHYECKOT0 YYeHHsS 0 CPeICTBAX COTOBOM CBA3M) U3yUYE€Hbl OCHOBHbBIC
3Tambl 3apOXKACHUS COTOBBIX CHUCTEM M HUX COBPEMEHHbBIE NPHUHIMIBI PaOOTHI.
OTMedeHO, YTO MOSIBJICHUE TaHHOTO BUJA TEIEKOMMYHHUKAI[MU, KAK HOBOT'O OOBEKTa
MPABOOTHOIIICHUH, ONpPEACIHIO O00pa30BaHUE COOTBETCTBYIOIICH HOPMATHUBHOMU
0a3pl, obecrmeunBaroIeil ero 3amuTy OT MPOTHUBOMpPABHBIX aeicTBuit. [llupoxoe
pacIpoCTpaHEHUE  CPEACTB  COTOBOM  CBSI3M,  IIOBJIEKJIO  BO3HUKHOBEHHUE
NPECTYIUIEHUH, TJI€ OHM BBICTYNAIOT MPEIMETOM WJIH CPEACTBOM COBEPILEHUS

YTOJIOBHO HAaKa3yeMbIX JEsSHUHN, 4YTO OO0YyCIOBWJIO pa3pabOTKy pa3HOOOpa3HBIX
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YACTHBIX HAyYHBIX TIOJIOXKEHUM O METOJUKE pACCIIECIOBAHUSI JaHHBIX BHUJIOB
IIPECTYIUICHU M.

OIHOBPEMEHHO, PACCMOTPEHO TMOHSATHE, YCTPOMCTBO M OOIMUE MPUHIUIIBI
pabOThl COBPEMEHHBIX COTOBBIX CHCTEM, KOTOpPBIE BKIIOYAIOT 00ECIIEeYMBAIOIICE
o0opynoBanue W aOOHEHTCKHE YCTpOMCTBA. B KadecTBE MOCIEIHUX BBIICICHBI
anmapartbl, NpeJHa3HAYEHHbIC I Mepefadyd peueBord HHGOpMAIMK, XapakKTep
KOTOPOM ONpEAeNieT OJAHOTHIHOCTh CJIENOB, a TAaKXKE CXOXKECThb METOJOB HUX
oOHapy>keHuUsl, (PUKCaIMK U UCIIOJIb30BAHUS B PACCIICIOBAHUM MTPECTYTUICHUN.

COOTBETCTBEHHO, aBTOpP MPUXOAUT K BBIBOAY, YTO IMPEANOCHUIKAMHA
BO3HUKHOBEHHUS YUYEHHUS O CpEICTBaX COTOBOM CBSI3U SIBISIETCS: 3apOXKICHUE
U pa3BUTHE JAHHOTO BHJIa TEICKOMMYHHKalUU;, (QopMUpOBaHUE HOPMATHUBHO-
MPpaBOBOM 0a3bl, pEryIUPYIONIEH 0OIIECTBEHHbIE OTHOIIEHUS B cpepe COTOBOM CBS3HU
M TPaBOBBIX OCHOB MX 3alIUTHl OT NPECTYMHOTO IOCATATEIbCTBA; MOABJICHUE
NPECTYIUICHUM, CBSA3aHHBIX C  HUCIIOJb30BaHUEM  AOOHEHTCKUX  YCTPOWCTB
u 00€eCleunBaloIIero 00OpyJI0BaHUs; pa3pabOTKa COOTBETCTBYIOIIMX YACTHBIX
HayYHBIX MOJOKEHUN O METOIUKE PacCaeOBaHUA.

Bropoii maparpa¢g — «lloHsiTHE M CTPYKTYpa KPUMHUHAJIUCTHYECKOIO
YUYEHHS 0 CPeACTBAX COTOBOI CBA3M» MOCBAIIEH U3YUYCHUIO U aHAIN3Y 3JIEMEHTOB
YAaCTHOW KPUMHUHAIMCTUYECKON TEOpUU. BBIENIeHBbl TPYIIbI NPECTYIUIEHUM, TIIE
OOBEKTHl COTOBOM CBS3UM BBICTYHNAIOT B KAdyeCTBE IMpeAMETa MPECTYIMHOIO
MOCSTATENIbCTBA M CPEJICTBA COBEPIICHUS MPECTYIUICHUS. AOOHEHTCKUE YCTPONCTBA
u obOecrnieunBaroniee OOOPYIOBAHUE PACCMOTPEHBI B KAa4yeCTBE KPUMHHAIBHOTO
MPOAYKTa U UCTOYHUKA KPUMUHAIMCTUUECKH 3HAUMMOUN MH(OPMAIIHH.

[IpennoxkeHo TOHMMaHUE KPUMHUHAJIUCTUYECKOTO YUYEHHS O CpelCcTBax
COTOBOM CBA3U KAK YACTHOM TE€OPHHU, BKIIOYAIONIEH KOMIUIEKCHBIE HAYYHbIC 3HAHUS
O CpEIICTBaX COTOBOM CBS3WM M UX BHJAX, CHEHU(UKE IKCIUTyaTallid a0OHEHTCKHUX
YCTPOUCTB u o0ecreunBaroIIero o0opy10BaHMS, o0ycaBIvBaroIeH
3aKOHOMEPHOCTH O0O0pa30BaHMS CJCAOB, a TakKKe OCOOCHHOCTH WX BBISBIICHHS,
dbuKcarm, UCCIIeIOBAaHUS U UCTIOJIb30BaHUS CYOBEKTaMH MOMCKOBO-TIO3HABATEIHHON
JEATEIIbHOCTH B IIPOLIECCE PACCiieIOBaHUs TPECTYIICHUN.

OnpeneneH OOBEKT KPUMHHAIMCTUYECKOTO YUYEHHUS O CpEJCTBAaX COTOBOMU

CBA3H, KOTOPBIM SABJIAIOTCA O6HICCTBGHHBIC OTHOHICHHS, BOZHHKAIOIIKWEC B IIPOLECCC



18

BBISIBJICHUSI M PACKPBITUSI MPECTYIJICHUM, CBSI3aHHBIX CO CPEACTBAMHU COTOBOM CBS3H,
KOTOPBIE BBICTYNAIOT B KaUECTBE MPEAMETa MOCATaTEIbCTBA U OPYJIUsI COBEPIICHUS
npectyruieHui. [IpeaMeTom SBIAIOTCA OOBEKTUBHBIE 3aKOHOMEPHOCTH OOHAPYKEHHUS
Y WCCJICOBAaHMS CBEJACHUHM, 00pa3yIONIUXCs B PE3yNIbTaTe dKCIUTyaTallud U 000poTa
CPEIICTB COTOBOHM CBSI3M, B IEIAX Pa3pabOTKH KPUMHUHAIMCTHUYECKUX METOIUK
BBISIBJICHUS, PACKPBITHUS, PACCIEAOBAHUA U MPEAYIPEKACHUS MPECTYIIICHUMN.

[Ipennoxena cTpykTypa KpUMUHAIIUCTHYECKOTO YUEHUSI O CPEACTBAX COTOBOMU
CBSI3M, COCTOsIBINIAs M3 00IIel U ocoOeHHOM yacTu. OOIas 4yacTh BKJIIOYAET B ce0s
MPEANOCHUIKM BO3HUKHOBEHHUSI KPUMUHAIMCTUYECKON TEOPUU O CPEICTBAX COTOBOM
CBSI3H, UX YCTPOWCTBE, MPUHIMMNAX paOOThl U BUAAX, 3aKOHOMEPHOCTH 00pa30BaHMUs,
oOHapy>keHusl, (PUKCAIMU U KCCIENOBaHUs CJEN0B, 00pa3yIOIIUXCs B pe3yJsibTare
UCIIOJIB30BaHUsl a0OHEHTCKUX YCTPONCTB M OOECIEeUMBAIONIEr0 O0OpYIOBaHUS, a
TaKKe CBSI3aHHAsA C HUMHU KPUMHUHAIUCTUUECKU BaxkHas uH@opmarus. OcoOeHHas
YacTh COJCPKUT KOMIUIEKCHBIC TEOPETHUECKHUE TIOJIOKEHUSI O  METOJMKE
paccieoBaHus MPECTYIUICHHH, TJIe Cpe/ICTBa COTOBOM CBSA3U SIBJISIIOTCS] IPEAMETOM U
CPEACTBOM COBEPLIEHHUS MPECTYILICHUMN.

B Tperbem maparpadge — «Buabl cpeacTtB  cOTOBOl  CBS3HU
U KjIaccupukanus cjieloB, 00pa3sylOIINXCH B pe3yJbTaTe MX HCHOJIb30BAHHUSA»
MpEIOKEHA AETEPMUHALINUS AJIEMEHTOB COTOBBIX CHCTEM MO KOHKPETHBIM TpYIIIam
MPU3HAKOB M pa3paboTaHa CUCTEMa Pa3TPAaHUYCHUSI CIIEJIOB UX UCTIOJIb30BaHUS.

PazpaboTana kpuMuHamucTU4YeCKas KiacCU(UKAIMSA CPEICTB COTOBOM CBSI3H
o (YHKIIMOHAIBHBIM MPU3HAKAM: a0OOHEHTCKUE YCTPOMCTBA, OCHOBHOW (DYyHKIIHEH
KOTOPBIX SIBJISIETCS OCYIIECTBJICHHE CBS3M B BHUJE T'OJIOCOBOM Mepeayu JaHHBIX U
o0opyioBaHue, obecreynBaroIiee MOABKHYIO PaAUOCBsA3b, 0a30BbI€ CTAHIIUU U UX
COCTaBJISIONIME (PETPAHCISATOPHI, TNepeAaTdyuku U Ap.). B CcBow ouepensp,
a0OHEHTCKHE YCTPOMCTBA MOJPA3ICIAIOTCS Ha: MOOUJIbHBIC TeJIe(OHBI, MOOWIHHBIC
TenedOHbI-CMapT(HOHBI, TIAHIIETHI-TEIEPOHBI.

Boiienensl TpaJuIIMOHHBIE MaTepUalibHbIE M WJICAJIbHBIE CJEbl, CBSI3aHHbIC
C DJKCIUTyaTallMel CpeACTB COTOBOM CBsI3HM. B kadecTBe WACaNbHBIX CJIEI0B
paccMoTpeH o00pa3 ab0OHEHTCKOTO YCTPOWMCTBA, 3aledyari€HHbI B CO3HAHUU
YYaCTHUKOB YTOJIOBHOTO CYyJIOITPOU3BO/ICTBA. PazpabGorana cucrema

BOCIIPOHU3BOJACTBA BHCHIHCTO BH/AA allllapara IIO Bep6aan0My OIINCAHHUIO,
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NOJIy4eHHOMY B XOJ€ JONpoca CBUACTENINM MOTEPIEBIIMX W NPECTYIHUKA,
BKJIIOYArOMas:  (yHKIMOHAJIbHBIC  TMPU3HAKK,  TNpPU3HAKA  KOHpUTypammw,
WHIUBUIYAJIbHBIE 3JEMEHThl W TMpU3HAKUW. B Hemsx onTuMu3aluu mpolecca
uaeHTU(UKAMK ~ a0OHEHTCKOTO  YCTPOMCTBA M  BHEAPEHHUS  COBPEMEHHBIX
UHPOPMAIIMOHHBIX TEXHOJIOTM B pacciieloBaHUE MPECTYIUIEHUH, MPEAIOKEHBI
TeXHUYeckue 3amanus rpynne |T-cnmenmanucroB, pa3paboTrarb MNPOTPAMMHO-
anmapaTHbIi KOMIUIEKC COCTaBIIEHUS CYOBEKTHUBHOTO IMOPTpPETa CpelicTBa COTOBOM
CBS3U.

OnpeneneH TMOPSIOK OOHapyX eHUss W (QUKCAUU KPUMUHAIUCTUYECKH
3HAUMMOM HH(pOpPMAllUM B BHUJE MATEPUAIBHBIX CIIEJIOB, HOCUTEJIEM KOTOPBIX
ABJIIETCSI ADOHEHTCKOE yCcTpoicTBO. PaspaboTana kinaccudukanus nHGOpMAIIMOHHO-
TEXHOJIOTHYECKHUX CJIEJIOB. B 3aBUCUMOCTH OT a0OHEHTCKOI'0 YCTPOMCTBA HOCHUTEIS;
OT 00BEKTa CAECAOHOCUTENS; OT XapaKTepa coaepKaencs HHPOPMaLIMK; OT MOPSAIKA
oOHapy>XeHHUsI M (PUKCAlUH, OT NIPABOBBIX MPEANOCHUIOK MEpe] MPOU3BOJCTBOM
CJICICTBEHHBIX JICHCTBHUM.

Bropas rimaBa — «Oco0eHHOCTH pacc/ielOBAHU XUIIEHUH CPeICTB COTOBOM
cBSI3W» —  BKIO4aer jABa maparpaga. B mepBom  maparpade -
«KpuMrHanucTuueckas XapakTepUCTUKA XMIIEHUW CPEJICTB COTOBOW CBSI3U» — HA
OCHOBAHHMM aHajJu3a HAy4YHbIX PabOT W SMIMPUYECKOTO MaTepHayia, BbISBICHBI
OCHOBHBIE 3JIEMEHThl KPHUMHUHAJIUCTUYECKON XapaKTEepUCTUKH XHUIIEHUW CPEICTB
COTOBOM CBs3U. B KauecTBe MpeaMera MPECTYMHOIO IMOCATaTeIbCTBA BbIJAECICHBI
aOOHEHTCKUE YCTPOMCTBA C CONYTCTBYIOUIMMH 3JEMEHTaMH U 0OecreuHnBaroliee
o0opy10BaHUE. OmnpeneneHsl OCOOEHHOCTH CJIE/IOB, oOpazyronmxcs
IPU COBEPILIEHWU XMIICHHUS CpPEICTBA COTOBOM CBs3U. llpensoskeHbl Tpynibl
MH()OPMAIIMOHHO-TEXHOJOTUYECKUX  CJIEIOB,  TPAJMLUMOHHBIX  MaTEpHAJIbHBIX
U UJCAIbHBIX CIIEOB, K KOTOPbIM NpUMEHUMa Kiaccuduxanus, pazpaboTaHHas
B paMKaX KPUMHUHAJIUMCTUYECKOTO YUEHHUS O CPEJICTBAX COTOBOM CBA3H.

VYcTaHOBIEHO, YTO CHOCOOBI MPHUTOTOBJICHUS K COBEPUICHUIO XHILIEHUS
CpEeICTBa COTOBOM CBSI3M BKJIIOYAIOT JCHCTBUS, 3aBUCSIINE OT CIIOCO0a COBEPILCHUS
MPECTYIUICHUA. XUIIEHUE CPEACTB COTOBOM CBSI3M COBEPLIACTCS ITyTEM TAMHOIO

XMIIEHHSI, OTKPBITOrO XHINeHHUs (rpadexa WM pa300HHOrO HamaJeHUs), ¥ IyTeM
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oomana. OTMeueHO, YTO JaHHBIN BUJ MPECTYIUICHUN COMPSKEH C APYTMMH BHAAMU
JeSTHUN, TPOTUB KU3HH U 310POBbS, MIOJOBOM HEMPUKOCHOBEHHOCTH, CBOOO/IBI.

Boigenensl cnocoObl COKPBITHS XUIIEHUSI CPEACTB COTOBOM CBSA3M: JIEUCTBHS,
3aTPyAHSIONIME UX OOHApYKEHUE C MOMOIIbI0 TEXHUYECKHX KaHaJOB, MAaCKUPOBKA,
COBIT M (WM) TallHOE XpaHEHHWE IMOXUIIEHHOrO armapara, KOTOphlE MOTYT OBbITh
HaIlpaBJIeHbI TAK)KE ByaTMPOBAHHKE JIFOOOH NPECTYMHOM 1eITeTbHOCTH.

N3y4yeHbl 0OCOOEGHHOCTHM OOCTAHOBKM TPECTYIUIEHUS U XapaKTEPUCTUKH
JUYHOCTHU NOTEPHEBLIETO U JIUII, COBEPIIAIOIINX XUIIEHUS CPEJICTB COTOBOM CBSI3H.

Croeman  BbIBOJ O  B3aUMOCBSI3M  JJIEMEHTOB  KPUMHMHAIUCTUYECKOU
XapaKTEPUCTUKHU NPECTYIUICHUS, TJ1€ CPEACTBA COTOBOU CBSI3M SBJIIOTCS IPEIMETOM
YTOJIOBHO-HAKa3yEeMBbIX JESHUM, C KPUMUHAIUCTUYECKUM YUCHUEM, 3aKJIF0YAOIINICS
B HMX B3aMMOOOYCJIOBJIEHHOCTH KaK HCTOYHHMKA Ba)XKHBIX YTOJIOBHO-TIPABOBBIX H
YTOJIOBHO-TIPOLIECCYAJIbHBIX CBEJIEHUN, a TAKXKE B €AUHBIX OCOOEHHOCTSIX OOBEKTa U
MEXaHU3Ma cIeq000pa3oBaHusl.

Bo BTOpoM maparpade — «llepBoHayaNbHBIN W MOCIEAYIOIIMN OTall
paccieoBaHMs XUIIEHWA CPEACTB COTOBOM  CBSI3W» — PACCMOTPEHBI U
IIPOAHAIM3UPOBAHBI OCHOBHBIEC IIOJIOXKEHUS METOAMKU PACCIIENOBAHUS YIOJIOBHBIX
JIe]l TaHHOW KaTErOpUHM, IPEUIOKEHbI IPUEMBI U PEKOMEHAALMHU 110 MPOU3BOACTBY
OTJEJIBHBIX CIICCTBEHHBIX JEUCTBUU. BblaeneHa rpynmna KpUMHUHAIUCTHYECKUX
00CTOATENBCTB, MOUIEKAIINX YCTAHOBICHHUIO IPU PACCIIEIOBAaHUM XUIICHUN CPE/ICTB
cotoBoil cBsi3u. C TOUKM 3pEeHHsS MHOrooOpasusi HayuHbIX B3IJISZIOB PacCMOTPEHBI
JTAIIbl PACCIIENOBAHUSA, UX CONEPKAHUE U IPUHIIUIIBI PA3rPAHUYCHUS.

Pa3paboTana aBTOpCKas CTPYKTypa CJIEACTBEHHBIX CUTyalun
IIEPBOHAYAJIBHOIO W  TOCIEAYIOIIETO JTala pacclieIOBAHUS U NPEIIOKEH
COOTBETCTBYIOIIMM aITOPUTM JIEUCTBUUA CYOBEKTOB IMOMCKOBO-TIO3HABATEIHHOM
nesTeabHOCTH. BbIABIIeHbl Hanbosee XapakTepHble OCOOEHHOCTH CIJIECTBEHHBIX
JNEUCTBUM, NMPOBOAMMBIX IPU PACCIEAOBAHUM XUIIEHHUU CPEICTB COTOBOW CBS3H.
OmnpeneneH Kpyr BOIPOCOB, MOJUIEKAINX BBISICHEHUIO MPU JOMPOCE MOTEPIEBIIErO
CBUJETENICH U MPECTYNMHUKOB. PaccMOTpeHbl MpoOIeMbl OCYIIECTBICHHSI BBIEMKH Y
orepaTopa COTOBOM CBSI3M KPUMHHAJIMCTUYECKHA 3HAYMMON nH(popManuu. M3ydeHs

METOJbI OCMOTpPa CBEJACHUMN C TEXHUYECKUX KAHAIOB COTOBBIX CETEH.
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OTMEYEHO KPUMHHAJIUCTUYECKOE M YrOJIOBHO-IIPABOBOE 3HAYECHHE Y4YaCTHS
CHenuaiucTa B 00JIaCTU COTOBOM CBSI3M IPH NPOBEICHUM CIIEICTBEHHBIX JIEUCTBHIA,
CBSI3aHHBIX C TEXHUYECKUMU KaHaJIaMU TEJIEKOMMYHUKAIIMOHHBIX CUCTEM, U BBIJICJICH
Kpyr' BOIIPOCOB, MOJJIEKAIIMX BBISICHEHHWIO TIpu ero jaomnpoce. PazpaboTtansl
pPEKOMEHJAUu [0 OCMOTPY ©0a30BOM CTaHUMM M aOOHEHTCKOrO YCTPOMCTBA.
N3yyeHbl 0COOCHHOCTH OIO3HAHUS MOXHUIIEHHOT0 a0OHEHTCKOIO YCTPOICTBA IO
CyOBEKTUBHOMY MOPTPETY, COCTABICHHOMY Ha OCHOBE BEpOAJIbHOIO OMUCAHUS
00BEKTa, MOJYYEHHOrO0 OT paHee AOIMPOIICHHBIX JIUI. PaccMOTpEHbI 3KCIEPTHU3HI,
MIPOBOJAMMBIE TIPU PACCIIEIOBAHUY JAHHOTO BHIA npecTyruieHus. [Ipoanann3npoBanbl
BOIIPOCHI, CTaBAIIMECS HKCHEPTY MPH HA3HAYEHUM KOMIBIOTEPHO-TEXHUUYECKOTO
VICCJIEIOBAHUSI.

C nenpl0 ONTUMHU3ALMM MPOU3BOACTBA IO YIOJOBHBIM JeliaM JaHHOU
KaTeropuu, TMPEeJIOKEeHbl TEeXHUYECKHe 3amanus rpymnmne | T-cnenuanucTos,
pa3paboTtath crneruann3upoBanubiil [IAK paccienoBanust XumieHus cpecTB COTOBOM
CBSA3H.

Bropas rmaBa — «Oco0eHHOCTH pacciie0BaHUs MOILIEHHUYECTBA,
COBEPIIAEMOI0 ¢ MHCIOJb30BAHHEM CPEACTB COTOBOHM CBfI3M, JIMIAMHU
OTOBIBAKIMMYI HAKA3aHUE B UCHPABUTEIbHBIX YYPEKIEHUAX» — BKIIOYACT JBa
naparpada. B mepBom mnaparpade — «KpummnHamuctuyeckas XapakTepUCTHKA
MOIIICHHUYECTBA, COBEPIIAEMOT0 C HCIIOJB30BAHUEM CPEICTB COTOBOM CBS3H,
JUIAMU  OTOBIBAIONIMMHU  HAaKa3aHHE B HUCHPABUTEIBHBIX  YUPSKICHUAX» —
MPOAHAIN3UPOBAHBl CTPYKTypa W DJJIEMEHTHl YaCTHOW KPUMHUHAJIUCTUYECKOU
XapaKTEPUCTUKU JIaHHOTO BHUJAA MPECTYIUIEHUA. BblieneHbl 0COOEHHOCTH MecTa
COBEpIICHUS JCSHUS, BbIPAKEHHBIE B PEKUMHOCTH TEPPUTOPUU HCHPABUTEIHLHOIO
yupexaeHusi, oOyClaBIMBaIOIIME TaWHbIE CIOCOOBI TPHOOPETEHUs CpeAcTBa
COBEpIICHUSA  MPECTYIUICHUs,  YIJAJICHHOCTb  pACIIOJNIOXKEHUS  MPECTYNMHHUKA
U TIOTEPIEBILEr0, TECHbIM KOHTAKT OCYXXJCHHBIX WU OOMEH MPECTYMHBIMU CXEMaMHU
MOIIICHHHYECTBAa.  BBIJENEHb  CIMOCOOBI  MPUTOTOBJICHHWS K  COBEPIICHHUIO
MOIICHHHUYECKUX JEHCTBUM, TPU STOM 0CO00 OTMEUEHBI JEHCTBUS, CBS3aHHBIC
CO CPEJICTBaMH COTOBOM CBSI3U: PUOOPETeHHE aOOHEHTCKUX YCTpoicTB U SIM-kapr;

WCIIOJIb30BAaHUE COTOBOM CBsi3M B cOope HHPOpPMAIMK O TOTEPHEBIIEM ITyTEM
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MONKITIOYEHUST K ceThu VIHTepHeT, 3amuch TOJIOCOBBIX (DOHOTPAMM; IOMCK
Y YCTaHOBKA MIPOTPAMM U NMPUIIOKECHUH IS U3MEHEHHUSI TOJIOCA.

OmnpeneneHsl OCHOBHBIE CIOCOOBI COBEpIICHUS  MOIICHHUYECTBA
C HCHOJB30BAHHEM CPEICTB COTOBOM CBSI3M JIMLAMH, OTOBIBAIOIIMMH HAKa3aHHE
B HWCIPABUTEIBHBIX YUPEKACHUSIX, © CHOPMUPOBAHBI TPYIIBLl JICUCTBUM,
HaIlPaBJICHHBIE HA COKPBITHE TAHHOTO NPECTYILICHHUS.

Boinenensl ciie1oB, 00pa3yroliuecs: B pe3ysibTaTe HUCIOJIb30BAaHUSL CPEJICTB
COTOBOM cBsi3u. [locpeACcTBOM aHanmM3a 3MIIMPUYECKOr0 MaTepHala W HayYHbBIX
MOJIOKEHHM OIPEETIECHbl XapaKTEPUCTUKH JIMYHOCTH MPECTYITHUKA U ITOTEPIIEBILIETO.

COOTBETCTBEHHO, aBTOP MNPHUXOAUT K BBIBOJY O HAJIMYUH B3aHUMOCBS3U
AJIIEMEHTOB KPUMHUHAIUCTUUYECKON XapaKTEPUCTUKHU MPECTYIUICHHUS], T/Ie a0DOHEHTCKUE
YCTPOMCTBA U obecneunBaroliee 000pyI0BaHUE HCIOIb3YETCS B KAYECTBE CPEICTBA
COBEPILICHUS NPECTYIUICHUS, C KpUMUHAITMCTUYECKUM YYEHUEM O CPEACTBAX COTOBOM
CBS3M, BBIPAKEHHON B €IUHBIX OCOOEHHOCTSAX OO0Opa3oBaHUA OOHApYyX EHUs U
(¢uKcalMM M MCCIENOBAaHUS CIEIOB, a TAaKXe€ CHOCO0ax COKPBITUS MPECTYIMHOU
JESTENbHOCTH

Bo BrOopoMm mnaparpade - «llepBoHaYambHBII W IIOCIEAYIOLIMK 3Tall
pacciieIOBaHUsI MOILIEHHUYECTB, COBEPIIAEMBIX C UCHOJIb30BAHUEM CPEACTB COTOBOU
CBSI3M, JUIAMU OTOBIBAIOIIMMU HAaKa3aHUE B MCIPABUTEIBHBIX YUPEKICHHUIX) —
U3y4YeHbl OCOOCHHOCTH pACCICAOBAHHMS UM TaKTHKAa MPOBEJACHHS OTAEIbHBIX
CIEACTBEHHBIX JEWCTBUUA IIPU MPOU3BOJACTBE II0 YIOJIOBHBIM [I€JIaM JIaHHOU
Kareropuu. BpimeneH Kpyr KpPUMUHAIUCTHUYECKUX OOCTOSTENBCTB, MOIJICKAITIX
ycTaHoBJieHHt0.  OmpeneneH  MOPSAAOK — JEUCTBUA  CYOBEKTOB  IMOMCKOBO-
MMO3HABATEIbHOW  JIEITEIBHOCTM B pPaMKax  NPEABAPUTEIBLHOW  MPOBEPKHU
110 COOOILEHHIO O COBEPILIEHUH MOLIEHHUYECTBA C UCIIOJIb30BAHUEM CPEJICTB COTOBOM
cBs3u. [IpoaHanm3upoBaHbl CJIEICTBEHHBIE CHUTYAallMd W aJITOPUTM JICHMCTBUS
cleloBaTedsl HAa  NEPBOHAYaJbHOM  JTal€  PacCiIeJOBaHUs  MOUIEHHUYECTB,
COBEPIIIAEMbIX C UCIOJIb30BAaHUEM CPEACTB COTOBOW CBSI3M JIMIIAMH, OTOBIBAIOIIIUMU
HaKa3aHWE B WCHPABUTEIBHBIX YUYpEeXKIeHUsX. Pa3paboTan mMOpsSAOK EWCTBHIA
CyOBEKTOB MOMCKOBO-TIO3HABATEILHON JEATEIHLHOCTH B 3aBUCUMOCTH OT XapakTepa

(bUKTHBHOW MHPOPMAIIUU, COOOIIIEHHOM MOTEPTIEBIIIEMY.
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[IpenyioxeH Kpyr BOIPOCOB, MOMJICKAIIMX BBIICHEHHIO B XOJE JAOMNpPOca
MOTEPIIEBIIECTO U CBUAETEICH HAa MEPBOHAYAIIBHOM 3Tale paccieAoBaHusl. M3ydeHsl
O0COOEHHOCTH TPOM3BOJICTBA BBHIEMKH Yy OIEpaTopa COTOBOHM CBS3H, M3 OAHKOBCKHUX
VUPEKIACHUN W OpPraHW3alui, OCYIIECTBIMIOIMINX XPAHCHUE W TPaH3aKIHUIO
JICHE)KHBIX CPEACTB.

CrnencTBEeHHBbIE CUTYallUU ONPE/IeNICHbI B 3aBUCMMOCTH OT Xapakrepa u o0beMa
cBeJlcHUH 00 aOOHEHTCKOM YCTPOMCTBE, HCIIOIB3YEMOM TMIPECTYIHUKOM TIpH
COBEpIIEHUN MOIICHHUYECTBA. [IpemioxkeH COOTBETCTBYIOMINM aIrOPUTM JCHUCTBUIMA
CyOBEKTOB  TMOMCKOBO-TIO3HABATEIBHON  JleATenbHOCTH. PaccMoTpeHa TakTuka
¥ METOJIMKA JIOTpOca MPECTYIMHUKA U OCYKJIEHHBIX, OTOBIBAIOIIUX COBMECTHO C HUM
HakazaHue. [IpenoxeHbl peKOMEHJAIMU MO0 OOHAPYKEHHIO M U3BSITHIO CPE/CTBA
COBEpILICHUS MPECTYIUIEHUs. B mensx onTuMu3zanuu Npou3BOJCTBA MO YTOJOBHBIM
JeaaM  JaHHOM KaTeropuu MOJATOTOBJICHO TEXHUYECKoe 3afaHus rpynmne |IT-
CIEIUANIMCTOB,  pazpaborarh  crnenuanu3upoBanHbli  [TAK  paccinenoBanus
MOILIICHHUYECTBA, COBEPIIAEMOrO0 C MCIIOJIb30BAHUEM CPEICTB COTOBOWM CBA3U
JUIIaMH, OTOBIBAIOIIIMMHU HAaKa3aHUE B UCTIPABUTEIBHBIX YUPEKICHUSAX.

B 3axnrouenuu aBTopom chopMyIupoBaHbl 0000IICHHBIEC BHIBOIbI, CICTAHHBIC
JUCCEPTAHTOM IO PE3yJIbTaTaM IIPOBEIECHHOTO UCCIEAOBAHUSL.

B npunoscenuu nucceprauu COAEPKATCS CUCTEMATU3UPOBAHHBIE aBTOPOM
JIAHHbIE AaHKETUPOBAHUSI COTPYIAHHUKOB cliecTBEHHBbIX mnoxapazaeneHuidi CK Poccuun
u MBJ[ P® o kxpuMHHAIMCTUYECKOM 3HAYEHHUH CPEJICTB COTOBOM CBSI3H M MpoOIeMax
paccieoBaHus MPECTYIICHUH, B KOTOPBIX MCIOJIB30BaHbl aDOHEHTCKHUE YCTPONUCTBA
u obecrnieunBaroniee o00py10BaHUE.

Takum 00pa3oM, B JUCCEPTAIMOHHOM HCCIEIOBAaHUM pa3paboTaHa eauHasl,
KOMIUIEKCHAsI KpUMHHAJIUCTUYECKAsT Teopusi. BhISBICHBI MpU3HAKK U OCOOECHHOCTH
ee 00BEKTa Ha MPUMEPE PACCICIOBAHUS MPECTYIUICHUM, TJI€ DJIEMEHThI COTOBOM
CBSI3M SIBJISIFOTCS IPEJIMETOM U CPEJICTBOM COBEpIICHUS TTpecTyIuieHui. [Ipenmoxensl
TeXHUYECKUE 3aJaHusl Ui TPYMIbl CICIHAIMCTOB B OOJACTH KOMITHIOTEPHBIX
TEXHOJIOTHI  pa3paboTaTh  CHEIUAIM3WPOBAHHBIE  MPOrPAMMHO-AMMapaTHHIC
KOMITJIEKCHI PAcCIICIOBAHUs, B IENSIX BHEAPECHHS COBPEMEHHBIX HH(POPMAIIMOHHBIX

CHUCTCM B IIPOLECCC MMPOU3BOACTBA 110 YTOJIOBHBIM JICJIaM.
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AHHOTALUA
MakcumoBu4 AnHa bopucoBHa
«CpeacrTsa coT0OBOI CBSA3M, KAK 00beKT KPUMHUHAJIUCTHYECKOTO

HCCJIeA0BaAaHUA

Huccepranms IIOCBSIIIIEHA pazpaboTke TEOPETUYECKUX OCHOB
KPUMHUHAJIUCTUYECKOTO YUCHHUS O CPEJICTBAX COTOBOM CBSI3HM, PACKPBITHIO €ro 3ajay
U CcTpyKTyphl. Oco0oe BHHMaHUE YJIEJIEHO CHEIU(UKE CIIeI0B, O0pa3yIOIIMXCs
B pe3yJbTaTe MWCIOJB30BAHUS AOOHEHTCKHX YCTPONCTB M 00ECIICUUBAIOIICTO
obopynoBanusi. B paboTe nM3ydeHBl METOAMKH PaCCiICAOBaHUS MPECTYIUICHHUH, TJIe
OOBEKThI COTOBOM CBSI3U SIBJISIOTCSA IPEAMETOM MPECTYIHOTO TOCATaTeIhCTBA
U CPEICTBOM COBEpILICHMUS YIrOJOBHO Haka3dyembix jesHuid. [loAaroroiieHbl
TexHuueckue 3agaHuss s | T-cmeumanmuctoB B 001acTH  MH(POPMAIIMOHHBIX
TEXHOJIOTUH pa3paboTaTh MPOTrpaMMHO-aNNapaTHbIE KOMILIEKCHI, CIIOCOOCTBYIOIIUX
MOBBINIEHNUIO  3(PGEKTUBHOCTH  pacciefOBaHUsSI  MPECTYIUICHUH,  CBSI3aHHBIX

C UCIIOJIb30BAHUCM CpPCIACTB COTOBOM CBSI3H.

Annotation
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«Means of cellular communication, as an object of criminalistic research

The thesis is devoted to the development of the theoretical foundations of the
criminalistic theory of the means of cellular communication, the disclosure of its
tasks, and the structure. Particular attention is paid to the specifics of traces resulting
from the use of subscriber devices and equipment. In the work methods of
investigating crimes where the objects of cellular communication are the subject of
criminal assault and means of committing criminally punishable acts are studied.
Technical tasks were prepared for IT specialists, in the field of information
technologies, to develop software and hardware systems that enhance the
effectiveness of investigating crimes related to the use of cellular communications.



